Performance Audit Report

Managing Risk
INn the NSW Public Sector




State Library of New South Wales cataloguing-in publication data
New South Wales. Audit Office.

Performance audit report: risk management in the NSW public sector / [ The A udit Office of New
South Wales]

07347 21358

1. Risk management — New South Wales— Auditing. |. Title: Managing risk in the NSW public
sector.

352.44243909944
658.15509944

© Copyright reserved by The Audit Office of New South Wales. All rights reserved. No part of this
publication may be reproduced without prior consent of The Audit Office of New South Wales.



Contents

Executive Summary

1. Risk:

11
12
13
14

An Overview

What is Risk?

Why is Risk Management Important?
TheLaw 14

Practice Elsewhere

2. NSW Treasury and Risk

2.1
2.2

2.3
24

Initiatives by Treasury

The Financial Management Framework
The Commercid Policy Framework

Risk Management by Treasury
Compliance with Reporting Requirements

3. Attitudeand Culture

3.1
3.2
3.3
34
3.5

Understanding Risk Management

Is Risk Management a Reality?
Being Risk Averse

Has Responsibility been Established?
Are Resources Adequate?

4. TheRisk Management Process

4.1
4.2
4.3
4.4
4.5
4.6
4.7

The Context of Risk

Strategic and Organisational Context
Identifying Risks

Andysing Risks

Evauating Risks

Risk Treatment

Monitoring and Review

5. TheAuditor’sRole

5.1

The Public Accounts Committee

6. Appendices
Appendix 6.1 Terms Used in this Report
Appendix 6.2 About the Audit
Appendix 6.3 Key Tipsfor Managing Risk

Performance Audits by the Audit Office of New South Wales

11

13

15

17
18







Executive Summary

Managi ng Risk in the NSW Public Sector 1



Executive Summary

Risk

The Audit

Executive Summary

Risk has been defined as the chance of something happening that
will have an impact upon objectives.

The General Government Debt Elimination Act 1995 (the Debt
Act) requires agenciesin the General Government Sector to have a
risk management plan, including strategies for dealing with those
risks. The Debt Act does not apply to the Public Trading
Enterprise Sector.

The Australian/New Zealand Standard on Risk Management (the
Standard) requires that risk be measured in terms of the likelihood
of something happening and the consequences of it happening.
This applies to both the private and public sectors.

To conduct an audit of risk management within the NSW public
sector we devel oped asurvey, which asked a series of questions of
twenty-six agencies about the way they manage risk. The audit,
the survey and those agencies participating in the survey are
discussed in Appendix 6.2 About the Audit.

As with all surveys, the findings do not necessarily apply to all
participants, nor is it intended to imply that the findings are
generally applicable to the public sector as awhole.

In addition, the results of the survey reflect how agencies consider
they manage risk rather than a study of actual risk management.
Nevertheless, the survey provides a basis upon which certain
conclusions can be reached.

Audit Opinion

The Audit Office is of the opinion that, while agencies are
awar e of the need to managerisk, their risk management falls
short of better practice. Many agencies do not consider their
risk management to be adequate.

The survey suggests that some agencies, mainly those in the
Public Trading Enterprise Sector have approached risk
management in a systematic way and in accor dance with the
principles of better practice standards.

Others, mainly departments not subject to commercial
imperatives, have yet to progress the management of risk
beyond the traditional response of insuring against the more
common types of risk. Thus there is a danger that with a
number of agencies, risk may not be managed adequately,
especially in the General Gover nment Sector.

Managing Risk in the NSW Public Sector



Executive Summary

... an understanding
of risk encourages
good practice

The Audit Office considersthat:

= thereisclearly arole for greater consistency in the way
risk management is considered and applied

= agencies need to take a broader view of risk which goes
beyond the insurance focus

= agencies need to recognise that being risk averse can
deprive them of opportunities to improve efficiency and
effectiveness

» thereisarolefor Treasury to oversight risk management
practicesin agenciesand encour agethe adoption of better
practice wher e necessary.

Managing Risk

Risk management is an attitude of mind that should pervade all
levelsin an organisation. It needsto be undertaken on an ongoing
basisand in aproactive manner. Without proper risk management,
an organisation is less likely to achieve its objectives in an
efficient and effective way.

Agencies claimed to understand the concepts and practices of risk
management and generally expressed a positive attitude to the
benefits of risk management. The response to the survey does not,
however, seem to support that conviction.

Fifty-four per cent of respondents in the General Government
Sector [GGS] and 27 per cent in the Public Trading Enterprise
Sector [PTES]) do not have a documented risk management

policy.

Sixty-nine per cent of respondents in the GGS and 36 per cent in
the PTES advised that the link between risk and corporate
objectives is not effective.

Thirty-eight per cent of respondentsin the GGS and 64 per cent in
the PTES claimed that risk management is an integral part of
management reporting. However, seventy-seven per cent of
respondents in the GGS and 45 per cent in the PTES do not have a
risk management plan.

There is aso a lack of indicators to measure the success of
strategies to manage risk. Of the respondents, 77 per cent in the
GGS and 27 per cent in the PTES advised that key risk
performance indicators are either not effective or not developed.

Managing Risk in the NSW Public Sector 3



Executive Summary

... Treasury has
sought to improve
risk management
practice

... Toolkit and the
Standard

... agencies are risk
averse

... risk and the law

The Audit Office suggests Treasury review its risk management
practices in terms of established better practice.

Treasury has sought to improve the practice of risk management
by the public sector. Treasury has, for example:

= jssued a statement of Best Practice on Internal Control and
Internal Audit and the Risk Management and Internal Control
Toolkit

= developed and implemented a Financial Management
Framework which requires agencies to manage and report on
risk. Treasury regards the framework as a key strategy in
improving risk management.

The Audit Office supports the Treasury in these initiatives.
Treasury released the Toolkit in 1997.

The survey indicates that fifty-four per cent of respondents in the
GGS and 73 per cent in the PTES do not use the Toolkit.

The Toolkit contains valuable guidance to agencies in risk
management. However, if the Toolkit is to be used more widely by
the public sector, more effort is required by Treasury to make that

happen.

The survey also indicates that agencies in the NSW public sector
tend to berisk averse. Thetendency ismore prevaent in the GGS
than the PTES. Seventy per cent of respondentsin the GGS and
45 per cent in the PTES are inclined to be risk averse instead of
risk taking.

While the Audit Office considers that due process and
accountability must be maintained, there is also a requirement on
agenciesto pursue innovative waysto improvetheir services. Itis
accepted that not al initiatives will result in success. But as long
as accountability and transparency are maintained, some failures
would have to be considered acceptable.

There is no uniform legal requirement to manage risk across the
public sector.

A Chief Executive Officer (and a Board Member where there is
one) is not required to provide an attestation or ‘statement of
responsibility’ as to the adequacy and implementation of an
internal control framework, including the management of risk.

Managing Risk in the NSW Public Sector



Executive Summary

The Treasury, in July 1998, proposed that the:

= |egal definition of internal control be expanded to include the
management of risk and

» Jaw, governing information to be reported by agencies,
mandate a ‘statement of responsibility’ .

The Audit Office, the NSW Perliament Public Bodies Review
Committee and the Legidative Council General Purpose Standing
Committee Number 1 subsequently supported the recommendations.

The changes proposed by Treasury have yet to be implemented.

... agenciesarenot  While there is no uniform law that requires risk to be managed,
complyingwith the  there is a legal regquirement for agencies to report on ther
lawin reportingon  management of risk in their Annual Reports.
risk
The legidation does not define risk management or indicate the
level of reporting that isto occur.

In the past, both the Treasury and the Public Accounts Committee
have been critical of the standard of reporting on risk.

The Audit Office reviewed the Annual Reports of respondents as
part of thisaudit. The review found that the reporting of risk by
respondents does not meet the spirit and intent of standards set by

Treasury.
For example, and to varying degrees, the Annual Reports did not:

» include a reference to a risk management plan and related
strategies

» identify the control environment
» jdentify risks or the analysis of risks.
Under the circumstancesit would not be possible for stakeholders,

particularly Parliament, to make informed judgments about the
risks faced by agencies and the management of those risks.

Managing Risk in the NSW Public Sector 5



Executive Summary

The Public
Accounts
Committee

The Public Accounts Committee (PAC) recommended that the
Auditor-General be empowered to express an opinion on the
adequacy of disclosures by agencies concerning the management of
risk.

The comments by the PAC are encouraging and they clearly
indicate a need for government agencies to recognise the
importance of risk management.

For proper accountability there needsto be a policywhich requires
agencies to state in their annual reports that they have a process
whereby they assess their business risks, implement controls to
mitigate the risks, and monitor the process on aregular basis. In
addition the CEO should sign a statement of responsibility to that
effect in the annual financia report.

Should such a policy be put in place, then the Audit Office would
be in the position to audit compliance with the policy.

Managing Risk in the NSW Public Sector



Executive Summary

Recommendations

The Audit Office recommends that the Gover nment:

Government = require all agencies in the public sector to manage risks in
accordance with accepted standards

= progress the recommendation by Treasury that the Chief
Executive Officer (and a Board Member, where there is one)
provide an attestation to the adequacy and implementation of
the internal framework maintained by the agency

» require the attestation and risk management procedures
adopted to be included in Annual Reports.

The Audit Office recommends that the Treasury:

Treasury » ensurethat thereisastandard for risk management across the
public sector which is applied consistently

= monitor, and report on:
o theimplementation of risk management by agencies

0 theadequacy of information provided in Annual Reports
of agencies on the management of risk.

Managing Risk in the NSW Public Sector 7



Executive Summary

The Role of
Treasury

Response from NSW Treasury

Thank you for the opportunity to comment on the performance
audit report, Managing Risk in the NSW Public Sector.

The Audit Office and the Treasury play a vital rolein facilitating
better risk management in the NSW Public Sector. | ampleased to
note that the audit report supports Treasury's initiatives to
manage risk in the NSW Public Sector.

The Audit Opinion indicates that a number of the General
Government sector agencies surveyed state that their risk
management systems focus on the management of financial risks
(preventing financial loss). Treasury agreesthat better practiceis
for the scope of a risk management system to extend beyond
managing financial risk to managing risks arising fromall of an
agency’ s objectives, in a systematic manner.

Treasury also agrees with the Audit Office’ s view that “thereis a
role for Treasury to oversight risk management practices in
agencies and encourage the adoption d better practice where
necessary.” Treasury currently undertakes such arole.

Treasury has developed the Financial Management Framework
for the General Government Sector (the “ Framework”) which
aims, inter alia, to improve management of the Gover nment’ sasset
and resour ce base, including better risk management. One of the
key elements of the Framework is the development of Service and
Resource Allocation Agreements (SRAA) between an agency and
its Minister.

An agency is required to set out in the SRAA the major risks it
faces and the risk management strategies and risk indicators
associated with thoserisks. The development of a SRAA facilitates
discussion between the agency and Treasury about the risk
management strategies adopted by the agency. Treasury will
discussrisk management improvement strategieswith the agency,
where such a need is identified.

Treasury itself has a Service and Resour ce Allocation Agreement
with the Treasurer that identifies the major risks, risk indicators
and risk mitigation strategies for each of its desired outcomes.

The SRAA documents a systemati c approach to the management of
agency-wide risks in Treasury. It isintended that Treasury will
build on this agency-wide approach to risk management in its
upcoming cor porate planning process.

Managing Risk in the NSW Public Sector



Executive Summary

A Standard for
Risk Management

Annual Reports

The results of the survey do not indicate that agencies in the
Public Trading Enterprise sector consider their risk management
systemsto beinadequate. Nevertheless, Treasury will continueto
review agencies Satements of Corporate Intent/Business Intent
and Annual Risk Management Returns submitted as part of
Treasury’ s monitoring process.

Theaudit report includes a recommendation that Treasury “ensure
that there is a standard for risk management across the public
sector.

Treasury has developed the Risk Management and Internal
Control Toolkit (the Toolkit), whichisa self-assessment diagnostic
tool to assist agencies to develop strategies to improve risk
management.

Treasury will also promote the use of the Risk Management

Sandard (ASNZS 4360:1999) and the Guidelines for Managing
Risk in the Australian and New Zealand Public Sector
(HB 143:1999) issued by Standards Australia, where appropriate.
For example, the Risk Management Sandard provides a
methodology for developing a“ Risk Management Plan” identified
as better practice in the Toolkit.

As part of the implementation of the Financial Management
Framework, Treasury is currently devel oping a Working Paper to
initiate discussion with agencies about the characteristics of
performance management systems necessary to support efficient
and effective service delivery. This project will incorporate
identification of the basic characteristics, or standards, of an
effective risk management system, including demonstrating how
that system is an integral part of an agency's performance
management system.

In addition to the initiatives aimed at improving agencies risk
management processes, noted above, Treasury will continue its
annual reports review program, which includes a review of
agencies risk management disclosures. Treasury will continueto
contact agencies to discuss specific disclosure matters and issue
circulars providing advice in general areas that need
improvement.

Managing Risk in the NSW Public Sector 9



Executive Summary

Attestation
Statements

Treasury notes the recommendation in the audit report that “the
Government progresses the recommendation by Treasury that the
Chief Executive Officer (and aBoard Member, where thereisone)
provide an attestation in regard to the adequacy and
implementation of the internal framework maintained by the

agency.”

Treasury is progressing incrementally the fundamental review of
the financial and annual reporting legislation. The Public
Finance and Audit Amendment (Auditor-General) Act 20001
enhanced the auditing and reporting powers of the
Auditor-General. The Treasury is currently addressing annual
reporting, financial reporting and auditing. The recommendation
in the audit report, along with practice in other jurisdictions and
the private sector, will be considered in the development of
recommendations for the new legislation.

(signed)

John Pierce
Secretary

Dated: 30 May 2002

10
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1. Risk: An Overview
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1. Risk—An Overview

Definition

... risk appliesto all
activity

A question of
balance

11 WhatisRisk?

The Australian/New Zealand Standard on Risk Management,
AS/NZS 4360:1999 (the Standard) definesrisk as:

... the chance of something happening that will have an impact
upon objectives ...

The Sandard requires that risks be measured in terms of the
likelihood of something happening and the consequences if it
happens.

Agencies of government are responsible for a wide and diverse
range of activities, including the delivery of servicesto the public,
regulating industry, major construction projects, law and order,
health, public safety and more.

All of these activities involve some form of risk, for example, the
risk that services will not be delivered, or delayed, financial or
economic loss, waste of public funds, inefficiency or the risk of
lost opportunities.

The management of risk is:

= recognised as better business practice becauseit contributesto
the efficient and effective use of limited resources

» anintegral element of sound corporate governance.

Risk management is a comprehensive, structured and systematic
process to evaluate and address the impact of risks in a cost
effective way by using appropriate skillsto identify and assessthe
potential for risks to arise.

The need to manage risk applies to al organisations (public and
private) and to all functions and activities within an organisation.

A balance needs to be struck between the costs of managing risk
and the benefits. Decisions need to be made about what is a
prudent level of risk management or what isan acceptable level of
risk.

For some risks, the cost to avoid or reduce the chance of them
occurring may be almost as high, or even higher than the cost if the
risk eventuates. In other cases, such as public healthand safety,
the nature of risk may warrant costly preventative measures
because of the low level of risk that is acceptable.

12
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1. Risk—An Overview

Governance

Managing risks can
be costly ...

... but the costs of
not managing risks
can be even higher

Balance is also required between responsibility for risk and the
ability to control that risk.

Failure to do so may result in either the taking of unacceptable
risks or not taking risks, resulting in lost opportunities.

1.2 WhyisRisk Management Important?

Managing risk helps managers to achieve improved outcomes by
understanding better the environment their agencies operate in.

A comprehensive, systematic and structured approach to risk
assists decisionmaking. It can identify opportunities for
continuous improvement through innovation. Themanagement of
risk isan integral part of public sector reform.

The management of risk improves accountability for decisions,
actions and outcomes in the public sector and is part of sound
corporate governance.

The adoption of a structured approach to risk management
encourages (and improves):

* more effective decisions

» the effective delivery of public sector services

= the effective alocation and use of resources

= accountability

= creativity and innovation in management practice

= the capacity to manage in the face of competing obligations

= morde

» flexibility in meeting objectives

» trangparent decision making.

Source:  Guidelines for Managing Risk in the Australian and New Zealand
Public Sector, Standards Australia SAA/NZS HB143: 1999

The public and private sectors face risk on adaily basis.

In 2000 the New South Wales Grains Board, a public sector
agency, was forced to cease trading due to financial difficulties
with estimated losses in excess of $90m as at 31 August 2000.

Managing Risk in the NSW Public Sector 13



1. Risk—An Overview

... risk transfer does
not transfer
accountability

TheLaw

Audit Observations

The private sector in 2001 saw risks eventuate with the collapse of
a number of significant organisations such as - HIH Insurance,
Harris Scarfe, One.Tel, Pasminco and Ansett Airlines. A Royal
Commission is enquiring into the collapse of HIH Insurance.

Risks can be transferred unfairly if organisations are not mindful of
the rights and responsibilities of clients, contractors and other
stakeholders. Risk transfer does not reduce overall risk. Spreading the
risk through risk transfer does reduce the level of risk to individua
entities. Whererisksaretransferred unfairly or inappropriately, risks
may be increased.

Source: Guidelines for Managing Risk in the Australian and
New Zeaand Public Sector, Standards Austraia
SAA/NZS HB143:1999

1.3 ThelLaw

The law?! requires agencies to report on their management of risk
in their Annua Reports.

However, the law does not define risk management nor does it
specify the extent and scope of the reporting.

The Public Finance and Audit Act 1983 is slent on risk
management. Section 11(1) of the Act, however, requires an
effective system of internal control to be established over the
financial and related operations. The management of risk is often
regarded as an integral part of internal control.

Treasurer’s Direction 900.01, issued under the Act, establishes
responsibility on the head of an agency to manage risk and
insurance arrangements.

The General Government Debt Elimination Act 1995 (the Debt
Act) requires each General Government Sector (GGS) agency to
have arisk management plan for al significant financial and other
risks, and strategies for dealing with those risks.

Law or administrative direction has not specifically mandated a
‘public sector wide' practice of risk management.

The effectiveness of the Debt Act is limited in promoting risk
management in the public sector as it does not apply to the Public
Trading Enterprise Sector (PTES).

! Annual Reports (Departments) Act 1985 and the Annual Reports (Statutory Bodies) Act 1985 and associated

Regulations

14
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1. Risk—An Overview

Respondents in the GGS did not view the Debt Act as a catalyst
for the implementation of risk management. Consequently many
agencies have not complied with the requirements of the Debt
Act's in terms of managing risk. Notably, 77 per cent of
respondents in the GGS do not have a risk management plan.

14 PracticeElsawhere

Other public sector jurisdictions in Austraia have adopted
approaches to risk management:

= in October 1996 the Australian (Federal) public sector issued
guidelines on risk management based on the Standard

= the Western Australian public sector issued risk management
guidelines in May 1999 based upon the Sandard. The
guidelines were a response to Treasurer’s Instructions
requiring agencies to comply with accepted risk management
practice

= the Queendand public sector introduced laws in regard to
corporate management from 1 July 1997. Agencies were
advised to consider the principles of the Sandard when
implementing risk management

= Comcover, the self-managed insurance fund for
Commonwealth agencies, has encouraged use of the guidelines
issued by the Australian public sector and Standards Australia.

In May 2001 Comcover undertook a benchmarking exercise
(based upon the Standard), which assessed progress by
Commonwealth agencies in the implementation of accepted
risk management practice.

In New South Walesthe Department of Public Works and Services
and the Department of Information Technology and Management
have issued guidelines based on the Standard’ s risk management
process.

Managing Risk in the NSW Public Sector 15






2. NSW Treasury and Risk

Managing Risk in the NSW Public Sector 17



2. NSW Treasury and Risk

The Statement

The Toolkit

Audit Observations

2.1 Initiativesby Treasury

In June 1995 the Treasury released the Statement of Best Practice
on Internal Control and Internal Audit.

The statement was a first step by a central agency to encourage
individual agenciesto adopt acontemporary and ‘ enterprise-wide
approach to risk.

In July 1996, Treasury undertook a survey of public sector
agencies which:
... looked at current attitudes towards risk management and

internal control, to what extent best practice had been
implemented and what i mpedi ments to implementation existed.

In September 1997 Treasury issued afour volume document titled
Risk Management and Control (known astheToolkit), which was
designed to assist agencies to:

=  assess their status on a scale ... for each element of Risk
Management and Internal Control

» identify those areas where improvement is needed
= jidentify strategies to move towards the desired position.

The Audit Office, in developing the survey, sought suggestions
from Treasury. Treasury requested that the survey include
guestions about the uptake of the Toolkit by agencies.

While al respondents indicated an awareress of the Toolkit, the
responses indicated that the Toolkit has not been widely adopted
by agencies. Fifty-four per cent of respondentsin the GGS and 73
per cent in the PTES do not use the Toolkit.

Of those that attempted to use the Toolkit, 4 agencies of GGS and
no PTES respondents completed the task to the stage of developing
arisk management plan.

Eighty-three per cent of respondents claimed not to have received
advice on implementing the Toolkit by Treasury (or any other
agency). Inresponse Treasury has advised the Audit Officethat it:

= conducted a formal launch of the Toolkit to which all Chief
Executive Officers and Chief Financial Officers were invited

= presented to several agencies subsequent to the launch of the
Toolkit, and also offered to conduct ‘ presentations to agencies
on request’

= participated in trials of the Toolkit in three agencies during
1998-99.

18
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2. NSW Treasury and Risk

Proposed In July 1998 the Treasury proposed that the law® governing
Amendment to financial and annual reporting by agencies be changed. The
L egiglation Treasury proposed that the definition of internal control be

expanded to include risk management and that Chief Executive
Officers be required to provide a ‘statement of responsibility’.

The changes were supported by:

= the Audit Office and the NSW Parliament Public Bodies
Review Committee (November 2000)

= and the Legidative Council General Purpose Standing
Committee Number 1 (December 2000).

To date the changes have not been adopted.

Audit Observations In some other public sector jurisdictions, nationaly and

internationaly, the law or administrative direction supports the
practice of risk management.

A similar approach needs to be considered in New South Wales.
Lega backing is only one of a number of strategies designed to
improve the practice of risk management across the public sector.

2.2 TheFinancial Management Framework
The Commercial Policy Framework

Treasury The Treasury also seeks to enhance performance of the public
sector by:

= developing and implementing a Financial Management
Framework for the General Government Sector that facilitates
further improvements in the Government’s programs and
servicedelivery

= theapplication of aCommercial Policy Framework that aims
to replicate within governmert businesses the disciplines and
incentivesthat lead private sector businesses towards efficient
commercial practices.

The Frameworks are supported by performance agreementsthat, in
part, require an agency to identify those risksthat may prevent the
agency from achieving its outcomes and how the agency proposes
to manage the risks identified.

2 The changes are set out in adocument titled Fundamental Review of NSW Financial and Annual Reporting
Legislation, TWP 98-3, July 1998
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2. NSW Treasury and Risk

The Treasury has advised that four elements of the Financial
Management Framework are particularly relevant to the
improvement of risk management. These are:

Service and Resour ce Allocation Agreements

These agreements are the 2002-2003 Budget bid document for twelve
agencies (which account for approximately 70 per cent of all
expenses incurred by General Government Sector agencies). It is
likely that most, if not al, agencies will prepare SRAAsin the future.
In these agreements agencies are required to identify, for each of their
desired outcomes, the major risks and risk mitigation strategies.

The Risk Management and Internal Control Toolkit

The SRAA links risk management practicesin agencies to the Budget
process. Agencies will need to demonstrate that adequate risk
management practices are in place to support their Budget bid.

The SRAA supports a better understanding of the totality of an
agency’ s performance, that is, in terms of value for money of service
delivery aswell asfinancial performance and budgetary compliance.
It lays the foundation for ongoing discussion about an agency’s
performance, including risk management, and thereforefacilitatesa
more dynamic assessment of issues that may present potential fiscal
and policy risk.

Guide to Service and Resource Allocation Agreement Outcome
Statements

This document requires the identification and management of risk to
be undertaken within a strategic and organisational context, whichis
consistent with the principles set out in the audit report.

Review of Incentives for |mproving Agency Performance

Treasury will issue this Working Paper in the near future to agencies
for comment. It addresses potential incentives and sanctions to
improve performance and seeks to identify and remove impediments
to better management, including risk management.

Source: Correspondence to the Auditor-General from the
Secretary, NSW Treasury, 15 March 2002.

The Secretary of the Treasury and the Treasurer have entered into
a Service and Resource Allocation Agreement for 2001-02 (the
Agreement is executed on an annual basis).

20 Managing Risk in the NSW Public Sector



2. NSW Treasury and Risk

The Agreement seeks to:

» integrate the characteristics of a performance agreement,
funding agreement and strategic plan by including afocus on
agency objectives and budget targets

= support and enhance the agency’s capacity to deliver
efficiently, effectively and appropriately the programs and
services necessary to achieve outcomes desired by the
community

= jdentify risks and risk management strategies.

Other documents relevant to the management of risk in the public
sector include:

= Treasury Management Policy

= Guidelinesfor Economic Appraisal

= Guidelines for Financial Appraisal

= Guidelinesfor Privately Financed Projects

= Total Asset Management 2000 - Risk Management Guideline.

Treasury has advised of risk management initiatives practices
relating to the State's energy businesses such as the:

= Energy Trading Policy for Distributorsand Generators (1999)
and

= adiscussion paper A Risk Management Proposal for New
South Wales' Electricity Businesses (December 2001).

and practicesin regard to Treasury’ s management of the Crown’s
financial asset and the liability portfolio.

Audit Observations  The Audit Office supports the initiatives by Treasury which are
designed to improve the practice of risk management in the public
Ssector.

As indicated in the above correspondence from Treasury the
initiatives, in some cases, are based on future actions. For
example:

= the Review of Incentivesfor Improving Agency Performance,
Treasury will issue this Working Paper in the near future to
agencies for comment

» the Service and Resource Allocation Agreements apply to
Budget bids for 2002-03 for twelve agencies and that it is
likely that most if not all agencies will prepare SRAAsin the
future.

Managing Risk in the NSW Public Sector 21



2. NSW Treasury and Risk

Public Trading
Enterprise Sector

Audit Observations

The impact of Treasury’s initiatives cannot be measured at this
point in time. Treasury should review the effectiveness of its
initiatives in the future.

Clearly however, the survey by the Audit Office indicates that risk
management practice has some way to go to achieve ‘better
practice’.

The more significant agenciesinthe PTES are required to prepare
aStatement of Corporate Intent (SCI) or aStatement of Financial
Performance (SFP).

The SCI isto include, among other things:
» the agency’ s objectives
» the nature and scope of its operations
= dtrategic directions
= accounting policies
» performance targets
=  Annua Risk Management Return.

The Chief Executive or Managing Director of an agency in the
PTES is required to sign a Representation Letter, which attests
that:

... dl the ‘key risks' and the ‘ major emerging contingent liabilities

which could materially impact the current and future results of our

organisation for the forthcoming year have been disclosed.

Treasury relies on the assertions contained in the performance
agreements (between Treasury and agencies) that risk is
(adequately) managed by both the General Government and Public
Trading Enterprise sectors.

The Audit Office considers that Treasury needs to seek assurance
that the assertions are soundly based and that the management of
risk reflects better practice.

2.3 Risk Management by Treasury

Part of the role of the Treasury is to assess and respond to its
exposure to risk and that of the public sector generally.

The Annual Report of Treasury, Office of Financial M anagement
2000-01, advised that the Audit Committee of the Office of
Financial Management (OFM) is responsible for reviewing areas
of risk and the oversight of the development of risk management
strategies (for OFM).

The Annual Report discusses certain reviews of risk areas that
were undertaken during the course of 2000-01.

22
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2. NSW Treasury and Risk

Audit Observations

Treasury has advised that it has:
= commenced to manage its own organisational risks on an
agency-wide basis
» recognised asbetter business practice becauseit contributesto
the efficient and effective use of limited resources

» anintegral element of sound corporate governance.

It is evident that Treasury has introduced severd initiatives to
improve the management of risk in the public sector.

Howevwver, there are gaps in Treasury’s processes such as.

»= amore systematic and documented process to evidence risk
management

» maintenance of aRisk Management Plan and aRisk Register.

On the basis of the documents provided, Treasury does not have a
systematic and documented process to evidence the fact or the
manner in which risk management is practised.

Treasury does not maintain a Risk Management Plan in the
accepted sense of the term, and has advised that it does not
maintain a Risk Register.

The Audit Office suggests that Treasury:

* build on the work undertaken to develop the Service and
Resource Allocation Agreement review

» review its risk management practices in terms of established
better practice in the Sandard /Toolkit.

24 Compliance with Reporting Requirements

Treasury reviews a sample of Annual Reports of agencies each
year to monitor compliance by agencies with the legidative
requirements for annual reporting.

Asaresult of reviews of annual reportsfor 1994-95, 1995-96, and
1998-99, Treasury expressed concerns about the level of
understanding, and hence the standard, of risk management
practiced by agencies.

Managing Risk in the NSW Public Sector 23



2. NSW Treasury and Risk

Audit Observations

Following the review of 1995-96 annual reports, Treasury issued a
circular® which stated:

There has been little, if any, improvement in the reporting of risk
management ... The annual report of each agency, therefore,
should have a discrete section dealing with the risk
management plan and strategiesincluding specific reference
tothecontrol environment, risk identification and analysisas
well as reporting and monitoring processes.

Treasury reiterated sections of the circular in 2000 when it issued
the results of the 1998-99 annual reports:
Some agencies are still defining risk management narrowly in
terms of insurable risks ... risk management is much broader
than this... it encompasses any activitiesto reduce the risks that
impact on an agency’ s capacity to perform against its corporate
objectives.

The circular also required that:

Annua reports should contain a discrete section dealing with the
risk management plan and strategies including a specific reference
to the control environment, risk identification and analysis as well
as reporting and monitoring processes ...

Source:  Treasury Circular TC 00/16 — Annual Reporting
Update 31 July 2000.

The Public Accounts Committee (PAC) report* on annual
reporting stated that:

The PAC is disappointed with the continued high levels of
non-compliance with particular reporting requirements, such as
... risk management. This ... meanslarge numbers ... of public
sector agencies are flouting the law... Thisis unacceptable.

The Audit Office reviewed the 1999-2000 Annual Reports of the
agencies participating in the survey and Treasury for compliance
with the reporting requirements of the above circular.

The Audit Officeis of the view that the concerns expressed by the
Public Accounts Committee and Treasury have not resulted in a
significant improvement to the reporting of risk in Annual Reports
of agencies.

3 Treasury Circular TC 97/7 issued on 23 June 1997 — Annual Reporting Update
* NSW Public Accounts Committee Report No 95, March 1996 - Annual Reporting in the NSW Public Sector
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It isapparent that the reporting of risk management by all agencies
requires improvement so as to comply with the spirit and intent of
the circular in terms of :

» the process used to identify, assess and manage risk including
whether the process followed generally accepted principles
and practices of the Sandard issued by Standards Australia

» the identification of significant risks (just as contingent
liabilities are identified in the notes accompanying the
financia statements of agencies), and

= thecontrol environment designed to minimise the occurrence
and level of risk.

Agencies, including Treasury and the Audit Office, do not
generally provide a ‘ statement of responsibility’ in their Annual
Reports in regard to the adequacy of internal control (including
risk management).
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3. Attitude and Culture

Attitude

Culture

The Remainder of thisReport

The remainder of the report discusses the more significant
issuesarising out of theresponsesby agenciesto the survey on
Risk Management.

Each heading within chaptersthree and four is prefaced by a
principle of better practice based on the Standard and
represents an aspect covered in our survey.

3.1 Understanding Risk M anagement

Eighty five per cent of respondents in the GGS and all PTES
respondents agreed that effective risk management is important to
achieving agency’ s objectives.

All agencies agreed effective risk management could improve
performance.

However, only 23 per cent of agenciesin the GGS and 27 per cent
inthe PTESrated the culture of their agency as being supportive of
risk management.

In contrast, 62 per cent of respondentsin the GGS and 73 per cent
in the PTES advised that there is effective executive sponsorship,
support and focus for risk management.

The PTES tended to nominate the Chief Executive Officer, or the
Board, or a committee for risk/audit and/or risk manager as the
main sponsor or champion for risk management.

The approach of the PTES contrasts with the GGS that does not, to
the same degree, promote the concept of a champion for risk
management.
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3.2 IsRisk Management a Reality?

Principle Specificactionsneed to betaken to implement an effectiverisk
management framework.

Policy and Plans Fifty-four per cent of respondentsin the GGS and 27 per cent in
the PTES do not have a documented risk management policy.

Seventy-seven per cent of respondentsin the GGS and 45 per cent
in the PTES do not have a risk management plan.

Respondents agreed that the policy has been communicated in the
agency. However, 84 per cent consider the policy has not been
adequately promulgated to external stakeholders.

The responses indicated that agencies are at varying stages in the
development of risk management practice, see Exhibit 1.

Forty-six per cent of respondentsin the GGS and 18 per cent inthe
PTES advised that the devel opment of risk management practiceis
either basic or nonexistent. No agency, from either sector,
believes it meets better practice.

Fifty-four per cent of respondents from the GGS and 55 per cent
from the PTES advised that they have effectively defined and
communicated policies, procedures, systems and internal controls
for risk management.

Exhibit 1: The Development of Risk Management Practice

General Government Sector Public Trading Enterprise Sector
0% 0%
8% (1 Agency) VO (2Agencies

46% | (6 Agencies)

64% | (7 Agencies)

(5 Agencies)

gency 0% (2 Agencies)
: 0

5 4 3 2 1 5 4 3 2 1
<+ . —> — .
Non Basic ~ Reasonably Well Best Non Basic Reasonably Wl Best
Existent Well Developed Developed  Practice Existent Well Developed Developed  Practice

Sour ce: The Audit Office Risk Management Survey. N= 13 and 11 respectively
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3.3 BengRisk Averse

Over 70 per cent of respondents support innovation and the taking
of considered risks to achieve objectives.

Asshown in Exhibit 2, many respondents advised that the culture
of thelr agency isrisk averse.

Respondents from the GGS tend to be more risk averse than the
PTES asindicated in Exhibit 2. Sixty-nine per cent of respondents
in the GGS and 46 per cent in the PTES are inclined to be risk
averse as opposed to risk taking.

Only thirty-eight per cent of respondents in the GGS and 27 per
cent in the PTES have a processfor t he systematicidentification of

opportunities.

Exhibit 2

Attitude Towards Risk Management

General Government Sector

Public Trading Enterprise Sector

0

61%
(8 Agencies)
" da'ial
5
0
£
0
24
0
: 2
i .
. (3 Agencies)
0\020 ]
8% 8%
0 (1 Agency) (1 Agency)
o [ ]
t 2 3 45
Risk Taking Risk Averse

k)]

% of Respondents
& 1=

=

o

2% 21% 21%

(3 Agencies) (3 Agencies) (3 Agencies)
19%
(2 Agencies
0 I

1

Risk Taking

Risk Averse

Sour ce: The Audit Office Risk Management Survey. N= 13 and 11 respectively
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Audit Observations

Initiativesin the
United Kingdom

A commonly held view, nationally and internationally, is that the
public sector isrisk averse.

The Audit Office performance audits on the Management of
Intellectual Property® and e-Gover nment —Use of the Internet and
Related Technologies to Improve Public Sector Performance®
found that certain agencies demonstrated rigid and risk averse
cultures that discouraged the taking of opportunities. The
responses to our survey support this view.

The Government in the United Kingdom is:

= tackling risk aversion by creating a culture of improvement
and innovation with financial and other incentives

= improving the way risk is managed. Risk management has
been mandated and better practice guidance is being
disseminated

= expecting public sector externa auditors to be critical of
missed opportunities and to be supportive of innovation and

the taking of considered risks. A commitment to do this was
given by the public sector auditor in that country.

34 HasResponsibility been Established?

Principle

It isimportant to identify who isresponsible and accountable
for the effective implementation of risk management.

Ninety-two per cent of respondents advised that executives are
held accountable for managing risks. The main accountability
mechanism is performance agreements with the Senior Executive
Officer/executive staff.

Y et the standard performance agreement for the Senior Executive
Service contains no specific reference, and therefore no
performance criteria, for the management of risk.

Only 8 per cent of respondents (exclusively the PTSE) believed
thereis an effective link between risk management and individual
performance appraisals.

® The Audit Office of NSW Performance Audit Report: Management of Intellectual Property, October 2001.

® The Audit Office of NSW Performance Audit Report: E-government — Use of the Internet and Related
Technol ogies to Improve Public Sector Performance, September 2001.
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For those agencies that have a Board, the main accountability
mechanism was that of a committee for risk and/or audit.

Thirty-eight per cent of respondentsin the GGS and 82 per cent in
the PTES agree that the accountability and responsibility for risk
management  within their agency is documented and
communicated.

Thirty-nine per cent of respondentsin the GGS and 27 per cent in
the PTES agree that the accountability and responsibility for risk
management within their agency is understood.

35 AreResources Adequate?

Principle

To manage risk effectively, adequate resources should be
allocated for the task.

For risk management to becomewidely used acrossthe public
sector, adequatetrainingisimportant. Training developsan
awar eness of the importance of risk management and how it
should be applied.

Adequacy

Training

Thirty-one per cent of respondents in the GGS and 82 per cent in
the PTES agree that appropriate resources are allocated in support
of risk management policy and practice.

Budget restrictions were cited as being the main barrier where the
level of resources devoted to risk management is regarded as not
adequate.

Seventy-seven per cent of respondentsin the GGS and 36 per cent
in the PTES do not recognise, to an adequate degree, the need for
technical skillsin the management of risks. Approximately 29 per
cent believe their agency recognises, to a significant degree, the
need to encourage and resource staff to undertake training to
improve risk management skills.

The adequacy of training is an issue for mary agencies given that
no respondent in the GGS and 36 per cent in the PTES consider
there is an effective understanding of risk and its management
across their agency.
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41 TheContext of Risk

Principle

Management need to under stand and managerisksin strategic
and organisational terms.

It isimportant that management:

= define the relationship between the agency and its
environment including the financial, operational,
competitive, political, social, client, cultural and legal
aspects of the agency

= determine the critical factors which might support or
impair management’s ability to manage the risks faced

» understand the agency and its capabilities, as well as its
objectives and strategies to achieve those objectives

= jdentify their role in contributing to the agency’s wider
goals, objectives, values, policies and strategies when
making decisions about risk.

Findings

4.2 Strategic and Organisational Context

Over 75 per cent of respondents examine and document risk within
the strategic and organisational contexts.

Thereisahigh level of agreement that:

= the aims and objectives of the agency have been documented
and communicated to line management and support personnel

= personnel understand how organisational objectivesarelinked
to theindividual unit/areain the agency and responsibilities of
staff.

Sixty-nine per cent of respondents in the GGS and 36 per cent in
the PTES advised that:

= the gpecification and articulation of the agency’s risk
environment and the agency’ s objectives, and

= thelinkage between risks and corporate aims and objectives
are not effective.

Ninety-two per cent of respondents in the GGS and 73 per cent in
the PTES do not have a communication strategy for risk.

Also, 33 per cent of respondentsin the GGS and 50 per cent in the
PTES believe the flow of information about risks between the
agency and stakeholders (and vice-versa) is effective.
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The management of risks should be closaly linked to the
achievement of objectives. Risks should, as a matter of priority,
be assessed in terms of the impact they are likely to have on the
achievement of key organisational objectives.

Thirty-eight per cent of respondentsin the GGS and 45 per centin
the PTES agreed that the processes for the reporting and
communication of information about risk between management
and staff, effectively supports the management of risk.

4.3 ldentifying Risks

Principle

To managerisksa comprehensive, structured and systematic
process is necessary. The process will identify what can
happen and how and why it can happen.

Each risk should be recorded in arisk register, together with
sour ce, nature and existing controls, aswell asrisk analysis,
evaluation and treatment decisions.

Findings

Fifty-three per cent of respondents in the GGS and 73 per cent in
the PTES agreed that a comprehensive and systematic
identification of risks is undertaken in line with aims and
objectives of the agency.

Thirty-eight per cent of respondentsin the GGS and 82 per cent in
the PTES clamed to identify risks in an effective manner,
however, the process is not adequately documented.

Twenty-three per cent of respondents in the GGS and 91 per cent
in the PTES have a risk register/database and the information
recorded in the register tends to comply with better practice in
most instances.

Most respondents do not participate in ‘cross-agency’ risk
management planning or planning for large scale disruptions to
service delivery.

Yet 71 per cent of respondents indicated that there are no specific
reasons to involving partners in the development of risk
management plans.

Forty-six per cent of respondentsin the GGS and 9 per cent inthe
PTES consider that techniques used are not effective to identify
risk.
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44 Analysng Risks

Principle

Agencies need to analyse the level of risk prior to deciding on
an appropriate response.

Findings

Thirty-eight per cent of respondentsin the GGS and 78 per cent in
the PTES consider that the analysis of risksis effective.

All respondents claimed to analyserisksin terms of likelihood and
consequence.

In terms of consequence all respondents claimed to consider risk
and its impact on the financial position and repuation of the
agency, and the achievement of objectives. One quarter of
respondents consider the consequences of risk in terms of safety
and environmental impact.

Thirty-one per cent of respondents in the GGS and 73 per cent in
the PTES claimed to have no difficulty in ng the occurrence
and likelihood of risks. Most agencies used qualitative analysisto
assess risk. The method is:

= easer to usein terms of time and resources required
» |ess accurate if judgement is not consistently applied.

Further the reliability of qualitative analysis can be afected if
there are not varying points of view involved in the determination.

Only 17 per cent of agencies used the more sophisticated
technique of quantitative analysis to assess risk.

45 Evaluating Risks

Principle

Agencies need to prioritise the level of risk and the extent to
which the taking of riskswill produce opportunities.

Findings

A high proportion of respondents (82 per cent GGS and 91 per
cent PTES) advised that risks are prioritised in their agency for
active management. Y et eight per cent of respondentsin the GGS
and 80 per cent in the PTES believe that the prioritisation of risks
is effective (77 per cent of respondents in the GGS provided a
neutral response conpared to 10 per cent in the PTES).

Thirty-eight per cent of respondentsin the GGS and 73 per centin
the PTES advised that they have established effective criteria for
the evaluation of risks.
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46 Risk Treatment

Principle

The options for responding to risk include avoiding it,
preventingit, mitigating itseffects, transferring it, or retaining
it. The options need to be assessed, a risk management
[treatment] plan needsto be developed and implemented.

Findings

The most often used options for managing risk are controlling and
transferring.

Of those agencies that choose to retain or accept the risk, two out
of three respondents fund any financial losses as they arise. The
others set aside specific reserves to fund financia losses as they
arise.

Those agencies that do not provide specific reserves to fund any
losses arising, face a risk of a serious impact on their financial
viability if realised losses are material. In these situations the
Treasury is likely to be called upon to fund the losses.

Only 9 per cent of respondents, exclusively from the PTES,
acknowledge some difficulty in developing a risk mitigation

strategy.

Thirty-eight per cent of respondents in the GGS and 9 per cent in
the PTES have not developed or implemented effective risk
strategies.

Sixty-two per cent of respondents in the GGS and 91 per cent in
the PTES have a current disaster recovery plan (for Information
Technology). Fifteen per cent of respondents in the GGS and 55
per cent in the PTES have a business continuity plan.

The interruption to services is likely to be more severe in the
absence of a business continuity plan should specific risks
eventuate.

Six respondents provided risk management plans to the Audit
Officefor review. Four plansdid not comply with better practice,
in that:

= responsibilities are not assigned for managing risks

= the strategic and organisational contexts for managing risk
have not been established

= reporting and monitoring arrangements are not addressed

= resource requirements are not specified nor are critical success
factors and performance measures.
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4.7 Monitoring and Review

Principle

An organisation needsto monitor risksand the effectiveness of
the risk treatment plan, strategies and the management
system.

It isimportant that the executive of the organisation ensure a
review of therisk management arrangementsiscarried out at
gpecified intervals. Records of such reviews are to be
maintained.

Findings

Twenty-three per cent of respondents in the GGS and 55 per cent
in the PTES have a risk management plan. In this situation the
ability of the remainder of the respondents to monitor and report
on the management of risk isimpaired.

Thirty-eight per cent of respondentsin the GGS and 64 per cent in
the PTES claimed that risk management is an integral part of
management reporting. Respondents advised that:

= thedevelopment of key risk performance indicatorsto measure
the success of strategies and emerging issueswas not effective
or not in place (77 per cent GGS, 27 per cent PTES)

= the monitoring of strategies against key risk performance
indicators was not in place or not effective (84 per cent GGS,
36 per cent PTES).
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PAC

Recommendations

Comments

5.1 ThePublic Accounts Committee

The NSW Public Accounts Committee (PAC) has aso expressed
concern about risk management within the NSW Public Sector. In
two separate reportsit commented on the extent to which the Audit
Office could play agreater part in monitoring risk management by
agencies.

In February 2000, the PAC recommended that:

The Auditor-General’ s mandate should be extended to include
monitoring and expression of an opinion on the risk management
disclosuresincluded in the annual reports of government agencies
and departments.

The PAC’s report on the Inquiry into the Collapse of the New
South Wales Grains Board® (May 2001) considered that this
performance audit (Managing Risk in the NSW Public Sector)
should :

... examine how the monitoring and expression of an opinion on
the risk management disclosures included in annual reports on
government departments and agencies might be implemented
(Recommendation 7).

The PAC aso recommended that:

The Auditor-General’ s statutory reports and reportsto Parliament
must explicitly report significant changesin aclient’srisk profile
from the previous year. The reports should include critical
findings (Recommendation 6).

The PAC’scomments are encouraging and they clearly indicate a
need for government agencies to recognise the importance of risk
management.

To have proper accountability there needs to be a policy which
requires agencies to state in their annual reports that they have a
process whereby they assess their business risks, implement
controlsto mitigate the risks, and monitor the process on aregular
basis. In addition the CEO should sign a statement of
responsibility to that effect in the annual financial report.

" NSW Public Accounts Committee Report No 120, February 2000 - Review of the Audit Office of New South

Wales

8 NSW Public Accounts Committee Report No 128, May 2001 - Inquiry into the Collapse of the New South

Wales Grains Board
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M anagement
Responsibility

It is management’ sresponsibility to identify, evaluate and monitor
risks and to put in place systems and practices to manage those
risks.

Management needs to determine how much risk should prudently
be accepted in striving to achieve the corporate objectives, and to
maintain that risk within an acceptable range.

Managers must determine the most effective way to manage risk,
bal ancing the exposure against the cost of reducing the risk.

If such a policy were put in place, the Audit Office would be able
to audit the compliance with the policy for the management of risk
disclosed in the annua financia report.

However, it would not be appropriate for the Audit Office to
comment on the change in the risk profile of an agency on an
annual basis.

The Audit Office assesses risks from an audit perspective, which
may not coincide with the agency's assessment of its business
risks. Thereisalso the danger that movement in therisk profile on
an annual basis may not be meaningful and a longer timeframe
may be required for a better assessment.
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An Agency/
Agencies

Better Practice

Consegquence

Control
Environment

General
Government Sector
(GG

Treasury

Appendix 6.1 TermsUsed in thisReport

A reference to an agency or agencies means an agency or agencies
in the New South Wales public sector.

An organisation refers to organisations or entities generally and
may include those from the public and private sectors. Where a
reference is made to an organisation in the public sector, the term
agency is used.

A reference to better practice (or the Principle preceding the
discussions of issues in the report) is influenced by the guidance
provided by Standards Australia

In other cases ‘better practice’ is based on what steps a prudent
manager would undertake in managing risk or aternatively what a
progressive organi sation might seek to undertake in managing risk.

The outcome of an event being expressed qualitatively or
quantitatively, being aloss, injury, disadvantage or gain.

The control environment comprises the management and internal
control practices that safeguard the achievement of an
organisation’ s objectives.

Control environment factors include:
» integrity and ethical values
= the competence of the organisation’s people
* management's philosophy and operating style
» the way management assigns authority and responsibility

» theattention and direction provided by executive management
and/or the board of directors where applicable.

The NSW Genera Government Sector comprises Budget
dependent agencies, the Consolidated Fund, the Crown Entity -
Non-Commercial Activities, and other General Government
Non-Budget dependent agencies.

The NSW Treasury consists of the Office of Financia
Management and the Office of State Revenue. In this report the
term Treasury is used to refer to the Office of Financia
Management.
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Public Trading
Enterprise Sector
(PTES)

Risk

Risk Management

The Standard

‘ Statement of
Responsibility’

This sector comprises units of government which:

= rely predominantly on user charges to fund operations and
their capital worksfrom borrowings and internal funds. They
have a commercial charter

= are generally known as statutory bodies as defined under
Section 39(1) of the Public Finance and Audit Act 1983 and
are listed in Schedule 2 of the Act

» include State Owned Corporations, such as water authorities,
electricity distributors, and some port and rail authorities.

Risk isthe chance of something happening that will impact on the
achievement of the objectives of an agency. Risk is measured in
terms of the likelihood of an event occurring and its consegquences.

In this report risk management is defined as being a
comprehensive, systematic and logical processto identify, analyse,
evaluate, treat, monitor and communicate risks which have an
impact on the achievement of organisational objectives.

The process is varioudy termed as being business risk
management, enterprise wide risk management, corporate risk
management, whole of agency risk management etc. The process
in this report is smply referred to as risk management.

The Australian/New Zealand Standard on Risk Management,
AS/NZS 4360:1999 (the Standard).

The ‘ statement of responsibility’ is a signed representation by the
Chief Executive Officer and a Board Member (where there is a
Board), which gives assurance that the specific responsibility for
the establishment and maintenance of an effective system of
control (internal) has been met.
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Audit Objective

Scope

Criteria

Audit Approach
and M ethodology

Appendix 6.2 About the Audit

The objectives of the audit were to:

form an opinion on the efficiency and effectiveness of the
arrangements by which agencies manage risk

identify strategic opportunities for improvement in risk
management.

The scope of the audit is discussed in the Audit Office Survey.

The audit reviewed whether:

adequate policy for risk management exists at both the
government and agency level

agencies have implemented established policy or other
appropriate methodology on risk management such as the
Australian/New Zealand Standard.

The following criteria were applied during the audit (whether):

risk management practices are integrated with corporate and
busi ness planning frameworks (the strategic and organisational
context)

astructured and systematic process existsfor theidentification
of risks

risks are analysed, evaluated and prioritised

risks and the effectiveness of control measures are monitored
and reviewed on aregular basis

there is adequate reporting of risk.

The audit compared practice by agencies (as advised in survey
responses) with the above criteria. Where practice did not comply
with the criteria, the finding provided the basis of the report.

The audit approach and methodology included:

research, review and analysis of relevant literature and studies
undertaken in other audit jurisdictions (nationally and
internationally)

compiling/issuing a questionnaire to gather information and
documents associated with the practice of risk management

anaysis of information and documents gathered from
responses to the questionnaire

discussions with representatives of the Office of Financial
Management, NSW Treasury, the Strategic Policy and Reform
Divison of the Premier’'s Department and the Australian
Prudential Regulation Authority.
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The Audit Office
Survey

Participating
Agencies

The Audit Office designed and developed a survey on risk
management in consultation with the Premier’ s Department, NSW
Treasury and an externa consultant (PricewaterhouseCoopers).
The survey asked agencies about:

= their understanding of risk and the importance of managing
risks in terms of performance

* how agencies identify risks
= the steps they take to manage risks.

The development of the survey was based on research of risk
management practicein Australiaand overseas and was influenced
by the Australian and New Zealand Standard on Risk Management
AS/NZS 4360:1999 (the Sandard). The Audit Office also had
regard to a survey prepared by the National Audit Office of the
United Kingdom and a survey issued by CPA Australia.

The Audit Office requested the Heads of authorities of twenty-six
agencies from the General Government and Public Trading
Enterprise sectors to compl ete the survey.

The agencies were chosen to reflect the diversity of government
instrumentalities in terms of size, activity, function, and
organisation. The response rate was 92 per cent.

Exhibit: Agencies Requested to Completethe Survey

General Government Sector Public Trading Enter prise Sector

Audit Office of NSW

Australian Museum Trust
Department of Community Services
Department of Fair Trading
Department of Gaming and Racing
Department of Health

Department of Juvenile Justice
Department of Mineral Resources
Department of Sport and Recreation
Environment Protection Authority
NSW Fisheries

NSW Fire Brigades

Office of State Revenue

Roads and Traffic Authority

The Children’s Hospital at Westmead

Department of Housing
Freight Rail Corporation
Integral Energy

NSW State L otteries Corporation
State Forests of NSW

State Transit Authority
Sydney Catchment Authority
Sydney Ports Corporation
Sydney Water Corporation
TransGrid

Waste Service NSW
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Responses to the
Survey

The Survey Results

ThisReport

The Departments of Community Servicesand Juvenile Justice did
not participate in the survey.

The Department of Community Services advised in writing that
due to arestructure occurring within the department, it would not
be appropriate to respond to the survey. The Department of
Juvenile Justice did not provide an explanation for not
participating in the survey.

The Heads of authorities were asked to reflect the corporate view
of risk management policy, procedures and practices in their
agencies.

Persons nominated by the Heads of authorities (Chief Executive
Officers) compiled the responses to the survey. For the most part
these people occupied positions that have responsibility for risk
management.

Responses to the survey were returned to the Audit Office under
the signature of the Chief Executive Officer or the person
responsible for compiling the questionnaire.

The findings of the audit are based on responses to the survey
provided by agencies.

In presenting the survey results, no distinction isdrawn by the size
of the agency or levels of expenditure. Comparisons are drawn
between the General Government Sector and the Public Trading
Enterprise Sector in the way that the two sectors respond to risk.

The Audit Officedid not validateindividual responses provided by
agencies but it did review supporting documentation supplied by
agencies at the request of the Audit Office.

The questionnaire is available on the Audit Office web site:
http://www.audit.nsw.gov.au/repperf.htm.

The report summarises the findings of the survey on Risk
Management undertaken by the Audit Office. Limited information
is provided in the report about the theory of risk and how to
manage risk.
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For more information about risk and its management, the Audit
Office recommends the following publications:

» Risk Management AS/NZS 4360:1999 issued by Standards
Australia

» TheGuideinesfor Managing Risk in the Australian and New
Zealand Public Sector (HB 143:1999) also issued by
Standards Australia.

= Enterprise-Wide Risk Management: Better Practice Guidefor
the Public Sector (2002) published by CPA Australia s Public
Sector Centre of Excellence.

Audit Cost The cost of the audit was $276,135.

This figure includes the estimated cost of printing the report
($7,000).

Acknowledgment The Audit Office acknowledges the co-operation provided during
the audit by the Premier’s Department, NSW Treasury and the
public sector agencies that participated in the survey.

The Audit Office acknowledges Standards Australia for its
contribution to risk management.
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United Kingdom National Audit Office, Queensland Audit Office
and Treasury.
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= D Streater (Engagement Controller)

= S Sullivan (Project Leader) and

= B Holdsworth.
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Appendix 6.3 Key Tipsfor Managing Risk

Q

Senior management need to own, support, promote, and
lead the management of risk

The management of risk should be fully embedded in the
management processes of agencies

The culture of agencies should support considered risk
taking and innovation

The management of risk should be closaly linked to the
achievement of objectives

Risk management policies and benefits should be clearly
communicated to all staff

There needs to be a structured and systematic process to
evaluate and address the impact of risksin a cost effective
way by using appropriate skills to identify and assess the
potential for risksto arise.

The risks of working with other organisations should be
assessed and managed.
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the Audit Office of New South Wales
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Performance Audit Reports and Related Publications

Performance Auditing

What are performance audits?

Performance audits are reviews designed to
determine how efficiently and effectively an
agency is carrying out its functions.

Performance audits may review a government
program, all or part of a government agency
or consider particular issues which affect the
whole public sector.

Where appropriate, performance audits make
recommendations for improvements relating
to those functions.

Why do we conduct performance audits?

Performance audits provide independent
assurance to Parliament and the public that
government funds are being spent efficiently
and effectively, and in accordance with the
law.

They seek to improve the efficiency and
effectiveness of government agencies and
ensure that the community receives value for
money from government services.

Performance audits also assist the
accountability process by holding agencies
accountable for their performance.

What is the legislative basis for
Performance Audits?

The legislative basis for performance audits is
contained within the Public Finance and Audit
Act 1983, Division 2A, (the Act) which
differentiates such work from the Office’s
financial statements audit function.

Performance audits are not entitled to
guestion the merits of policy objectives of the
Government.

Who conducts performance audits?

Performance audits are conducted by
specialist performance auditors who are
drawn from a wide range of professional
disciplines.

How do we choose our topics?

Topics for a performance audits are chosen
from a variety of sources including:

Q our own research on emerging issues

Q suggestions from Parliamentarians,
agency Chief Executive Officers (CEO)
and members of the public

QO complaints about waste of public
money

Q referrals from Parliament.

Each potential audit topic is considered and
evaluated in terms of possible benefits
including cost savings, impact and
improvements in public administration.

The Audit Office has no jurisdiction over
local government and cannot review issues
relating to council activities.

If you wish to find out what performance
audits are currently in progress just visit our
website at www.audit@nsw.gov.au.

How do we conduct performance
audits?

Performance audits are conducted in
compliance with relevant Australian
standards for performance auditing and our
procedures are certified under international
quality standard 1SO 9001.

Our policy is to conduct these audits on a
"no surprise” basis.

Operational managers, and where
necessary executive officers, are informed
of the progress with the audit on a
continuous basis.

What are the phases in performance
auditing?

Performance audits have three key phases:
planning, fieldwork and report writing.

During the planning phase, the audit team
will develop audit criteria and define the
audit field work.
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At the completion of field work an exit
interview is held with agency management to
discuss all significant matters arising out of
the audit. The basis for the exit interview is
generally a draft performance audit report.

The exit interview serves to ensure that facts
presented in the report are accurate and that
recommendations are appropriate. Following
the exit interview, a formal draft report is
provided to the CEO for comment. The
relevant Minister is also provided with a copy
of the draft report. The final report, which is
tabled in Parliament, includes any comment
made by the CEO on the conclusion and the
recommendations of the audit.

Depending on the scope of an audit,
performance audits can take from several
months to a year to complete.

Copies of our performance audit reports can
be obtained from our website or by contacting
our publications unit.

How do we measure an agency’s
performance?

During the planning stage of an audit the team
develops the audit criteria. These are
standards of performance against which an
agency is assessed. Criteria may be based
on government targets or benchmarks,
comparative data, published guidelines,
agencies corporate objectives or examples of
best practice.

Performance audits look at:
Q processes

Q results

Q costs

O due process and accountability.

Do we check to see if recommendations
have been implemented?

Every few years we conduct a follow-up audit
of past performance audit reports. These
follow-up audits look at the extent to which
recommendations have been implemented
and whether problems have been addressed.

The Public Accounts Committee (PAC) may
also conduct reviews or hold inquiries into
matters raised in performance audit reports.

Agencies are also required to report actions
taken against each recommendation in their
annual report.

To assist agencies to monitor and report on
the implementation of recommendations,
the Audit Office has prepared a Guide for
that purpose. The Guide, Monitoring and
Reporting on Performance Audits
Recommendations, is on the Internet and
located at
http://www.audit.nsw.gov.au/quides -

bp/bpglist.htm

Who audits the auditors?

Our performance audits are subject to
internal and external quality reviews against
relevant Australian and international
standards.

The PAC is also responsible for overseeing
the activities of the Audit Office and
conducts reviews of our operations every
three years.

Who pays for performance audits?

No fee is charged for performance audits.
Our performance audit services are funded
by the NSW Parliament and from internal
sources.

For further information relating to
performance auditing contact:

Tom Jambrich

Assistant Auditor-General

Performance Audit Branch

(02) 9285 0051

email: tom.jambrich@audit.nsw.gov.au
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Performance Audit Reports

No. Agency or Issue Examined Title of Performance Audit Report Date Tabled in
or Publication Parliament or
Published
64* Key Performance Indicators = Government-wide Framework 31 August 1999
= Defining and Measuring Performance
(Better Practice Principles)
= Legal Aid Commission Case Study
65 Attorney General's Department Management of Court Waiting Times 3 September 1999
66 Office of the Protective Complaints and Review Processes 28 September 1999
Commissioner
Office of the Public Guardian
67 University of Western Sydney Administrative Arrangements 17 November 1999
68 NSW Police Service Enforcement of Street Parking 24 November 1999
69 Roads and Traffic Authority of Planning for Road Maintenance 1 December 1999
NSW
70 NSW Police Service Staff Rostering, Tasking and Allocation 31 January 2000
71*  Academics' Paid Outside Work = Administrative Procedures 7 February 2000
= Protection of Intellectual Property
=  Minimum Standard Checklists
= Better Practice Examples
72 Hospital Emergency Delivering Services to Patients 15 March 2000
Departments
73 Department of Education and Using computers in schools for teaching 7 June 2000
Training and learning
74 Ageing and Disability Group Homes for people with disabilities 27 June 2000
Department in NSW
75 NSW Department of Transport Management of Road Passenger 6 September 2000
Transport Regulation
76 Judging Performance from Review of eight Agencies’ Annual 29 November 2000
Annual Reports Reports
77* Reporting Performance Better Practice Guide 29 November 2000
A guide to preparing performance
information for annual reports
78 State Rail Authority (CityRail) Fare Evasion on Public Transport 6 December 2000
State Transit Authority
79  TAFENSW Review of Administration 6 February 2001
80 Ambulance Service of New Readiness to respond 7 March 2001
South Wales
81 Department of Housing Maintenance of Public Housing 11 April 2001
82 Environment Protection Controlling and Reducing Pollution from 18 April 2001
Authority Industry
83 Department of Corrective NSW Correctional Industries 13 June 2001
Services
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No. Agency or Issue Examined Title of Performance Audit Report Date Tabled in
or Publication Parliament or
Published
84 Follow-up of Performance Audits Police Response to Calls for Assistance 20 June 2001
The Levying and Collection of Land Tax
Coordination of Bushfire Fighting
Activities
85* Internal Financial Reporting Internal Financial Reporting 27 June 2001
including a Better Practice Guide
86 Follow-up of Performance Audits The School Accountability and 14 September 2001
Improvement Model (May 1999)
The Management of Court Waiting Times
(September 1999)
87 E-government Use of the Internet and related 19 September 2001
technologies to improve public sector
performance
88* E-government e-ready, e-steady, e-government: 19 September 2001
e-government readiness assessment
guide
89 Intellectual Property Management of Intellectual Property 17 October 2001
90* Better Practice Guide Management of Intellectual Property 17 October 2001
91 University of New South Wales Educational Testing Centre 21 November 2001
92 Department of Urban Affairs and Environmental Impact Assessment of 28 November 2001
Planning Major Projects
93 Department of Information Government Property Register 31 January 2002
Technology and Management
94 State Debt Recovery Office Collecting Outstanding Fines and 17 April 2002
Penalties
95 Roads and Traffic Authority Managing Environmental Issues 29 April 2002
96 NSW Agriculture Managing Animal Disease Emergencies 8 May 2002
97 State Transit Authority Bus Maintenance and Bus Contracts 29 May 2002
NSW Department of Transport
98 Risk Management Managing Risk in the NSW Public Sector June 2002

* Better Practice Guides

Performance Audits on our website

A list of performance audits tabled or published since March 1997, as well as those currently in progress, can
be found on our website www.audit.nsw.gov.au
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THE AUDIT OFFICE
MISSION

Assisting Parliament
improve the
accountability and
performance of the State

For further information please contact:

The Audit Office of New South Wales

Street Address

Level 11

234 Sussex Street
SYDNEY NSW 2000
Austrdia Augtralia
Telephone (02) 92850155

Facsimile  (02) 92850100

Internet www.audit.nsw.gov.au

e-mail mail @audit.nsw.gov.au

Office Hours: 9.00am - 5.00pm
Monday to Friday

Contact Officer: Denis Streater

Director Performance Audit

+612 92850075

GPO Box 12
SYDNEY NSW 2001

Postal Address

To purchasethis Report please contact:

The NSW Gover nment Bookshop

Retail Shops

Sydney CBD

Ground Floor

Goodsdll Building, Chifley Square
Cnr Elizabeth and Hunter Streets
SYDNEY NSW 2000

Telephoneand Facsimile Orders

Telephone
Callersfrom Sydney metropolitan area 97437200
Callers from other locations within NSW 1800 46 3955

Callersfrominterstate

Facsimile

(02) 97437200

(02) 92287227



