Tyl s

" —

Requlation insights

NEW SOUTH WALES AUDITOR-GENERAL'S REPORT

audit
office

OF NEW SOUTH WALES




The roles and responsibilities of the Auditor-General, and hence the Audit Office,
are set out in the Government Sector Audit Act 1983 and the Local Government
Act 1993.

We conduct financial or ‘attest’ audits of state public sector and local government
entities’ financial statements. We also audit the Consolidated State Financial
Statements, a consolidation of all state public sector agencies’ financial
statements.

Financial audits are designed to add credibility to financial statements, enhancing
their value to end-users. Also, the existence of such audits provides a constant
stimulus to entities to ensure sound financial management.

Following a financial audit the Audit Office issues a variety of reports to entities
and reports periodically to Parliament. In combination, these reports give opinions
on the truth and fairmess of financial statements, and comment on entity internal
controls and governance, and compliance with certain laws, regulations and
government directives. They may comment on financial prudence, probity and
waste, and recommend operational improvements.

We also conduct performance audits. These examine whether an entity is
carrying out its activities effectively and doing so economically and efficiently
and in compliance with relevant laws. Audits may cover all or parts of an entity’s
operations, or consider particular issues across a number of entities.

As well as financial and performance audits, the Auditor-General carries out
special reviews, compliance engagements and audits requested under section
27B(3) of the Government Sector Audiit Act 1983, and section 421E of the Local
Goverment Act 1993.

© Copyright reserved by the Audit Office of New South Wales. All rights reserved. No part of
this publication may be reproduced without prior consent of the Audit Office of New South
Wales. The Audit Office does not accept responsibility for loss or damage suffered by any
person acting on or refraining from action as a result of any of this material.

auditoffice

OF NEW SOUTH WALES

GPOBox 12

Sydney NSW 2001
The Legislative Assembly The Legislative Council
Parliament House Parliament House
Sydney NSW 2000 Sydney NSW 2000

In accordance with section 52B of the Government Sector Audiit
Act 1983, | present a report titled ‘Regulation insights’.

=

Margaret Crawford PSM
Auditor-General for New South Wales
21 March 2024

audit.nsw.gov.au




The Audit Office of New South Wales pay our respect and recognise
Aboriginal people as the traditional custodians of the and in NSW.

W recognise that Aboriginal people, as custodians, have a spiritual, social and cuttural
connection with their (ands and waters, and have made and continue to make a rich, unique and
lasting contribution to the State. We are committed to continue leaming about Aboriginal and
Torres Strait Islander peoples history and culture.

We honour and thank the traditional owners of the land on which our office is located, the
Gadigal people of the Eora nation, and the traditional owners of the lands on which our staff live
and work. We pay our respects to their Elders past and present, and to the next generation
of leaders.

OUd I.I.ofﬁce Banner image: ‘Yaming Circle’ by Caitlin Liddle, Audit
Office Indigenous Internship Program participant used
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| am pleased to present this report, Regulation insights. This report highlights themes and generates insights about
effective regulation from the last six years of audit.

Effective regulation is necessary to ensure compliance with the law. Effective regulation also promotes social, economic,
and environmental outcomes, and minimises risks or negative impacts associated with certain activities. But regulation
can be challenging and costly for governments to implement. It can also involve costs and impact on the regulated
parties, including other public sector and private entities, and individuals. As such, effective regulation needs to be
administered efficiently, and with integrity.

Having a clearly articulated and communicated regulatory approach is essential to achieving this outcome, particularly
when this promotes voluntary compliance and sets performance standards that are informed by community expectations.
A consistent approach to exercising regulatory powers is important: it should be supported by robust information about
regulatory risks and issues, and accompanied with timely, proportionate responses. Providing relevant support to the
regulated parties and coordinating activities to facilitate compliance and performance can generate efficiencies.

Finally, transparency matters. It matters so that government has oversight of and can be held accountable for its
leadership of public sector compliance, and in regulating the activities of third parties. Transparency also matters because
it can provide insights into the effective exercise of government power. To achieve this, meaningful regulatory information
needs to be reported.

While these issues are most pertinent for government agencies that exercise traditional regulatory functions, they are also relevant to lead government agencies that
provide a stewardship role in promoting compliance and performance by other government agencies in relation to particular areas of risk.

Over the past six years, our audit work has found many common and repeat performance gaps, creating risks, inefficiencies, and limiting outcomes of regulatory
activities. In considering these gaps, this report provides public sector leaders with insights into the challenges and opportunities they may encounter when aiming for
more effective regulation, including the good governance of regulatory activities. This includes insights for lead agencies that provide a public sector stewardship role.
Through applying these insights and maximising regulatory effectiveness, unintended impacts on the people and sectors government serves and protects can be avoided
or at the very least minimised.

Margaret Crawford PSM
Auditor-General for NSW
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2. About this report

This report brings together key findings and recommendations relevant to regulation from selected performance and compliance audits between 2018 and early 2024 (19
in total), and from two reports that summarise results of financial audits during the same period. It aims to provide insights into the challenges and opportunities the public
sector may encounter when aiming to enhance regulatory effectiveness.

The report is structured in two sections, each setting out insights from relevant audits and providing summaries as illustrative examples.

Section 3 is focused on insights from audits of agencies that administer regulatory powers and functions over other entities or activities (typically known as 'regulators').
The powers and functions of regulators are defined in law, and often relate to issuing approvals (e.g., licensing) for certain activities, and/or monitoring allowable activities
within certain limits. Regulators often have compliance and enforcement powers that can be exercised in particular circumstances, such as when a regulated entity has
not complied with relevant requirements.

Agencies may be primarily established as regulators or perform regulatory activities alongside other functions. Depending on the context, the regulated activity may relate
to other state agencies, local government entities, non-government entities or individuals.

Section 4 summarises insights from a selection of audits of agencies that provide a stewardship role in promoting compliance by and performance of other state agencies
and local government entities in relation to specific regulations or policies. These policies may or may not be mandatory and, unlike a more traditional regulator, the
coordinating agency may not have enforcement powers to ensure compliance.

These policies, and accompanying guidelines and frameworks, are typically issued by ‘central agencies’ such as the Premier's Department that have a public sector
stewardship role. They can also be issued by agencies with a leadership role in particular policy areas ('lead agencies'). While individual agencies and local government
entities implementing these policies are responsible for their own compliance and performance, lead and central agencies have an oversight role including by promoting
accountability and coordinating activities towards achieving compliance and performance outcomes across the public sector.

Readers are encouraged to view the full reports for further information. Links to versions published on our website are provided throughout this document,
and a full list is in Appendix one. An overview of the rationale for selecting these audits and the approach to developing this report is in Appendix two.

The status of agencies’ responses to audit recommendations

Findings from the audits referred to in this report were current at the time each respective report was published. In many cases, agencies accepted audit
recommendations, as reflected in the letters from agency heads that are included in the appendix of each audit report.

The Public Accounts Committee of the NSW Parliament has a role in reporting on and ensuring that agencies respond appropriately to audit recommendations. Readers
are encouraged to review the Public Accounts Committee's inquiries on agencies' implementation of audit recommendations, which can be found on the Committee's
website.
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https://www.parliament.nsw.gov.au/committees/listofcommittees/Pages/committee-details.aspx?pk=183#:%7E:text=The%20Committee%20reviews%20the%20Auditor,of%20the%20Parliamentary%20Budget%20Officer.

J. Effective administration of regulatory powers and functions

Administering regulation to ensure compliance and deliver outcomes

Regulators are agencies that exercise regulatory powers and administer regulatory functions under law. Some state agencies are primarily established as regulators, and others
undertake regulatory activities alongside other functions. Regulatory decisions include approving or licensing an activity, and decisions to take or not to take certain investigatory,
compliance and enforcement action. The regulated parties can be other government agencies including local government entities, non-government entities and individuals.

Expectations have been established for regulators in the NSW Government’s ‘Guidance for requlators to implement outcomes and risk-based regulation’. This guidance aims to
provide regulators with a consistent and transparent framework to proactively respond to the challenge of delivering ‘more with fewer resources’, while also increasing their
effectiveness in achieving regulatory outcomes. It sets out an outcomes-based regulatory approach that involves assessing the efficiency and effectiveness of regulatory action and
outcomes. It also emphasises understanding and assessing risks, and using this information to inform strategic regulatory approaches and specific regulatory actions. Such
expectations are now well established and widely recognised as part of better regulatory practice: similar themes are reflected in the UK National Audit Office's Good practice
guidance - principles of effective regulation. Importantly, effective outcomes and risk-based regulation requires that robust information and data is collected, managed and used by
regulators — particularly to support monitoring and early interventions.

Agencies with regulatory powers and functions are also expected, like any agency, to manage integrity risks and have clear procedures for decision-making. Because regulatory
decisions can enable or prohibit certain activities, or lead to compliance and enforcement action that affects rights and interests, it is all the more important that agencies exercise
these powers within the law and with transparency.

Finally, to support not only compliance but broader outcomes, there is an important role for regulators to build capacity for voluntary compliance by providing adequate support and
guidance to the regulated parties. Regulatory objectives are most efficiently achieved with a high level of voluntary compliance.

3.1. Governance and accountability

Governance arrangements support a clear regulatory approach where responsibilities are well-defined, and
activities and roles are aligned to priorities

Our audit reports have identified numerous examples where agencies with regulatory powers and functions have not defined, or are not implementing, a clear regulatory
approach. This includes instances where regulatory activities are implemented across levels of government or through devolved governance arrangements, and where
multiple agencies are involved in regulating different aspects of the same entity or activity. An unclear regulatory approach can mean that the regulated entities lack
certainty about the priorities of government, and how to meet their obligations most effectively.
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https://www.productivity.nsw.gov.au/sites/default/files/2018-05/Guidance_for_regulators_to_implement_outcomes_and_risk-based_regulation-October_2016.pdf
https://www.nao.org.uk/wp-content/uploads/2021/05/Principles-of-effective-regulation-SOff-interactive-accessible.pdf
https://www.nao.org.uk/wp-content/uploads/2021/05/Principles-of-effective-regulation-SOff-interactive-accessible.pdf

Establishing effective governance in devolved systems

The 2018 Regulation of water pollution audit found that the Environment Protection Agency’s (EPA) regulatory framework includes elements of good practice, but that it
was not able to demonstrate that it has effective governance and oversight of its regulatory operations. The EPA was found not to have balanced its devolved regulatory
structure, in which regionally-based offices operate with broad discretions, with an effective governance approach. For example, gaps were identified in the EPA’s
internal reporting framework to the executive and board, in its performance framework and indicators, and in guidance to regulatory officers at the regional level.

The importance of aligning a devolved structure with effective governance is also covered in Section 4.1, such as in the summary of the 2019 Governance of Local
Health Districts audit.

Coordinating regulatory activities with other regulators

The 2020 Support for regional town water infrastructure audit found that the former Department of Planning, Industry and Environment’'s' (DPIE) regulation of council-
owned and run Local Water Utilities (LWUs) was poorly defined, and that DPIE lacked governance arrangements to coordinate the relevant strategic and regulatory
activities. The report noted that DPIE is the primary regulator of LWUs and aims to adopt a collaborative approach to LWU sector regulation, but that it had not
documented a regulatory policy, strategy or operational plan as required by departmental policy. DPIE had not established a formal approach to coordinating with other
sector regulators such as the Office of Local Government (OLG), NSW Health, the EPA and the Natural Resources Access Regulator. Relatedly, the 2023 Regulation
and monitoring of Local Government audit found that the OLG lacked a structured and well communicated approach to delivering its sector engagement and support
activities. This is covered in more detail in Section 4.3.

Regulating alongside customer service focused priorities

The 2023 State heritage assets audit found that Heritage NSW had not adequately mitigated risks to its regulatory role associated with an increased focus on customer
service. Noting Heritage NSW’s activities to improve timeliness and streamline approvals for works on state heritage listed assets, gaps were found in their quality
assurance mechanisms over assessments and decisions. The audit also found that core activities to address key regulatory risks were not sufficiently considered in
Heritage NSW’s strategic planning documents.

1 Since 1 January 2024, these functions are now undertaken by the Department of Climate Change, Energy, the Environment and Water.
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https://www.audit.nsw.gov.au/our-work/reports/regulation-of-water-pollution-in-drinking-water-catchments-and-illegal-disposal-of-solid-waste
https://www.audit.nsw.gov.au/our-work/reports/governance-of-local-health-districts
https://www.audit.nsw.gov.au/our-work/reports/governance-of-local-health-districts
https://www.audit.nsw.gov.au/our-work/reports/support-for-regional-town-water-infrastructure
https://www.audit.nsw.gov.au/our-work/reports/regulation-and-monitoring-of-local-government
https://www.audit.nsw.gov.au/our-work/reports/regulation-and-monitoring-of-local-government
https://www.audit.nsw.gov.au/our-work/reports/state-heritage-assets

Meaningful reporting on regulatory performance for accountability and continuous improvement

Our audit reports have identified weaknesses in how agencies report on their regulatory activities, including the contributions that these activities make to overall
regulatory and broader policy outcomes. Indicators have been poorly defined and do not provide adequate information to executives with oversight or decision-making
responsibilities. Meaningful public reporting that provides sufficient transparency has also been a common weakness: done well, reporting can ensure that regulated
parties are aware of what responses to expect in cases of poor performance or non-compliance, and how to meet community expectations. An outcomes-based
regulatory approach requires that agencies define regulatory outcomes clearly, and with reference to their mandate, core purpose and options available.

Ensuring adequate reporting on regulatory operations for executive oversight and accountability

The 2019 Firearms requlation audit found that the Firearms Registry executive, part of the NSW Police Force, did not receive adequate information on the performance of
key Registry operations. The audit noted that the Registry made its monthly executive reporting less detailed in 2017, removing transactions, performance and trend
information — such as detail on the numbers of licence applications, permits, unauthorised possession, prohibition orders, suspension and revocation decisions, and
firearms seized. The Registry advised at the time of the audit that its executive were still able to access this information, but the report found the available information
lacked indicators that would assist the Registry executive to more effectively manage its operations and performance.

Measuring success and reporting regulatory performance

The 2019 Managing native vegetation audit found that Local Land Services (LLS) had not developed measures of success for the Native Vegetation Code to gauge
whether the Code is facilitating native vegetation management and efficient farming while responding to environmental risks. LLS is responsible for administering the land
management framework, including processing notifications and issuing certificates to clear land under the Code. To help assess the impact of the Code, the report noted
that, at the time of the audit, LLS was developing a predictive model to estimate its social, economic and environmental outcomes.

Similar gaps were also reflected in the following audit reports.

. The 2018 Regulation of water pollution audit found that the EPA had not set outcomes-based measures to assess its performance in protecting the environment
and trends over time.
. The 2023 Regulation of public native forestry audit found that the EPA developed a new set of performance indicators in 2022—23 for a more detailed

understanding of its performance in regulating native forestry. The report also found that the Forestry Corporation set a target of ‘zero non-compliance’ but that it
was not measuring performance against this target, and noted that it is good practice to set performance indicators that are achievable.

. The 2024 Effectiveness of SafeWork NSW in exercising its compliance functions audit found that the Department of Customer Service did not measure or report
on whether SafeWork NSW achieved its intended outcomes. The performance information that was available was mostly activity-focused, and spread across
different reporting entities, including the Department's annual report and in Safe Work Australia’s national Comparative Performance Monitoring Report.

Reporting arrangements that provide for effective oversight and accountability is also a key insight in Section 4. For example, the importance of defining an adequate
performance measurement framework and relevant public reporting on regulatory effectiveness was identified in the Regulation and monitoring of local government audit.
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https://www.audit.nsw.gov.au/our-work/reports/firearms-regulation
https://www.audit.nsw.gov.au/our-work/reports/managing-native-vegetation
https://www.audit.nsw.gov.au/our-work/reports/regulation-of-water-pollution-in-drinking-water-catchments-and-illegal-disposal-of-solid-waste
https://www.audit.nsw.gov.au/our-work/reports/regulation-of-public-native-forestry
https://www.audit.nsw.gov.au/our-work/reports/effectiveness-of-safework-nsw-in-exercising-its-compliance-functions
https://www.audit.nsw.gov.au/our-work/reports/regulation-and-monitoring-of-local-government

Managing risks to the integrity of regulatory functions, such as tensions between duties and conflicts of
interests

Our audit reports have identified that tensions or conflicts in duties can arise for officers who are undertaking regulatory functions and other activities. In addition, audits
have found that probity risks can arise when third-parties provide expert advice to processes that inform regulatory decisions. It is important that officers can demonstrate
their compliance with obligations under departmental codes of conduct and ethics. Examples of these risks and issues are listed below.

Managing tensions between duties to regulate and support

The 2020 Support for regional fown water infrastructure audit could not conclude on whether tensions in officers’ duties to provide advice on and issue approvals in
relation to town water infrastructure were effectively managed. This was in the context of the former Department of Planning, Industry and Environment’s2 poorly defined
regulatory role. Officers’ roles included reviewing and approving Local Water Utilities’ (LWUSs) Integrated Water Cycle Management documents, and providing advice to
LWUs on their funding applications and cost benefit analyses for water infrastructure projects.

Having a clear regulatory approach assists agencies to manage tensions between regulatory and customer service-focused activities. This issue is also reflected in the
findings of the 2023 Regulation and monitoring of local government audit and the 2023 Cyber Security NSW: governance, roles and responsibilities audit, in Section 4.3.

Managing conflicts of interest among staff, including with respect to advisors and consultants

The 2022 Biodiversity offsets scheme audit found that the former Department of Planning and Environment® (DPE) had established a code of conduct for its Accredited
Assessors (ecological consultants) but did not collect information on their conflicts of interests. The report noted the potential for conflicts of interests created by the fact
that Accredited Assessors could be engaged by development proponents to calculate offset requirements, and by landholders to calculate the credits that their site can
generate. The report also found potential for conflicts if Accredited Assessors also act as credit brokers but that DPE had not regulated the provision of brokerage
services, which is allowed under relevant legislation.

The 2023 State heritage assets audit noted that it is mandatory for Heritage NSW staff assessing applications for works on state heritage assets to declare that they do
not have a conflict of interest for each application they assess, but found this did not remove the requirement for staff to make an annual declaration under the former
Department of Planning and Environment's# code. Nearly half of Heritage NSW staff had not submitted an annual conflict of interest declaration in February 2023. This
fell to ten per cent in May 2023 following Heritage NSW taking steps to remind staff of their obligations.

2 Since 1 January 2024, these functions are now undertaken by the Department of Climate Change, Energy, the Environment and Water.
3 Since 1 January 2024, these functions are now undertaken by the Department of Climate Change, Energy, the Environment and Water.
4 Since 1 January 2024, these functions are now undertaken by the Department of Climate Change, Energy, the Environment and Water.
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https://www.audit.nsw.gov.au/our-work/reports/support-for-regional-town-water-infrastructure
https://www.audit.nsw.gov.au/our-work/reports/regulation-and-monitoring-of-local-government
https://www.audit.nsw.gov.au/our-work/reports/cyber-security-nsw-governance-roles-and-responsibilities
https://www.audit.nsw.gov.au/our-work/reports/effectiveness-of-the-biodiversity-offsets-scheme
https://www.audit.nsw.gov.au/our-work/reports/state-heritage-assets

The 2022 Building regulation: combustible external cladding audit reported that some fire experts, whose advice may have been relied on for cladding remediation, may
have been responsible for the original certification of the non-compliant cladding at the time of construction. The report found that this highlights the potential value for
peer review of any proposal to retain combustible external cladding.

The 2024 Effectiveness of SafeWork NSW in exercising its compliance functions audit found that while SafeWork NSW did have a framework to manage conflicts of
interest, it was not consistently implemented. The audit found that of those annual declarations where staff reported an actual, potential or possible conflict of interest, in
60% of cases, no information was recorded in SafeWork NSW records about how those conflicts of interest were managed. This was identified as a risk given the
discretionary authority that SafeWork NSW inspectors have to make regulatory decisions.

3.2. Data and information management

Collecting and maintaining quality information for regulatory oversight and the effective administration of
regulatory activities

Our audits have identified gaps in the quality and completeness of information and data that agencies hold about regulated entities or activities, including in registers
required to be maintained by law. This has limited regulatory agencies’ visibility of and ability to understand key features of the entities and activities that they regulate, as
well as the ability to locate or contact the relevant parties. Such issues impede the timeliness and effectiveness of regulatory responses. Information on risks,
accompanied by a transparent and consistent approach to risk assessment, is also needed for effective monitoring and risk-based compliance and enforcement.

Maintaining current and complete information and data

The 2019 Firearms requlation audit found that information in the firearms registry was not accurate or up to date, including firearm license holders’ addresses. It found
that the Firearms Registry, part of the NSW Police Force, did not have processes to ensure data is accurate when added to the registry, or to efficiently identify changes
in licence holders' addresses — exposing a critical gap in data on the location of some firearms. The audit reported that programs to check the accuracy of data in the
registry had ceased or been curtailed, and backlogs were identified in correcting data integrity. These and related issues were found to reduce the Registry’s ability to
carry out some of its regulatory responses, such as recovering firearms from owners with expired licences.

The 2022 Biodiversity offsets scheme audit found that, although the former Department of Planning and Environment (DPE) was responsible for processing credit
requirements, it was not maintaining consolidated information on how developers were meeting their obligations. This means that DPE lacked assurance of whether
developers were acquitting obligations as required under the offset scheme rules. Being able to match the site that created the credit and the development site against
which it is acquitted is important for the transparency of the Scheme, particularly in providing assurance that the correct credits are retired to offset the relevant
development impact.
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https://www.audit.nsw.gov.au/our-work/reports/building-regulation-combustible-external-cladding
https://www.audit.nsw.gov.au/our-work/reports/effectiveness-of-safework-nsw-in-exercising-its-compliance-functions
https://www.audit.nsw.gov.au/our-work/reports/firearms-regulation
https://www.audit.nsw.gov.au/our-work/reports/effectiveness-of-the-biodiversity-offsets-scheme

The 2022 Building regulation: combustible external cladding audit observed that there was no reliable existing source to identify buildings that might have cladding
immediately after the Grenfell Tower Fire in 2017. Government had recognised the risk of this cladding following the Lacrosse Tower fire in 2014. While the audit found
that in 2022 most high-risk buildings have likely been identified, it also noted that information management was not sufficiently robust to reliably track all buildings through
the process from identification, through to risk assessment, and where necessary, remediation. The audit concluded that the inherent difficulty in data matching across
sources would have benefited from greater initial investment in data systems by the Department of Customer Service. The audit noted, at the time, that initial work had
been undertaken to address some information management limitations.

The 2023 State heritage assets audit found that Heritage NSW has made limited progress to address data quality issues in the State Heritage Register. For example,
only 151 records (nine per cent of listed assets) had been updated since 2015, and nearly 90% of listed assets did not contain a rating of the physical condition of the
item. The report noted that data quality issues and other information gaps had arisen over the decades since the Register was established in 1999. The report also noted
that the Heritage Act 1977 does not specify what information must be contained in the Register, but that Heritage NSW had not created clear and efficient administrative
procedures to support routine updates of relevant information. Incomplete and out of date information was found to limit Heritage NSW’s visibility of listed assets, which is
relevant for regulatory oversight and engagement purposes.

The 2024 Effectiveness of SafeWork NSW in exercising its compliance functions audit found that while SafeWork NSW had around 20 years of compliance information, it
lacked adequate IT and data governance systems and processes. This meant that SafeWork NSW did not effectively interrogate this data to provide an evidence base
for its regulatory functions and strategic decision making.

Quality compliance data and other information for monitoring and responding to risks

Our audits have identified instances where information about regulated parties’ compliance is not robust. This can occur when regulatory agencies lack reliable
processes for proactive and risk-based compliance monitoring, and where self-reported compliance information is not adequately validated. Further, regulatory agencies
have been found to lack structured approaches to using compliance and other information to inform risk assessments such that actual or potential compliance breaches
are not being investigated or responded to in a timely way. Intervening early to support voluntary compliance can support regulatory efficiency.

Compliance with self-reporting requirements and validating this information

The 2018 Regulation of water pollution audit found that, in the context of licencing water discharges, the NSW Environment Protection Agency (EPA) did not have
mandatory procedures for assessing licensees’ annual returns. At the time of the audit, each licensee was required to submit to the EPA an annual return that reports on
its performance and compliance with licence conditions and other statutory requirements. The EPA used this information as a significant input to its risk-based approach
(for example, to determine the inspection frequency), and to calculate licence fees. The audit concluded that the EPA was not able to provide assurance that instances of
non-compliance are accurately and consistently identified. The report also found that the EPA was not effectively applying its available regulatory actions to respond to
known cases of licensees providing false or misleading information.
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https://www.audit.nsw.gov.au/our-work/reports/building-regulation-combustible-external-cladding
https://www.audit.nsw.gov.au/our-work/reports/state-heritage-assets
https://www.audit.nsw.gov.au/our-work/reports/effectiveness-of-safework-nsw-in-exercising-its-compliance-functions
https://www.audit.nsw.gov.au/our-work/reports/regulation-of-water-pollution-in-drinking-water-catchments-and-illegal-disposal-of-solid-waste

The 2022 Biodiversity offsets scheme audit found that the Biodiversity Conservation Trust’s (BCT) oversight of management actions on Biodiversity Stewardship
Agreement (BSA) sites was limited by low levels of landholder compliance with annual reporting requirements. The audit reported that the BCT's compliance policy
requires that landholders of BSA sites, which are established to generate biodiversity credits, submit an annual report on the condition of the site and progress against
agreed management actions. But in 2021, only around 58% of landholders with stewardship sites provided an annual report to the BCT. The audit also found that the
BCT’s compliance monitoring was not based on an assessment of risk, but noted that the BCT had developed and was planning to implement a new risk-based
approach.

Proactive and risk-based monitoring or surveillance

The 2018 Reqgulation of water pollution audit report found that the NSW Environment Protection Agency (EPA) had not established reliable practices to detect
non-compliance. It was noted that mandatory site inspections underpin the EPA’s proactive compliance monitoring approach but, in addition to a lack of mandatory
procedures for the assessment of annual returns (discussed above), it was found that the EPA had not defined requirements for these site inspections. The EPA had not
issued a policy or procedures to define what the mandatory inspections should cover and how they are to be conducted. Variations in how officers conducted inspections
was also found.

The 2019 Managing native vegetation audit found that Local Land Services (LLS) conducted limited monitoring of set-aside areas, which are required under certificates
issued by LLS. As a condition for approval to clear native vegetation, landholders can be required to make ‘reasonable efforts’ to maintain set-asides and keep records of
this work. LLS advised that it was planning to use a risk-based approach to audit the maintenance of set-asides, although at the time of the audit LLS was yet to develop
a program for this. The report also found that the former Office of Environment and Heritage’s® processes at the time did not identify unlawful land clearing in a timely
way, delaying the ability to reduce harm or take enforcement action. Very few prosecutions, penalties, remediation orders and stop work orders were issued for unlawful
clearing. The issue of enforcement action is covered in more detail in section 3.3.

The 2023 Regulation of public native forestry audit found that the NSW Environment Protection Agency (EPA) used a range of information sources to target its
inspections in the Coastal Integrated Forestry Operations Approvals (IFOA) area including the Forestry Corporation operational plan and other relevant information to
identify a risk rating for each of these harvest sites. It then targeted its proactive inspections to the highest risk sites. But this audit also found that the EPA did not
conduct risk assessments for Western IFOA regions. As it had not determined whether there are high-risk sites, it had not conducted any proactive inspections in these
regions in recent years.

The 2024 Effectiveness of SafeWork NSW in exercising its compliance functions audit found that SafeWork NSW did not have a strategic business intelligence function
that was both recognised and understood across each directorate and team. The ability of its technology infrastructure to deliver sophisticated strategic and operational
data intelligence was limited. As a result of this lack of central coordination and capability, directorates developed their own data analysis capability, with inconsistent,
fragmented and potentially duplicative results. SafeWork NSW’s inadequate systems hindered how effectively it could identify and respond to emerging risks, such as
respirable silica in manufactured stone. The audit found there was no reliable and efficient way to identify silica-related matters, potentially contributing to SafeWork NSW
being slow to respond to this work health and safety risk.

5 Since 1 January 2024, these functions are now undertaken by the Department of Climate Change, Energy, the Environment and Water.
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https://www.audit.nsw.gov.au/our-work/reports/effectiveness-of-the-biodiversity-offsets-scheme
https://www.audit.nsw.gov.au/our-work/reports/regulation-of-water-pollution-in-drinking-water-catchments-and-illegal-disposal-of-solid-waste
https://www.audit.nsw.gov.au/our-work/reports/managing-native-vegetation
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The importance of collecting and maintaining robust information that is adequate for regulatory oversight is also a recurring theme in Section 4 of this report, such as with
respect to data on the use of consultants and on cyber security resilience.

3.3. Procedures and decision-making

Clear processes, procedures, and support to staff, to ensure robust and consistent approaches to regulatory
approvals

Our audits have found weaknesses in quality assurance and controls when agencies are setting regulatory conditions, such as the conditions attached to a licence or
approval. Appropriate records that document the reasons for decisions are not consistently kept. This creates risks that decisions lack merit or that the agency cannot
demonstrate their considerations, advice and reasons for decisions. Clearly documented processes and procedures can support agencies to make regulatory decisions
in consistent and proportionate ways, consistent with the law and policy. Audits have also found room for improvement in mechanisms to support staff to use technical
expertise and professional judgement, such as adequate training, guidance and peer review.

Clear procedures for approvals

The 2019 Firearms regulation audit found that the Firearms Registry was not adequately assessing the validity of reasons provided by licence holders when acquiring
firearm permits, creating a risk of inconsistent decisions. Under the Firearms Act 1996, when assessing a firearms permit, the Registry must be satisfied that an applicant
has demonstrated a ‘good’ reason to apply. The audit reported that the Registry did not make this assessment because the application form involved the licence holder
making a self-assessment. The audit reported that the Registry updated its form in November 2018, requiring the applicant to select a reason from a list. The audit
reported that the Registry had no guidance for staff on how to assess whether the applicant had provided a good reason. The audit concluded that the Registry could not
be assured that licence holders have a good reason for accumulating large numbers of firearms.

The 2020 Support for regional fown water infrastructure audit found that the former Department of Planning, Industry and Environment’s (DPIE) procedures for reviewing
and approving (giving ‘concurrence to’) Local Water Utilities’ (LWUs) planning documents were unclear, and practice varied. DPIE advised the audit, at the time, that it
applied a checklist and best practice guidelines to inform its assessment of whether an Integrated Water Cycle Management (IWCM) strategy was ‘sound’. But DPIE had
not documented its internal delegations, quality management practices and business rules for these review and approval functions. Comments on LWUs' documents
varied widely in scope and focus, and requests for further information were made without a supporting rationale. This was found to limit procedural fairness and
potentially adversely affect LWUs as the owners and implementers of these IWCM strategies.

OUd I.I-Ofﬁce REGULATION INSIGHTS

OF NEW SOUTH WALES



https://www.audit.nsw.gov.au/our-work/reports/firearms-regulation
https://www.audit.nsw.gov.au/our-work/reports/support-for-regional-town-water-infrastructure

Guidance when setting regulatory conditions

The 2018 Regulation of water pollution audit found that the NSW Environment Protection Agency (EPA) had an inconsistent approach to, and mixed adoption of,
guidance to assist staff when setting licence conditions for discharge of pollutants into water. The audit reported that in August 2016, the EPA approved updated
guidance to assist staff, but it was not mandated at the time. The EPA initially left discretion to its regional offices to decide on what guidance to use. The EPA mandated
the guidance in 2018 with instructions on its use, but the audit found that the EPA could not demonstrate how it ensures its staff use the guidance, and that this resulted
in inconsistent decisions when setting licence conditions.

The 2023 State heritage assets audit found there were gaps in Heritage NSW’s guidance to staff to support the quality of advice and decisions on works affecting assets
listed on the State Heritage Register. The audit found that Heritage NSW’s guidance to staff was focused on delegations but lacked guidance to promote consistent
approaches to decision-making. It also found that Heritage NSW did not conduct systematic quality assurance or random auditing to test the quality of decisions, and that
opportunities for practice sharing and peer review were lacking. The audit report also found that Heritage NSW lacked a structured assurance process over delegated
decisions made by external entities, to ensure that decisions were being made in line with requirements.

The 2024 Effectiveness of SafeWork NSW in exercising its compliance functions audit found that SafeWork NSW had developed guidance for its inspectors for the
purpose of encouraging greater consistency in regulatory decision-making. However, achieving consistency remained an ongoing challenge for the regulator, especially
given the statutory regulatory powers that are vested in individual inspectors. The audit found evidence of apparent differences in how regulatory functions are performed,
both across work areas and between different groups of inspectors. For example, inspectors with fewer than two years’ experience issued an average of around 60
compliance notices per year, compared to 50 for inspectors with more than five years’ experience.

Clear escalation thresholds and enforcement policies promote credible and proportionate regulatory actions

Our audits have identified that some agencies lack compliance and enforcement policies, or that policies lack clear escalation thresholds to identify if further action,
investigation or a particular enforcement response is appropriate. Where policies have been absent or inadequate, audits have also observed that enforcement
responses are infrequent, or there is a lack of evidence that the range of available powers was considered. It can be unclear whether the level of enforcement action is
consistent with the agency’s policy intent or reflects a failure to respond adequately to known breaches. An outcomes-focused regulatory approach requires that
responses to non-compliance are tailored and that clear thresholds for different types of enforcement actions are established and understood.

Clear compliance and enforcement policies

The 2022 Building regulation: combustible external cladding audit found that the former Department of Planning and Environment® did not have a policy for applying
penalties for late registrations on the mandatory register. Amendments to the Environmental Planning and Assessment Regulation in 2018 required that owners of certain
types of buildings register on an online database operated by the department if their building has combustible cladding. The objective of this regulation was to provide for
the identification and collection of information on this cladding. The audit reported that around a fifth of buildings were registered late.

8 From 1 January 2024, these functions are now undertaken by the Department of Planning, Housing and Infrastructure
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The 2019 Firearms requlation audit found that the Firearms Registry, part of the NSW Police Force, did not have adequate policies, guidance and supervision to support
staff to make sound and consistent decisions when responding to breaches of the Firearms Act 1996 and Regulation 2017. The Act and Regulation provide for a wide
range of discretions for suspending or revoking licenses, and other sanctions from penalty notices to court-imposed fines or imprisonment. The audit reported that the
Registry had a policy for making revocation and suspension decisions, but it was issued in 2007, predating the 2017 regulation. It also reported that the Registry had no
policy on using its powers to apply penalty notices or recommend court proceedings for breaches.

Procedures with thresholds for investigation and escalation

The 2023 Regulation and monitoring of local government audit found that the Office of Local Government’s (OLG) 2017 Improvement and Intervention Framework and its
2014 Framework for Implementing Early Intervention Orders had not been recently reviewed. For example, they had not been reviewed to reflect the OLG’s regulatory
approach and legislative provisions at that time. The Local Government Act 1993 sets out requirements for councils, and includes discretionary powers for the Minster for
Local Government and Departmental Chief Executive to respond with specific intervention and investigation actions. The audit reported that neither of the OLG’s
frameworks provided staff with sufficient guidance, creating risks to the consistency and transparency of advice and recommendations relating to regulatory responses.
The OLG'’s planning documents for 2022—23 included actions to update its intervention tools, resources and frameworks.

The 2023 State heritage assets audit found that Heritage NSW lacked clear escalation processes to address identified non-compliance in a timely way. The audit noted
that The Heritage Act 1977 controls certain activities affecting assets listed on the State Heritage Register, and asset owners and managers have certain responsibilities
e.g., to ensure minimum standards of maintenance. The audit reported that Heritage NSW has a compliance and enforcement framework with strategies ranging from
voluntary compliance to litigation and encourages non-compliance to be resolved at the lowest possible level. But the report found this framework lacked clear thresholds
for investigating or escalating breaches and taking action. It was reported that, at the time of the audit, over 70% of compliance matters had been open for 270 days. The
report also found that Heritage NSW did not provide its staff with sufficient guidance to appropriately escalate compliance breaches by state government entities.

The 2024 Effectiveness of Safe\Work NSW in exercising its compliance functions audit found that SafeWork NSW has documented clear processes and procedures for
determining matters that should proceed to investigation with a view to possible prosecution. These were captured in SafeWork NSW'’s Investigation Decision Making
Panel. The audit found an extensive range of formalised priority areas and guiding principles to inform escalation decisions. However, there was inadequate guidance on
how they should be operationalised and applied, such as whether weightings apply or whether the prescribed elements are considered in isolation or combination. The
audit found that while the presence of a framework may help to create the impression of objectivity in decision-making, the breadth of the guiding principles and the lack
of direction about how they should be applied appeared to leave the process open to arbitrary and subjective decisions.
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Use of regulatory powers

The 2023 Regulation of public native forestry audit found that the EPA utilised a range of regulatory interventions in response to identified non-compliances. The EPA
was also found to be collecting the information that it needs from the Forestry Corporation of NSW to conduct inspections, and to be prioritising inspections of high and
medium risk sites.

In contrast, audits have more often made observations about the use of compliance and enforcement powers in the context of poorly or undocumented policies and
procedures. Examples are presented below.

. The 2019 Firearms requlation audit found that the Firearms Registry, part of the NSW Police Force, did not issue any penalty notices to licensees over a five-year
period for breaches relating to a failure to notify a change of address. In contrast and over this same period, local Police issued 111 enforcement actions including
penalty notices, where licence holders failed to notify of a change in address.

. The 2022 Building regulation: combustible external cladding audit found that the former Department of Planning and Environment issued no fines for late
registrations on the mandatory register. The department advised the audit at the time, that the approach was to encourage registrations and that a penalty would
be a disincentive, and so considered a last resort. In the absence of a written policy, the audit found it is unclear when such penalties would be applied.

. The 2023 State heritage assets audit noted that no stop work orders, orders to remedy failure to maintain, or orders restricting harm were issued in relation to 56
non-compliance matters in 2019-20. The audit also reported an example of a state agency intentionally demolishing a building within a State Heritage Register
listed item while being investigated for demolishing a different listed asset. The matter resulted in the agency making non-binding commitments to avoid future
recurrence.

3.4. Support and guidance

Providing timely, relevant information and other supports to enable voluntary compliance, and promote the
efficient achievement of regulatory objectives

Our audits have identified shortcomings in the effectiveness of support that agencies provide to regulated parties to enable and encourage their voluntary compliance.
This has included guidance that is not timely or well-targeted to risks and needs, and support or other information not being readily accessible. At times, regulatory
agencies have not maintained an effective distinction between prioritising positive customer service or sector engagement experiences — which are not regulatory
activities — alongside delivery of authoritative guidance on requirements. Providing timely and relevant information can reduce the need for costly and time-consuming
investigations and enforcement activities. It can also build understanding among regulated parties, stakeholders and the wider community about the intended outcomes
and potential benefits of the regulatory activities.
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Accessible and timely information and resources

The 2019 Firearms reqgulation audit found that the Firearms Registry’s information for firearm license holders about how to update address details was not prominent or
accessible. The Firearms Act 1996 and Regulation have a strong emphasis on licence holders updating their personal details promptly, with penalties for
non-compliance. However, the report noted that license holders may fail to notify address changes or incorrectly believe that this occurs when they update their driver’s
license record. The audit reported that the link to update address details on the Registry website could be found through a search engine, but was not prominent on its
website. It was also reported to be difficult to find on the Service NSW website. The audit found that as at October 2018, NSW Police could not recover a quarter of the
1,270 firearms in possession of persons with expired licences due to incorrect addresses in the Registry’s database.

The 2019 Managing native vegetation audit found that landholders did not have access to the full Native Vegetation Regulatory map to guide their land clearing
decisions. The audit noted that the Local Land Services Act 2013 requires the environment agency head to prepare and publish native vegetation regulatory maps. The
audit reported at the time, that two main map categories (exempt land and regulated land) were yet to be released. The audit found that in their absence, landholders
were responsible for categorising their own land, but may have been less certain about land that requires approval to clear and areas that do not. The audit found that
this increased the risk that land would be cleared unlawfully.

Targeted support and guidance

The 2020 Support for regional town water infrastructure audit found that the former Department of Planning, Industry and Environment’s (DPIE) assistance to Local
Water Utilities (LWUs) for compliance and best practice town water planning had been limited overall, and not well targeted. The audit noted that DPIE developed an
Integrated Water Cycle Management (IWCM) checklist but that this was widely considered as not fit-for-purpose, complex and prescriptive. Best practice seminars were
reported to have occurred on two occasions, reaching about 50 per cent of LWUs. The audit also reported that LWUs found that DPIE’s advice was useful when provided
individually, especially face-to-face, but ad hoc in response to requests. In 2019, DPIE set out to achieve 100% of LWUs with a current approved IWCM strategy. Of 17
LWUs sampled in the audit, one had completed its strategy at the time of the audit.

The 2023 State heritage assets audit found that Heritage NSW had delivered initiatives in line with its customer service priorities, but these could be strengthened
including with more targeted stakeholder education and engagement to promote good practice and voluntary compliance. The audit noted that Heritage NSW
publications are a core source of guidance to asset owners and managers, industry professionals, and consultants. This audit reported that Heritage NSW has not
updated most of its publications in ten years, and some in 20 years. Some publications that had had been updated had also been revised for a generalist audience. The
audit found that there may be value in a tailored suite of publications to ensure sufficient information is available, particularly on technical details and policy expectations.
The audit also found that Heritage NSW did not have programs providing targeted support or capability building for government entities, which make up the largest group
of asset owners.

The 2022 Building regulation: combustible external cladding audit found that the former Department of Planning and Environment (DPE) undertook effective consultation
and communication when developing a mandatory register for the owners of buildings with combustible cladding. In 2018, regulations were amended that required the
owners of certain types of new or existing buildings to register on an online database operated by DPE if their building has such cladding. The audit reported that DPE
consulted extensively in developing the regulation, and communicating it to its target audience. Activities included developing a communications strategy, inviting public
comment, detailed acquittal of public submissions, stakeholder and industry roundtables and presentations, publishing amendments and FAQs, issuing direct
correspondence to councils, and providing advice and correspondence to building owners.
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The need for timely and relevant support to enable voluntary compliance, and promote the overall outcomes of regulatory activities, is also a recurring theme in Section 4

of this report.

3.5. Themes from recommendations to enhance the effective administration of regulatory powers and

functions

Table 1 below presents a collated summary of recommendations made to agencies across the audits included in this section of the report. They are grouped under four
key areas, reflecting the four sections included in this section of the report — governance and accountability, data and information management, procedures and decision

making, and support for voluntary compliance.

Table 1: Common types of recommendations to agencies to improve their administration of regulatory powers and functions

Purpose of the recommendations Common types of recommendations

To improve the governance of, and accountability

around, regulatory functions: .
To improve the quality of information used to .
ensure oversight, and inform regulatory

approaches: .
To improve the robustness of regulatory .
decisions and to support transparent and .

consistent approaches:

To improve the quality of support and guidance to
promote voluntary compliance: .

clarify and better communicate the regulatory approach and priorities

strengthen governance arrangements to ensure alignment between responsibilities, roles and activities
better define and measure against a regulatory performance framework

improve internal monitoring and reporting on regulatory operations and performance

improve public reporting to enhance transparency with respect to regulatory performance.

ensure quality data on regulated activities and entities is collected and maintained, including where there are
minimum statutory requirements

improve the collection and use of data and other information for monitoring purposes, including to support
risk-based responses and early interventions

better define risk assessment frameworks and their application in regulatory responses.

enhance controls and quality assurance mechanisms over regulatory approvals and related decisions
enhance policies and procedures to support consistent approaches to and documenting of decisions
establish, document or clarify investigation procedures and escalation thresholds

ensure adequate staff training, support and resources for compliance and enforcement actions.

improve the timeliness of information and guidelines
provide more targeted or tailored resources as part of a strategic communications approach

ensure clear communications about the regulatory approach and expectations.
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Support and guidance

Timely and relevant support is provided to regulated parties to enable voluntary compliance,
and promote the efficient achievement of regulatory objectives.

Data and information management

Quality information is collected to ensure regulatory oversight and the effective administration
of regulatory activities.

Quality data and information management systems are used to monitor compliance and
identify risks early.

Processes and procedures

Clear processes and procedures are in place that support robust and consistent approaches to
regulatory approvals.

There are clear escalation thresholds and enforcement policies that promote credible, and
proportionate regulatory actions.

Governance and accountability

Governance arrangements are in place that support a clear regulatory approach with well-
defined responsibilities and activities that are aligned to priorities.

There is meaningful reporting on regulatory performance that enables accountability and
continuous improvement.

There is effective management of risks to the integrity of regulatory functions, such as tensions
between duties and conflicts of interests.
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4. Stewardship of sector compliance and performance

Leading public sector compliance and performance

Central and lead agencies that administer policies and frameworks that promote compliance with rules and standards across the public sector have an opportunity to
provide leadership through clear and cohesive approaches that hold responsible parties, such as the heads of other agencies, to account. These approaches should
be clearly defined and align with policy priorities and levels of regulatory risk and capability.

Achieving this may be challenging, particularly when responsibilities are devolved, and where there are emerging risks or issues. But doing so is important for good
governance, including meeting expectations with respect to transparency. Central and lead agencies may also have an oversight role in monitoring compliance and
performance across the public sector. Effective oversight requires the collection and reporting of robust and timely information. Not only is this needed to manage and
respond to risks, but it can also inform more tailored and strategic approaches that enable compliance and address repeat performance gaps.

Finally, central and lead agencies are in a position to coordinate responses to compliance and performance risks and issues, including by providing timely and
relevant support that best enables the responsible parties to meet their obligations. In cases of non-compliance or poor performance, particularly when repeated or
widespread across the public sector, it is important for lead and central agencies to take effective action that ensures accountability.

4.1. Governance and accountability

A cohesive approach which is strategically aligned to risk, where oversight is clear and is accompanied by
meaningful performance reporting

Our audit reports have identified a lack of coherence in lead or central agencies’ approaches to promoting compliance and performance. In particular, when their level of
oversight and the accompanying accountability mechanisms are not proportionate to risks or are not sufficiently strategic. Our reports have also observed that central and
lead agencies can lack mechanisms to assess and report on their own performance and how well their activities contribute to sector-wide compliance and performance.
This limits transparency and can mean that opportunities to refine and enhance their approaches are missed. Our annual internal controls and governance reports, which
summarise the results of financial audits of the largest 25 NSW public sector agencies, have repeatedly highlighted weaknesses in governance arrangements across
these agencies.
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Setting a clear stewardship role against which performance is assessed

The 2023 Cyber Security NSW: governance, roles and responsibilities audit found that Cyber Security NSW, in the Department of Customer Service, had a clear purpose
that was in line with wider government policy and objectives. But the audit also found that Cyber Security NSW had many objectives contained in a range of sources
including strategy and planning documents and public communications. The audit also found that Cyber Security NSW had too few reliable and meaningful ways of
measuring progress. Without a clear and consistent program logic, and sound performance management and reporting, the audit reported that it was difficult to determine
whether the functions and services delivered by Cyber Security NSW were helping to achieve the level of cyber resilience required to meet increasing cyber threats faced
by the NSW public sector.

The 2023 Regulation and monitoring of local government audit found that the Office of Local Government (OLG), in the former Department of Planning and Environment?
at the time of the audit, had not clearly defined and communicated its regulatory role. This lack of clarity was assessed as presenting a risk to its regulatory effectiveness.
The audit also found that the OLG did not have an adequate framework to define, measure and report on its regulatory performance. Departmental performance
measures for the OLG were found to not provide meaningful information about its regulatory activities and their contribution to departmental and state outcomes. The
2020 Support for regional town water infrastructure audit made similar findings with respect to the former Department of Planning, Industry and Environment having a
poorly defined regulatory approach for council-run and managed Local Water Utilities. See Section 3.1 for detail.

Governance arrangements that facilitate strategic oversight

The 2019 Governance of Local Health Districts audit found that the Ministry of Health’s Health Performance Framework and service agreements with Local Health
Districts (LHDs) had underpinned a cultural shift towards greater accountability and oversight. But the audit found areas for improvement, noting NSW Health is a large,
complex and dynamic system. In particular, and to ensure good governance, the audit found a need for greater clarity in the nexus between LHDs’ under-performance
and escalation decisions to help ensure that the Ministry’s performance monitoring and intervention is consistent in a devolved model. Rather than performance
surveillance at the local level, the audit identified a clearer and more valuable role for the Ministry to intervene to assist in facilitating system-wide responses to
emergencies.

7 From 1 January 2024, the OLG is part of the Department of Planning, Housing and Infrastructure
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Oversight that enables accountability, informed by risk

The 2021 NSW Cyber Security Policy: compliance audit noted that the NSW Cyber Security Policy allowed agencies to determine their own level of cyber security
maturity, and the extent to which they implement policy requirements. The audit reported that determinations did not need to be justified. It found that, at the time of the
audit, Cyber Security NSW did not require relevant decisions on risk tolerance, or the timeframes agencies have set to implement requirements, to be documented or
formally endorsed by the agency head, or to be reported to Cyber Security NSW. The 2023 Internal Controls and Governance report, which covers the largest 25
agencies in the NSW public sector, found that over 80% of agency assessments of maturity levels against the NSW Cyber Security Policy reported that one or more self-
assessed mandatory requirements are not practiced on a consistent and regular basis and Essential Eight cyber controls have not improved. The report made a number
of recommendations to agencies to prioritise efforts to improve cyber security controls and cyber resilience measures.

The 2022 Building regulation: combustible external cladding audit observed that the Department of Customer Service and the former Department of Planning and
Environment (through the Cladding Taskforce) initially adopted a ‘light touch’ approach to the oversight and coordination of compliance relating to government buildings.
Departmental reporting to the Cladding Taskforce was initially limited and high-level, providing little insight into the relevant matters. The audit found that this reporting
was also not scrutinised in line with requirements, and issues were identified with the completeness of departments’ reporting. The audit noted that a revised reporting
approach was developed to improve the reliability of information in July 2021.

The 2023 NSW government agencies’ use of consultants audit noted that a devolved governance model for procurement means that agencies are responsible for
developing and implementing their own systems that align with the NSW Government Procurement Policy Framework. The audit found examples of non-compliance with
procurement rules, and that record keeping was inadequate in many cases, limiting transparency. Agency heads are responsible for demonstrating compliance.
Previously, the 2018 Procurement and reporting of consultancy services audit concluded that the NSW Procurement Board was not fully effective in overseeing agencies’
procurement of consultancy services. None of the 12 agencies examined in the audit complied with all mandatory requirements of the relevant NSW Procurement Board
Direction, and eight did not comply with annual reporting requirements. Audit sampling also noted three instances where suppliers did not comply with the Standard
Commercial Framework and none of these engagements were reported on the Major Suppliers Portal as non-compliant. NSW Procurement had not enforced any
penalties on suppliers for non-compliance, and the audit found that in the absence of sanctions for breaches, suppliers’ compliance with the Framework was unlikely to
improve.

A central view of compliance to respond to repeat issues

Government advertising audits, required to be undertaken each year under the Government Advertising Act 2011, have identified repeat compliance and performance
issues across advertising campaigns run by the audited agencies. The Department of Customer Service has policy responsibility for government advertising and is
responsible for regulating the activity under the Act. Agencies not complying with cost-benefit analysis requirements, not meeting information substantiation and accuracy
requirements, and using post-campaign evaluations for inappropriate purposes, have been identified as issues on multiple occasions.

The Government advertising 2021-22 audit recommended that the Department of Customer Service improve its whole of government monitoring processes to provide
the NSW Government with a central view of compliance across all aspects of the government advertising framework.
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4.2. Data and information management

Robust data and information management systems to monitor sector-wide risks and establish a reasonable
level of assurance around compliance

Our audit reports have found that lead and central agencies can lack oversight of levels of compliance and performance across the public sector, and lack information
about regulatory risks, issues or trends. Our reports have repeatedly highlighted shortcomings in the reporting that lead and central agencies require of the responsible
parties. In some cases, there has been a lack of information for the agency to be assured that its approach is informed by or proportionate to risk and capability.

A key issue that has been repeatedly found is that agencies do not collect and maintain sufficient information to ensure effective oversight and coordination. Lead
agencies have been found to not adequately assess self-reported information and lack the systems and processes to collate information in a way that provides a holistic
picture. Where our audits have identified these shortcomings, they have also generally found that strategic risks or repeat issues are not being addressed.

Information management systems to effectively monitor sector-wide risks to compliance and performance

The 2023 Regulation and monitoring of local government audit found that the Office of Local Government (OLG), in the former Department of Planning and Environment
at the time of the audit, did not have fit for purpose information management systems to support effective sector monitoring approaches. The audit found that the OLG
collects various sources of information about council compliance and performance, but did not ensure the most relevant information is gathered and used to proactively
develop responses. The audit found uncoordinated data sets and a high reliance on key personnel to share information. The audit found that projects in 2022 to consider
the efficiency and productivity of the OLG’s digital systems had not resulted in substantial changes. The audit also found the OLG has lacked a framework for assessing
risks, but started implementing a council risk assessment tool in March 2023.

The Local Government 2022 report, which summarises findings from financial audits of local councils, found that 93 high-risk matters were identified across the sector,
mainly relating to asset management, information technology, financial accounting, and governance. It recommended that councils need to track progress of
implementing audit recommendations, giving priority to high-risk areas and repeat issues.
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A reasonable level of assurance over data quality

The 2023 Cyber Security NSW: governance, roles and responsibilities audit found that Cyber Security NSW did not provide assurance of the cyber security maturity
self-assessments performed by individual agencies. The audit noted that the mandatory administrative requirements circular issued by the Secretary of the Department of
Customer Service in 2020 stated that clusters and agencies would be subject to audits to test compliance, with outcomes reported. The audit recommended that Cyber
Security NSW implement an approach that provides reasonable assurance that agencies are assessing their compliance with the Cyber Security Policy in a way that is
consistent and accurate. Previously, in the 2021 NSW Cyber Security Policy: compliance audit we noted the importance of Cyber Security NSW seeking its own
assurance because agencies’ maturity reporting is the main source of knowledge about public sector cyber security resilience. That audit also found, that among the nine
agencies included in the audit, attestations on cyber security in agency annual reports did not accurately reflect their cyber security situations.

The 2018 Procurement and reporting of consultancy services audit found that NSW Procurement’s compliance monitoring depended on the reliability of agency
self-reporting, including reporting non-compliances. NSW Procurement was found to rely on agencies’ internal assurance activities to check compliance, and performed
limited checks against the relevant mandatory NSW Procurement Board Direction. The report also found that NSW Procurement’s assurance activity with respect to the
completeness and accuracy of suppliers’ data had been limited. The 2023 NS\W government agencies’ use of consultants audit continued to find gaps in agency
compliance with the NSW Government Procurement Policy Framework, and compliance gaps with state record keeping requirements.

Data that enables strategic responses to risk

The 2023 NSW government agencies’ use of consultants audit found that NSW Procurement had made some improvements to the information about agencies’ spending
on consultants, but that there was still no single data source that accurately captures all relevant spending. The audit reported that there were four different data sources
that contain information about spending by agencies on consultants. Analysis showed that agencies were overly reliant on selected consultancy firms, creating strategic
risks, and that it was unlikely that agencies would meet the government commitment to reduce spending on consultants. The audit also found that most agencies did not
have a clear strategic approach to when and how consultants were used, or systems for managing or evaluating their performance. The previous 2018 Procurement and
reporting of consultancy services audit had recommended that NSW Procurement enhance the quality of data collection, and report on the outcomes and analysis of their
monitoring activities.

4.3. Support and coordination

Strategic and timely support to enable voluntary compliance and address repeat risks and issues

Our audit reports have consistently found shortcomings in the guidance and other forms of support that central and lead agencies provide to the public sector, including
local government entities. Gaps have been identified in the timeliness and relevance of support, and in how clear and well targeted the information is. These issues
represent a missed opportunity to address risks early and achieve efficiencies, and may be limiting the effectiveness of regulatory and associated policy outcomes. These
practical challenges were also found to increase compliance costs and risks, and mean intended benefits may not be achieved.
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Strategic engagement and communication to promote compliance and performance

The 2023 Regulation and monitoring of local government audit noted that the Office of Local Government (OLG), in the former Department of Planning and Environment
at the time of the audit, had undertaken a range of sector support activities, consistent with its sector improvement and intervention framework. However, the audit found
the OLG lacked a structured and well communicated approach to delivering these activities. The audit also reported that the OLG was slow to finalise guidance for the
sector on key issues such as cyber security, risk management and internal audit. The Local Government 2022 report, which summarises findings from financial audits of
local councils, made a series of recommendations intended to further improve financial management and reporting capability across the sector, and encourage sound
governance arrangements and cyber resilience. The report also noted that 2021-22 had been a challenging year for many councils recovering from the impact of
emergency events, and facing cost and resourcing pressures.

The 2023 State heritage assets audit found that Heritage NSW’s initiatives could have been strengthened with more targeted outreach and engagement with government
entities that own or manage heritage listed (regulated) assets. The audit noted that government entities make up the largest group of state heritage asset owners. Audit
consultation identified varying levels of heritage management capability in government entities. The audit also found that Heritage NSW’s activities to support these
entities to comply with the requirement to maintain a heritage and conservation register had limited success.

The 2023 Cyber Security NSW: governance, roles and responsibilities audit noted that Cyber Security NSW, in the Department of Customer Service, has a remit to assist
local governments to improve cyber resilience, although it cannot mandate action. The audit found that the results of its engagement with the local government sector
had been mixed. The audit found at the time of reporting, that Cyber Security NSW did not have a strategic approach to guiding its efforts with the sector, for example,
through establishing a local government engagement plan or strategy.

Timely and targeted guidance to address common risks and repeat issues

The 2022 Building regulation: combustible external cladding audit found that the Department of Customer Service and former Department of Planning and Environment
did seek to work constructively with councils and provided high level advice on requirements. But the audit also found that it took more than two years before a model
process and detailed advice was provided to councils to encourage consistent processes. The audit reported that advice to councils, and to state government building
owners, should have been more timely on key issues to help avoid inconsistencies and weaknesses in the different processes adopted by the nine audited councils.

In the Government advertising 2021-22 audit, we recommended that the Department of Customer Service review its guidance and process to ensure they support
agencies to comply with requirements especially in common areas of deficiency, such as with respect to cost benefit analyses. Audited agencies not complying with
cost-benefit analysis requirements under the NSW Government Advertising Guidelines has been the main repeat issue: this was found in seven of the eight advertising
campaigns audited since 2018, and was reported as an issue in previous years’ audits.
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The 2018 Procurement and reporting of consultancy services audit observed that agencies rely on NSW Procurement to provide timely and tailored procurement
guidance and support, but found that agencies could benefit from more targeted support depending on the level of risk and size of procurement engagements. The audit
also found that NSW Procurement provided insufficient time for agencies to implement certain policy changes. In addition, instances of inconsistent or out-of-date
guidance were found, such as the definition of ‘consultants’ and thresholds for reporting on consultancy services. The 2023 NS\ government agencies’ use of
consultancy services audit found that NSW Procurement’s guidance for classifying and reporting on consulting expenditure remained ambiguous. Audit sampling
indicated that agencies were not interpreting the definition of consultant consistently, reducing data quality about spending on consultants.

4.4. Themes from recommendations to enhance stewardship of public sector compliance and
performance

Recommendations have been made to agencies in our audit reports to improve how effectively they lead and coordinate public sector agencies and local government
entities to meet their obligations. In summary, looking across the audits referred to in this section of this report, we have made recommendations along the following lines:

. clarify the overall approach with respect to policy priorities, strategic risks and capabilities

. improve oversight, particularly with more meaningful reporting on performance and robust accountability mechanisms

. establish effective approaches to monitoring entities' compliance and performance, including reasonable assurance of self-reported data including through clear
procedures for responding to risks, repeat under-performance and non-compliance

. improve the relevance and timeliness of support that promotes promote voluntary compliance and the achievement of objectives.
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5. Appendix one - Included reports 2018-2024
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342
341

FY

2023-24

2022-23
2022-23
2022-23
2022-23
2022-23
2022-23
2022-23

2022-23
2022-23

2021-22

2021-22
2021-22

2020-21
2020-21

Report name

Effectiveness of SafeWork NSW in exercising
its compliance functions

State heritage assets

Regulation of public native forestry

Local Government 2022

Regulation and monitoring of local government
NSW government agencies’ use of consultants
Government advertising 2021-22

Cyber Security NSW: governance, roles and
responsibilities

Internal Controls and Governance 2023

Effectiveness of the Biodiversity Offsets
Scheme

Building regulation: combustible external
cladding

Government advertising 2020-21

Compliance with the NSW Cyber Security
Policy

Government advertising 2018-19 and 2019-20

Support for regional town water infrastructure

Link

www.audit.nsw.gov.au/our-work/reports/effectiveness-of-safework-nsw-in-exercising-its-
compliance-functions

www.audit.nsw.gov.au/our-work/reports/state-heritage-assets

www.audit.nsw.gov.au/our-work/reports/requlation-of-public-native-forestry

www.audit.nsw.gov.au/our-work/reports/local-government-2022

www.audit.nsw.gov.au/our-work/reports/requlation-and-monitoring-of-local-government

www.audit.nsw.gov.au/our-work/reports/nsw-government-agencies-use-of-consultants

www.audit.nsw.gov.au/our-work/reports/government-advertising-2021-22

www.audit.nsw.gov.au/our-work/reports/cyber-security-nsw-governance-roles-and-resp
onsibilities

www.audit.nsw.gov.au/our-work/reports/internal-controls-and-governance-2023

www.audit.nsw.gov.au/our-work/reports/effectiveness-of-the-biodiversity-offsets-scheme

www.audit.nsw.gov.au/our-work/reports/building-regulation-combustible-external-claddi
ng

www.audit.nsw.gov.au/our-work/reports/government-advertising-2020-21

www.audit.nsw.gov.au/our-work/reports/compliance-with-the-nsw-cyber-security-policy

www.audit.nsw.gov.au/our-work/reports/government-advertising-2018—19-and-2019-20

www.audit.nsw.gov.au/our-work/reports/support-for-regional-town-water-infrastructure
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http://www.audit.nsw.gov.au/our-work/reports/government-advertising-2021%E2%80%9322
https://www.audit.nsw.gov.au/our-work/reports/cyber-security-nsw-governance-roles-and-responsibilities
https://www.audit.nsw.gov.au/our-work/reports/cyber-security-nsw-governance-roles-and-responsibilities
http://www.audit.nsw.gov.au/our-work/reports/internal-controls-and-governance-2023
http://www.audit.nsw.gov.au/our-work/reports/effectiveness-of-the-biodiversity-offsets-scheme
http://www.audit.nsw.gov.au/our-work/reports/building-regulation-combustible-external-cladding
http://www.audit.nsw.gov.au/our-work/reports/building-regulation-combustible-external-cladding
http://www.audit.nsw.gov.au/our-work/reports/government-advertising-2020-21
http://www.audit.nsw.gov.au/our-work/reports/compliance-with-the-nsw-cyber-security-policy
http://www.audit.nsw.gov.au/our-work/reports/government-advertising-2018-19-and-2019-20
http://www.audit.nsw.gov.au/our-work/reports/support-for-regional-town-water-infrastructure
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2018-19
2018-19
2018-19
2018-19
2018-19

201718

Report name

Managing native vegetation
Governance of Local Health Districts
Firearms regulation

Government advertising 2017-18

Procurement and reporting of consultancy
services

Regulation of water pollution in drinking water
catchments and illegal disposal of solid waste

Link

www.audit.nsw.gov.au/our-work/reports/managing-native-vegetation

www.audit.nsw.gov.au/our-work/reports/governance-of-local-health-districts

www.audit.nsw.gov.au/our-work/reports/firearms-regulation

www.audit.nsw.gov.au/our-work/reports/government-advertising-2017-18

www.audit.nsw.gov.au/our-work/reports/procurement-and-reporting-of-consultancy-servi

ces

www.audit.nsw.gov.au/our-work/reports/requlation-of-water-pollution-in-drinking-water-c
atchments-and-illegal-disposal-of-solid-waste

Note: * indicates reports that do not have a performance audit tabling number.
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0. Appendix two — About this report

Report objective

The objective this report is to highlight themes and generate insights about effective regulation from selected performance audit and special audit reports of government
agencies in New South Wales between 2018 and 2024. It aims to assist the public sector to learn from and respond to challenges faced by different parts of government
when working to enhance its regulatory effectiveness. This report also aims to inform our future audit program by identifying key areas of risk.

Analysis approach
The 19 audits in this report (see Appendix one) were selected for inclusion in this report to cover a diverse range of regulatory topics and frameworks, from central
agencies' oversight of public sector compliance with regulatory policies, to the regulation of third party activities by specialist regulatory agencies.

Thematic analyses including frequency counts were undertaken on the detailed findings and recommendations of the in-scope audits. NSW Government guidance
regulation and literature on regulatory good practice was referred to for context and assurance. Themes were then synthesised into the following four broad categories:

. governance, accountability and oversight
. data and information management

. procedures and decision-making

. support and guidance.

Themes were also collated against the Audit Office's approach to assessing the integrity of systems in terms of providing for 'good governance' and 'good advice'.

Report cost
The cost of this report was approximately $80,000 including staff costs and overheads.

auditoffice REGULATION INSIGHTS

OF NEW SOUTH WALES 2%




OUR VISION

Our insights inform and challenge
government to improve outcomes for
citizens.

OUR PURPOSE

To help parliament hold government
accountable for its use of public
resources.

OUR VALUES

Pride in purpose

Curious and open-minded
Valuing people
Contagious integrity

Courage (even when it's uncomfortable)
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