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AUDITOR-GENERAL'S FOREWORD 

My Cyber security insights 2025 report noted that modern governments' dependence on IT and 
global network interconnectivity has significantly raised cyber security risks. Incidents such as 
data theft, privacy breaches, and denial of access to essential systems can disrupt public 
services and erode trust in government. 

The ‘Cyber security in Local Health Districts’ report was completed in July 2025. I determined 
that it was not in the public interest to make the report public at that time. As such, I presented 
the report to Parliament on a confidential basis on 9 July 2025 to be published on 19 December 
2025, allowing NSW Health to take action in response to the report recommendations prior to 
publication. 

In the time since presentation of the confidential report, NSW Health has established a 
taskforce and progressed action in response to the report’s recommendations.  
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1. Executive Summary 

Context 
The New South Wales (NSW) public health system includes more than 220 public hospitals, 
community and other public health services. 15 Local Health Districts across NSW administer the 
hospitals and other health services. eHealth NSW was established in 2014 to provide statewide 
leadership on the planning, implementation and support of information communication technologies 
(ICT) and digital capabilities across NSW Health.  

Health service delivery is increasingly reliant on digital systems, which in turn requires the effective 
management of cyber security risks. Cyber attacks can harm health service delivery and may include 
the theft of information, breaches of private health information, denial of access to critical technology 
or even the hijacking of systems for profit or malicious intent. These outcomes can adversely affect the 
community and damage trust in government.  

Audit objective 
This audit assessed whether NSW Health is effectively safeguarding clinical systems, required to 
support healthcare delivery in Local Health Districts, from cyber threats. The audit assessed this with 
the following questions: 

1. Do relevant NSW Health organisations effectively manage cyber security risks to clinical 
systems? 

2. Do relevant NSW Health organisations effectively respond to cyber attacks that affect the 
clinical systems that are essential for service delivery? 

 

To focus the audit, 4 of the 15 Local Health Districts were selected for audit. These districts are 
referred to as ‘the audited Local Health Districts’ throughout this report. The audit further focused on 
one facility in each of the audited Local Health Districts that provided a common type of healthcare 
service. The names of the audited Local Health Districts, selected facilities and healthcare services 
are not disclosed. 

Conclusion 
NSW Health is not effectively managing cyber security risks to clinical systems that support 
healthcare delivery in Local Health Districts. In addition, Local Health Districts have not met the 
minimum NSW Government cyber security requirements that have been outlined in NSW Cyber 
Security Policy since 2019.  

Local Health Districts are not adequately prepared to respond effectively to cyber security incidents. 
Systemic non-compliance with NSW Government cyber security requirements, including maintaining 
adequate cyber security response plans, business continuity planning and disaster recovery for cyber 
security incidents, means that Local Health Districts could not demonstrate that they are prepared 
for, or resilient to, cyber threats. This exposes the risk that a preventable cyber security incident could 
disrupt access to healthcare services and compromise the security of sensitive patient information. 

eHealth NSW has not clearly defined or communicated its roles and the expected roles of Local 
Health Districts regarding cyber security. This has led to confusion amongst Local Health Districts on 
the cyber security risks they manage, including for crown jewel assets (the ICT assets regarded as 
valuable or operationally vital for service delivery), and identifying and mitigating critical 
vulnerabilities, threats and risks. Local Health District management of cyber security is hampered by a 
lack of support, coordination and oversight from eHealth NSW in cyber security matters. 
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Key findings 
Local Health Districts do not manage cyber security risks effectively 

Local Health Districts generate, use and maintain large volumes of sensitive personal and health 
information about patients. The NSW Cyber Security Policy sets out an expectation that cyber security 
efforts are commensurate with the potential effect of a successful cyber breach. Under NSW Health 
policy, Local Health Districts, in collaboration with eHealth NSW, are responsible for managing cyber 
security and resourcing a fit-for-purpose cyber security function. The current NSW Cyber Security 
Policy 2023–2024 recognises that agencies providing critical or high-risk services, such as Local 
Health Districts, should implement a wider range of controls and aim for broader coverage and 
effective implementation of additional controls. 

However, the audited Local Health Districts have not complied with the minimum requirements of the 
NSW Cyber Security Policy since it was introduced in 2019. None of the four districts had effective 
cyber security plans. Local Health Districts that do not have effective cyber security plans cannot 
articulate their approach to managing cyber security risks and are not adequately prepared to respond 
to and manage cyber security risks and incidents.  

Local Health Districts do not have plans and processes in place to respond effectively to a cyber 
attack 

None of the audited Local Health Districts had effective cyber security response plans. Nor did Local 
Health District business continuity plans and disaster recovery plans consider cyber security risks. 
Local Health Districts that do not have effective cyber security response, disaster recovery or business 
continuity plans that include considerations of cyber security, may not be able to safeguard clinical 
systems against potential cyber security incidents. This may also hamper responses during an 
incident because roles and responsibilities may not be understood, and actions to address cyber 
security incidents may not be undertaken as quickly as required, affecting the delivery of services to 
patients.  

NSW Health has not clearly communicated cyber security roles and responsibilities amongst 
NSW Health organisations  

eHealth NSW coordinates cyber security matters within NSW Health. However, eHealth NSW has not 
clearly defined and communicated its roles and the expected roles of Local Health Districts for cyber 
security. This has led to confusion amongst Local Health Districts on the cyber security risks they 
manage, including for crown jewel assets (the ICT assets regarded as valuable or operationally vital for 
service delivery) and identifying and mitigating critical vulnerabilities, threats and risks. 

eHealth NSW does not provide Local Health Districts with sufficient support to manage cyber 
security risks, and Local Health Districts have not applied the tools provided by eHealth NSW to 
all clinically important systems 

eHealth NSW has developed and distributed cyber security frameworks, guidance and training to all 
Local Health Districts. eHealth NSW has developed whole-of-system tools to meet key requirements 
of the NSW Cyber Security Policy and improve the effectiveness of Local Health Districts’ cyber 
security activities. These tools include risk assessment frameworks. However, eHealth NSW has not 
ensured that its tools have been implemented in Local Health Districts, nor whether Local Health 
Districts have the capability or capacity to do so.  

In the audited Local Health Districts, the effectiveness of eHealth’s cyber threat identification tools is 
hampered by incomplete application to all clinically important ICT assets. This means that critical 
systems used by Local Health Districts to deliver, or support the delivery of, clinical treatment are not 
effectively protected from cyber security incidents. 
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Local Health Districts do not have an effective cyber security culture 

In all audited Local Health Districts, critical cyber security controls are not consistently applied by 
clinical staff who perceive a tension between the urgency of clinical service delivery and the 
importance of cyber security policies. This has led to normalisation of non-compliance with cyber 
security controls. This audit observed clinical staff non-compliance at all audited Local Health 
Districts with multiple cyber security controls that Local Health Districts had put in place.  

Despite known systemic non-compliance by clinical staff, the audited Local Health Districts have not 
assessed the effectiveness of the controls they have put in place, nor have they identified any 
alternatives that might balance the need for clinical urgency with effective cyber security practice. In 
addition, they have not considered investing in alternative ICT solutions that better meet the needs of 
clinical staff while also addressing cyber security concerns.  

NSW Health’s Cyber Security Policy attestation lacks transparency on the level of cyber security 
capability within the health system 

The NSW Cyber Security Policy requires an agency head to attest to the agency’s compliance with the 
policy. In 2023, eHealth NSW surveyed all NSW Health organisations, including Local Health Districts, 
on their self-assessed maturity against the NSW Cyber Security Policy in developing a summary 
assessment for NSW Health to inform its attestation of NSW Cyber Security Policy compliance. That 
summary showed that Local Health Districts had immature cyber security controls, including for the 
Essential Eight controls – the most effective set of controls identified by the Australian Cyber Security 
Centre.  

However, in 2024, the survey was not completed, so NSW Health aggregated its assessment of 
whether NSW Health organisations had met NSW Cyber Security Policy requirements. This audit 
identified systemic Local Health District non-compliance with NSW Cyber Security Policy. The 2024 
attestation therefore obscures the risks that exist in Local Health Districts. If NSW Health continues to 
attest to Cyber Security Policy compliance in the aggregate, the risk is that neither NSW Health nor 
Cyber Security NSW fully understand where and what the cyber security risks are across NSW Health 
organisations.  
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Recommendations 
The Ministry of Health should: 

1. by October 2025, collate and validate information on compliance with NSW Cyber Security 
Policy by each entity that reports to or via the Ministry of Health prior to annual attestation 

 

2. by December 2025, finalise and communicate cyber security roles and responsibilities within 
the NSW Health system. 

By December 2025, eHealth NSW should: 

3. work with the Ministry of Health to develop clear guidance for Local Health Districts on the 
obligation to manage the need to deliver clinical services while meeting critical cyber security 
requirements 

4. determine and apply sufficient resources to support the Privacy and Security Assessment 
Framework and Cyber Security Risk Assessments in Local Health Districts 

5. support Local Health Districts to improve cyber security capability by  

a) articulating a whole-of-health cyber security risk appetite statement 

b) providing direct assistance to localise centrally developed tools and frameworks 

c) ensuring all Local Health District crown jewel assets are monitored by the Health 
Security Operations Centre. 

 

By December 2025, Local Health Districts should: 

6. design and implement a fit-for-purpose cyber security risk management framework 
incorporating: 

a) an enterprise cyber security risk appetite statement, which aligns with the whole-of-
health statement 

b) complete up-to-date cyber security and cyber security response plans, which are 
regularly tested and updated 

c) investment in establishing and maintaining the Essential Eight cyber controls 

d) cyber security controls that identify and address the root causes of non-compliance  and 
balance the need for clinical urgency with effective cyber security 

e) consideration of cyber security needs in the implementation of any new clinical systems.  
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2. Introduction 

2.1. The importance of cyber security risk management 

Increasing digitisation of healthcare related information and systems has increased the risk of cyber 
security threats over time. NSW Health handles and manages sensitive information. In healthcare 
settings, there are numerous types of sensitive information that could be attacked for financial gain.  
Potential targets of cyber security attacks and breaches could include personal health information, 
research information and web-enabled medical devices. This information can be found in government 
systems as well as third-party applications. NSW Health reports that healthcare is the most breached 
industry in Australia, and health data is 50 times more valuable than credit card data on the dark web. 

In 2020, as part of a business case for additional investment in cyber security, NSW Health reported 
that it analysed 58 billion activity and systems logs each month. This included 401,000 security events 
across 2019–2020, and 41,419 events validated as cyber security incidents that were investigated and 
responded to. The effects of cyber security incidents across NSW Health could be significant.  

2.2. Relevant NSW Health organisations 

Ministry of Health 
The Ministry of Health supports the executive and statutory roles of the Health Ministers and is led by 
the NSW Health Secretary. The Ministry of Health undertakes regulatory functions, public health 
functions and public health system manager functions in statewide planning, purchasing and 
performance monitoring and support of health services, including the Local Health Districts. 

eHealth NSW 
eHealth NSW provides statewide leadership on the design, delivery and management of ICT-led 
healthcare. It is one of several organisations set up under the Health Administration Corporation to 
provide shared support services to the health system. eHealth NSW partners with Local Health 
Districts and other NSW Health organisations by managing and supporting enterprise-wide 
information and communication technology (ICT) systems. In collaboration with Cyber Security NSW, 
eHealth NSW manages the central cyber security functions of NSW Health. eHealth NSW’s Chief 
Executive is the NSW Health Chief Information Officer. eHealth NSW also supplies the NSW Health 
Chief Information Security Officer.  

Local Health Districts 
Local Health Districts manage public hospitals and health facilities and are responsible for providing 
health services in a wide range of settings across NSW. There are 15 Local Health Districts across 
NSW, all of which use a vast number of ICT to facilitate the delivery of essential health services. Local 
Health Districts are separate, board-governed statutory corporations but are subject to governance, 
oversight and control by the Secretary of NSW Health. Under NSW Health policy, and in collaboration 
with eHealth NSW, Local Health Districts are responsible for managing cyber security and resourcing 
a fit-for-purpose cyber security function. 
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2.3. Legislative and policy framework for cyber security 

NSW Cyber Security Policy 
Cyber Security NSW is responsible for developing the NSW Cyber Security Policy, which sets out 
mandatory requirements for NSW Government agencies to ensure that cyber security risks to their 
information and systems are properly managed. Each year, NSW Government agencies are required to 
self-assess against the NSW Cyber Security Policy and report that assessment to Cyber Security NSW. 
In the past this has included a maturity assessment. The most recent policy, issued in February 2024, 
requires agencies to report whether they have achieved policy requirements. For the first attestation 
round in October 2024, agencies were asked to submit a baseline assessment of compliance with 
mandatory requirements. 

The NSW Cyber Security Policy recognises that ‘agencies that provide critical or higher-risk services 
and hold higher-risk information should implement a wider range of controls and aim for broader 
coverage and effective implementation of those controls’. This guidance is relevant to Local Health 
Districts due to the critical nature of healthcare services, as well as the private and sensitive nature of 
the information held by Local Health Districts.  

Key requirements of the NSW Cyber Security Policy, since its introduction in 2019, include 
identification of crown jewel systems (the most valuable and operationally vital systems or 
information in an organisation), cyber security considerations in business continuity and disaster 
recovery planning, and implementation of the Essential Eight cyber controls. The Essential Eight cyber 
controls were developed by an Australian Government agency, the Australian Cyber Security Centre, 
in 2017. The Australian Cyber Security Centre identified the Essential Eight model as the most 
effective set of controls. An entity implementing these controls would be well placed to protect itself 
from many cyber threats. The Essential Eight controls are: 

1. patch applications 
2. patch operating systems 
3. implement multi-factor authentication 
4. restrict administration privileges 
5. implement application control 
6. securely configure Microsoft Office macro settings 
7. implement user application hardening 
8. maintain backups of important data, software and configuration settings. 
 

Other cyber security risk management guidance and frameworks 
Other sources of good practice may inform approaches to identifying and managing cyber security 
risks. These include Australian Cyber Security Centre resources, the US National Institute of 
Standards and Technology Framework for Improving Critical Infrastructure Cybersecurity, and relevant 
Australian and International Organization for Standardization standards, including ISO 27001 
Information Security, Cybersecurity and Privacy Protection.  

NSW privacy law 
Under NSW privacy laws, Local Health Districts are legally obliged to protect the security of personal 
and health information. Personal information is information about an individual whose identity is 
apparent or can reasonably be ascertained from the information. Health information is a specific type 
of personal information that includes information about physical or mental health or disability. 

  



 

NSW Auditor-General's Report to Parliament | Cyber security in Local Health Districts 2025 | Introduction 

7 

The Privacy and Personal Information Protection Act 1998 (NSW) and the Health Records and 
Information Privacy Act 2002 (NSW) require that Local Health Districts holding personal or health 
information must ensure that the information is protected by taking such security safeguards as are 
reasonable in the circumstances against loss, unauthorised use, modification or disclosure and 
against all other misuse. The legislation also requires that Local Health Districts ensure information is 
kept no longer than necessary, disposed of securely and that organisations act reasonably within their 
power to ensure that when sharing information, they prevent unauthorised use or disclosure of 
personal or health information.  

Australian critical infrastructure law 
The Security of Critical Infrastructure Act 2018 (Cth) (the SOCI Act) aims to provide a framework to 
protect critical infrastructure from risks, including cyber security risks. The SOCI Act designates 
several NSW hospitals as critical hospital infrastructure assets. This means that NSW Health and the 
Local Health Districts that operate the hospitals are required to comply with cyber risk management 
policies set out in the SOCI Act. Regarding cyber security, this includes achieving a minimum level of 
cyber security controls and incident reporting.   

2.4. Audit focus  

This performance audit is concerned with whether NSW Health effectively safeguards the clinical 
systems that are required to support healthcare delivery in Local Health Districts from cyber threats. 
As a result, the audit focused on assessing the performance of four Local Health Districts through the 
lens of one selected critical clinical service which is delivered at four hospital facilities within those 
Local Health Districts. See Appendix 2 for more information about the selection of the clinical service 
and Local Health Districts. 

The audited clinical service, hospital facilities and Local Health Districts remain confidential so that 
risks, vulnerabilities and challenges can be identified and described within this audit report without 
placing the audited Local Health Districts at increased risk of a targeted cyber attack. This audit also 
considers whole-of-system planning, information sharing, guidance, support and performance 
monitoring of cyber security practices within the Ministry of Health and eHealth NSW. 
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3. Managing cyber security risks to clinical 
systems 

Clinical systems are required to deliver health services to people presenting to hospitals, community 
health services and other health services. Disruptions to clinical services caused by cyber attacks can 
disrupt the delivery of health services. This audit focused on one area of clinical service delivery in four 
Local Health Districts to understand how effectively the districts manage cyber security risks to the 
clinical systems used for that area of clinical service delivery.  

This chapter looks at how roles and responsibilities relating to cyber security are defined in NSW 
Health. It examines funding for cyber security activities, considers how Local Health Districts identify 
the information and communication technology (ICT) assets that require protection, and assesses 
how Local Health Districts understand the vulnerabilities of clinical systems to cyber threats. It also 
considers whether Local Health Districts have built and maintained a strong culture of cyber security. 
This is important because most cyber security attacks are the result of people-related factors rather 
than technical weaknesses. 

3.1. Cyber security responsibilities and funding  

Cyber security roles and responsibilities between eHealth NSW and Local Health Districts are 
not clearly understood 

In 2024, eHealth NSW developed a cyber security roles and responsibility framework, which replaced 
a process whereby individual memoranda of understanding were signed with Local Health Districts. 
eHealth NSW expects to continuously update the framework as new cyber security requirements and 
processes emerge rather than at set intervals. In April 2024, an early draft of the framework was 
circulated to Local Health District Chief Information Officers for comment. In January 2025, the 
document was published on the NSW Health intranet. 

The cyber security roles and responsibility framework sets out the responsibilities of eHealth NSW and 
Local Health Districts against the mandatory requirements of the NSW Cyber Security Policy and 
implementation of the Essential Eight controls. The framework outlines how eHealth NSW can help 
Local Health Districts meet requirements by listing eHealth NSW products and services that are 
available to NSW Health organisations to procure. It also provides relevant resource links. The 
framework does not set out eHealth NSW’s responsibilities for cyber security that exist outside of its 
relationship to Local Health Districts. In this way the framework is not a complete description of cyber 
security roles and responsibilities in NSW Health. 

When interviewed as part of this audit, cyber security staff at the four audited Local Health Districts 
expressed varying levels of confusion about the role of eHealth NSW and were unaware of the 
development and position of the framework. There is an opportunity for eHealth NSW to better 
communicate the framework to ensure that cyber security gaps and vulnerabilities are not exposed 
due to a lack of understanding of roles and responsibilities. 

Neither eHealth NSW nor Local Health Districts meet cyber security benchmark spending 

A December 2024 NSW Government review of cyber security expenditure determined that an 
appropriate benchmark for NSW public sector cyber security expenses as a proportion of ICT 
expenses was nine per cent. Moreover, eHealth NSW reported that it spent $27.9 million on cyber 
security in 2023–24 or 2.15% of ICT expenses. Moreover, 35 full-time equivalent staff were employed 
in the cyber security area in this period. This complements significant contractor and consultant 
spending on cyber security. 



 

NSW Auditor-General's Report to Parliament | Cyber security in Local Health Districts 2025 | Managing cyber security risks to clinical systems 

9 

Most Local Health Districts in NSW reported to the review that they have one full-time equivalent staff 
member dedicated to cyber security. However, some larger districts have more staff in this area and a 
few Local Health Districts share cyber security resources. Local Health Districts spent on average 
$421,000 on cyber security in 2023–24 or about two per cent of ICT expenses. 

3.2. Identifying vital ICT assets for protection 

Most audited Local Health Districts consider the clinical importance of ICT assets when 
identifying crown jewels 

Since the creation of the NSW Cyber Security Policy in 2019, NSW Government agencies have been 
required to assess and identify crown jewels and classify systems according to risk and importance. 
Crown jewel systems are the most valuable and operationally vital systems or information in an 
organisation, and identifying them highlights their importance so that ICT staff can ensure that they are 
included and protected as part of cyber security management activities. eHealth NSW developed a 
Crown Jewel Framework to help Local Health Districts identify crown jewel systems.  

The framework includes considerations of clinical importance and the use of the ICT asset across, and 
its impact on, the NSW Health system.  However, eHealth NSW has not mandated the use of the 
framework, nor does it validate Local Health District use of the framework. eHealth NSW’s decision 
not to require Local Health Districts to utilise its framework raises the risk that Local Health Districts 
may not appropriately identify crown jewels, which could put them in breach of the policy and put their 
ICT assets at increased risk. 

eHealth NSW used this framework to identify 41 crown jewels for the whole of NSW Health, which 
includes two clinical systems it has identified as the responsibility of Local Health Districts. Each of 
the audited Local Health Districts has also identified these latter systems as crown jewels. Three of 
the four Local Health Districts included in this audit used eHealth’s Crown Jewel Framework to guide 
their identification of local crown jewel systems and considered clinical importance as part of their 
assessments. However, the other Local Health District did not utilise the framework to identify its 
crown jewels, because it assessed and identified crown jewel systems in 2021, before the framework 
had been created.   

3.3. Considering threats to ICT assets 

Audited Local Health Districts’ cyber threat intelligence monitoring systems provide them with 
an understanding of known system vulnerabilities 

The audited Local Health Districts monitor threats and vulnerabilities via subscription service updates 
that are generated by eHealth NSW, Cyber Security NSW, the Australian Government, and system and 
application vendors.  

This allows them visibility over missing patches or updates across ICT systems and applications, 
which can create opportunities for cyber attacks or incidents unless the missing patch or update is 
applied. 

Audited Local Health Districts could not demonstrate that patches and updates to clinical 
systems are timely nor informed by anticipated effects on clinical service delivery 

ICT staff at the audited Local Health Districts report that they work to ensure that they apply patches 
and updates to clinical systems in a way that does not affect clinical service delivery. This is 
appropriate to minimise downtime during hours when patients are being treated.  
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However, because ICT teams need to wait for a clinically appropriate time to apply system patches 
and updates, there is a risk that those systems may be vulnerable to the threats that the updates and 
patches are intended to address. This could result in attackers taking advantage of a known 
vulnerability to gain access to Local Health District ICT assets during the window of time between the 
vulnerability being identified, and its immediate resolution outside of clinical service deliver hours. 
Audited Local Health Districts could not demonstrate a patching routine or how that routine 
considered clinical service delivery.  

Most audited Local Health Districts use vulnerability and incident identification products 
designed to protect ICT assets from cyber security threats  

Local Health Districts can access several products that are designed to protect and provide cyber 
security for their ICT assets, including the Health Security Operations Centre and off-the-shelf 
products mandated for use. Cyber attacks on unprotected clinical systems could compromise the 
availability of clinical systems, records tampering and other outcomes that could harm patients.  

As required by NSW Health policy, most of the audited Local Health Districts use these products, but 
other Local Health Districts were unable to demonstrate that they used these tools consistently. 
eHealth NSW does not have direct visibility over which Local Health Districts use these tools and for 
which ICT assets. eHealth NSW uses these tools for NSW Health Crown Jewel Assets.  

Local Health Districts do not consistently assess new or existing ICT assets for security threats  

In 2015 eHealth NSW established the Privacy and Security Risk Assessment Framework (PSAF) to 
address cyber security policy requirements. eHealth NSW provides the assessment, which identifies 
security and privacy threats during an ICT project and assists with the establishment of appropriate 
security controls to safeguard information assets. The PSAF is not mandatory, but eHealth NSW 
recommends Local Health Districts use it for all ICT system procurement and major updates.   

There are many legacy ICT systems in the NSW Health network. For this reason, eHealth NSW 
recommends that Local Health Districts also consider applying the PSAF to legacy systems that were 
implemented prior to the creation of the PSAF. ICT assets that do not undergo this assessment may be 
more exposed to threats and may not have appropriate plans in place to address cyber security risks.  

The audited Local Health Districts do not undertake PSAF assessments for all new procurements or 
updates and have not assessed their legacy ICT systems. This raises the risk that Local Health 
Districts do not understand and may not implement appropriate controls for these ICT systems. 
Consequently, these ICT assets may be more vulnerable to cyber attack. 

In the last three years, the audited Local Health Districts have completed at least 15 PSAFs and, as of 
April 2025, were waiting for a further eight PSAFs. They have not applied the PSAF to the many legacy 
systems they operate. While the Local Health Districts find the PSAF process useful, the main barriers 
to using it more regularly are: 

• the high cost of undertaking the PSAF process, with costs between $4,550 and $30,000 and up 
to $60,000 with additional testing 

• the considerable time it takes to complete the process (one audited Local Health District 
reported that a PSAF request was open with eHealth NSW for almost a year before support was 
provided). 

 

eHealth NSW created the Cyber Security Risk Assessment for Local Health Districts without 
assessing their capability to conduct the assessments 

In 2023, eHealth NSW implemented the Cyber Security Risk Assessment to address Local Health 
Districts commissioning variable and less comprehensive security assessments than the PSAF. It was 
also intended to be a less intensive assessment for smaller or less critical ICT assets that do not 
require a PSAF assessment according to an eHealth NSW-administered risk assessment.  
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The Cyber Security Risk Assessment is undertaken by local ICT staff within Local Health Districts. 
eHealth NSW does not provide support or validate the work of these staff. One of the four audited 
Local Health District reports that it is not using the Cyber Security Risk Assessment as it considers it a 
draft tool. The remaining three districts provided limited evidence that they use the Cyber Security Risk 
Assessment. Additional validation and any resulting calibration of the Cyber Security Risk Assessment 
by eHealth NSW would help ensure that there is consistency in practice across Local Health Districts 
and help ensure that there are adequate cyber security controls in place consistent with risk. Local 
Health Districts that do not undertake a PSAF or a Cyber Security Risk Assessment are not assessing 
their ICT assets for cyber security threats. 

3.4. Cyber security culture in Local Health Districts 

Clinical staff in Local Health Districts frequently disregard cyber security controls, and audited 
Local Health Districts have not addressed non-compliance  

Local Health Districts operate within a culture of clinical urgency, where the time critical treatment of 
patients takes precedence. This has led to normalisation of non-compliance with cyber security 
controls. The Audit Office identified systemic non-compliance with cyber security controls 
consistently across the audited Local Health Districts. Exhibit 1 contains Audit Office observations of 
non-compliance with cyber security controls.  

Exhibit 1: Observed and reported non-compliance with cyber security controls 

Uploading, saving or storing patient information outside of secure systems and applications: ICT staff at 
the audited Local Health Districts advised that, despite implementing rules for clinicians not to save and host 
patient information on their own devices outside of clinical systems, clinicians often did so. Further, some 
clinicians uploaded patient information to unsecured systems and applications. Although both clinical and 
ICT staff at Local Health Districts acknowledge that clinicians engaging in this practice do so to facilitate the 
delivery of clinical services to patients, hosting private patient information and data outside of secure 
authorised environments makes a cyber security incident or attack much more likely to occur. Local Health 
District ICT staff advised that it is difficult to raise this issue directly with the clinical staff engaging in these 
practices because of siloed environments and management structures between clinical and operational staff, 
and a lack of understanding of the risks involved.    
 

Lack of secure solutions for information sharing between Local Health District clinical services and 
other healthcare providers, such as general practitioners: Clinicians at the audited Local Health Districts 
use outdated communication tools (such as fax machines) to provide and receive patient referrals and share 
patient information. Moreover, fax is often the only secure option for referring doctors to provide referrals, as 
emails are not a secure method to send or receive private patient information. However, clinical staff also 
report that they use emails to share patient information because there is a lack of other options to share 
information with other clinicians or provide information directly to patients. 
 

Leaving computers ‘logged in’ when unattended: For clinical staff, who move between clinical spaces and 
use multiple systems while providing services to patients, logging in and out of computers and devices is a 
frequent requirement. Clinical staff can be logging in and out of devices and systems several times in a short 
period of time. This is cumbersome and disruptive because it interrupts their clinical processes and forces 
them to stop and re-start their tasks. Additionally, audited Local Health District staff reported that some 
clinical systems can be slow and require long and complicated passwords that can add even more time to the 
process of logging in and out of systems while providing clinical care. As a result, staff regularly do not log out 
of systems.   

Source: Audit Office of New South Wales fieldwork in Local Health Districts. 
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Consistent with broader industry experience, ICT staff in the audited Local Health Districts reported 
that the human element, such as mistakes or non-compliant behaviour, is a more concerning and 
challenging cyber security risk than any of the other risks they face in maintaining effective cyber 
security. Despite being aware of clinical staff’s systemic non-compliance with cyber security controls, 
the audited Local Health Districts have not undertaken work to assess the effectiveness of the 
controls, nor have they investigated alternatives that may balance the need for clinical urgency with 
effective cyber security. For example, some Local Health Districts in NSW have attempted to address 
the issue of leaving computers logged in while unattended by providing log-ins to computers via 
physical access cards, which can be swiped to log in to a computer.  

Local Health Districts could do more to resource, plan, and implement systems and practices that 
address the clinical environment, and support and enable clinical staff to deliver healthcare services 
in a way that does not compromise cyber security. 

Annual cyber security awareness training is mandatory for all NSW Health employees 

As of October 2024, all NSW Health staff must complete annual mandatory cyber security training. 
Previously, following the launch of the training in 2021, staff were required to complete the mandatory 
training every two years. In April 2025, most Local Health Districts achieved mandatory cyber security 
training completion rates over 70% against a statewide benchmark of 85%.  

In 2024, eHealth NSW developed cyber security awareness materials. The audited Local Health 
Districts use this material to encourage staff to complete mandatory training, comply with cyber 
security policies, provide cyber security tips, and notify staff about workshops and lunch and learn 
sessions. eHealth NSW has not evaluated the use of cyber security materials. 

Local Health Districts embed a systems administrator to provide technical support for crown 
jewel ICT systems, but roles and responsibilities are not always clear 

In all the audited Local Health Districts, technical systems administrators are embedded within a 
clinical service area that utilises a crown jewel ICT system to facilitate clinical service delivery. The 
embedded systems’ administrators provide direct support to the crown jewel ICT system. However, 
they do not focus on cyber security needs and requirements. Further, the lines of responsibility 
between embedded staff and Local Health District ICT teams are not formalised.  

Local Health Districts that do not have formal arrangements between their ICT teams and specialist 
ICT embedded staff are vulnerable to governance and cyber security-related risks. Without formal 
arrangements, it is not clear how or whether the crown jewel system is protected against cyber 
security threats, or who is responsible for responding to incidents relating to this system. Additionally, 
in the absence of documented and agreed expectations for information sharing, embedded staff may 
be operating outside of approved or appropriate ICT and cyber security policies.  

Cyber security reporting to Local Health District executives focuses on technical compliance 
activities and does not report all key risks 

The audited Local Health Districts do not consistently or sufficiently report to their board or executives 
on their cyber security performance and progress. Only one audited Local Health District provided 
evidence of regular and thorough reporting to executives. The remaining three report on their progress 
in implementing the Essential Eight mitigation strategies. However, their audience and the level of 
detail surrounding reporting on other cyber security-related activities varied.  

None of the audited Local Health Districts reported on the risk relating to clinical staff non-compliance 
with cyber security controls identified in Exhibit 1. In other words, executives do not receive 
information about key risk areas relating to cyber security and therefore do not have the ability to 
mitigate such risks, or to make informed decisions about cyber security, including resourcing, 
procurement and risk management.  
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4. Responding to cyber security attacks 

This chapter reports on whether Local Health Districts respond to cyber attacks effectively. First, it 
considers the strength of cyber security controls in Local Health Districts and their capacity to 
implement them. Second, the chapter looks at how Local Health Districts monitor and detect cyber 
security incidents. Finally, it considers how well Local Health Districts plan for a cyber security 
incident. This is essential to ensure that if a cyber security incident does occur, the Local Health 
District is able to either continue delivering services or that any downtime that results from the 
incident is minimised. 

4.1. Cyber security controls 

None of the audited Local Health Districts demonstrated consideration and implementation of 
cyber controls beyond the minimum requirements for NSW Government agencies 

As of 2019, the NSW Cyber Security Policy has required NSW Government entities to define, establish, 
implement and maintain controls across various information and communication technology (ICT) 
assets to protect them from cyber threats. In October 2023, as part of the attestation process under 
the 2021–2022 NSW Cyber Security Policy, the audited Local Health Districts reported to eHealth NSW 
and to Cyber Security NSW a low level of maturity implementation of the Essential Eight controls and 
other policy requirements. The audited Local Health Districts did not make an assessment against the 
2023–2024 Cyber Security Policy, which requires implementation of the Essential Eight cyber controls.  

NSW Health received $15.96 million over the three years to December 2025 for its Essential Eight uplift 
program. The funding is targeted towards lifting cyber security maturity against the Essential Eight for 
NSW Health’s crown jewel systems. NSW Health determined that the money received was not 
sufficient to fund maturity uplift of crown jewels identified by Local Health Districts and other NSW 
Health organisations that were not also identified by eHealth NSW. Instead, eHealth NSW provided 
Local Health Districts with case studies and generic tools developed for the NSW Health uplift 
program to assist Local Health Districts complete their own uplift programs using existing funds. 

The audit found limited evidence that the audited Local Health Districts considered and implemented 
controls beyond the Essential Eight since the October 2023 assessment. The NSW Cyber Security 
Policy recognises that ‘agencies that provide critical or higher-risk services and hold higher-risk 
information should implement a wider range of controls and aim for broader coverage and effective 
implementation of those controls’. Given that Local Health Districts hold large volumes of personal 
and health information, this implementation of cyber controls is insufficient. 

NSW Health risks non-compliance with federal cyber security requirements 

The Security of Critical Infrastructure Act 2018 (Cth) (the SOCI Act) aims to provide a framework to 
protect critical infrastructure from risks, including cyber security risks. Several hospitals in NSW are 
designated critical hospitals for the purpose of the SOCI Act. Consequently, Local Health Districts and 
NSW Health more broadly are required to meet risk management and reporting requirements under 
the SOCI Act.  

However, as with the NSW Cyber Security Policy, not all SOCI requirements are enforced as affected 
entities work to improve cyber security. eHealth NSW reports that it is currently unable to meet SOCI 
Act requirements and will not be able to comply with the requirements when they are enforced in the 
future without further action and investment.  
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NSW Health attested to the NSW Cyber Security Policy requirements in 2024 without validating 
the accuracy of Local Health District responses 

The NSW Cyber Security Policy requires an agency head to attest to the agency’s compliance with the 
policy. In 2023, eHealth NSW surveyed all NSW Health organisations, including Local Health Districts, 
on their self-assessed maturity against the NSW Cyber Security Policy in developing a summary 
assessment for NSW Health. However, this was not done in 2024 for the baseline assessment of 
whether NSW Health met the requirements of the latest version of the Cyber Security Policy.  

This audit identified Local Health District non-compliance with NSW Cyber Security Policy. The 
October 2024 NSW Health attestation provides an aggregate assessment of whether it has met, 
partially met or not met mandatory requirements of the 2024 Cyber Security Policy across the 32 NSW 
Health organisations, including the 15 Local Health Districts. The attestation obscures the cyber 
security risks that exist for each Local Health District. As a result, NSW Health and Cyber Security 
NSW may not fully understand cyber security risk in this part of the health system, and decision-
makers may not fully understand NSW Health’s cyber security needs or risks around resource 
allocation decisions. eHealth NSW proposes taking this same approach for NSW Health’s 2025 
attestation.   

4.2. Monitoring and detecting cyber security incidents 

The audited Local Health Districts rely on the Health Security Operations Centre to monitor and 
detect potential cyber security incidents, but they do not use the Centre to monitor all of their 
crown jewel assets 

Since 2016, the Health Security Operations Centre has constantly monitored threat intelligence for 
NSW Health systems. Local Health Districts upload logs from systems, applications and devices to 
the Health Security Operations Centre, which analyses the logs to detect potential cyber security 
incidents. Once the Centre identifies a potential cyber security incident, it generates an alert for 
investigation and response. Local Health District staff then investigate the incident, determining 
whether the Health Security Operations Centre has identified an actual threat for response and action, 
or if it is a false alarm.  

The audited Local Health Districts do not supply all of their crown jewel ICT asset logs to the Health 
Security Operations Centre. Thus some crown jewel systems do not receive the same level of 
monitoring as other important health systems. This increases the risk of a successful cyber attack that 
could affect clinical service delivery.   

eHealth NSW does not formally monitor whether the Health Security Operations Centre meets 
notification and triage performance requirements, but reports that it has not identified any major 
incidents that the Health Security Operations Centre failed to flag for further investigation. 

The time it takes for the Health Security Operations Centre to resolve potential cyber incidents 
has doubled since January 2024 

The Health Security Operations Centre records the time it takes for Local Health Districts to resolve 
potential cyber incidents. From 1 January 2024 to 28 February 2025, the average time taken by Local 
Health District and eHealth NSW teams to resolve potential cyber incidents has approximately 
doubled. This creates the risk that Local Health Districts are not addressing threats in a timely way to 
reduce exposure to cyber threats and incidents. During the same period the number of potential cyber 
incidents rated high or critical remained stable and were a small proportion of the incidents 
investigated by the Health Security Operations Centre. In addition, the number of cyber incidents 
remained stable overall. 
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4.3. Preparedness for cyber security attacks 

Three of the four audited Local Health Districts do not have a cyber security plan 

Since 2021, NSW cyber security policies have required NSW Government agencies to develop a cyber 
security plan or strategy. Such a plan should describe an organisation’s principles, objectives and 
priorities for cyber security. It should set out how organisations intend to approach the management 
of cyber security risks, and how they will identify and manage them.  

None of the audited Local Health Districts has a complete cyber security plan.  One Local Health 
District has an incomplete plan. The remaining audited Local Health Districts do not have a cyber 
security plan at all. Without a cyber security plan, Local Health Districts cannot demonstrate how they 
are prepared for and will manage cyber security risks, who is responsible for managing cyber security 
incidents, and the risks and threats to their ICT assets. The audited Local Health Districts are not 
adequately prepared for cyber security incidents.  

Audited Local Health District cyber security response plans are outdated, of poor quality and not 
fit-for-purpose 

The Cyber Security Policy requires NSW Government agencies to maintain a cyber incident response 
plan. Cyber incident response plans identify how entities will respond to cyber security incidents. 
Three of the four audited Local Health Districts have a cyber security incident response plan. One is 
currently yet to finalise a cyber security incident response plan.  

The audited Local Health Districts’ cyber security incident response plans are of low quality because 
they are not clear on escalation procedures, they include out-of-date details and they do not contain 
plans to test the cyber security response plan using real-world scenarios. Additionally, audited Local 
Health Districts have not developed incident response playbooks that describe the actions staff 
should take to respond to specific types of cyber security incidents, as well as assigning roles and 
responsibilities for response.  

The risk of low-quality cyber security plans is that Local Health Districts may not be prepared for cyber 
security incidents and will not be able to respond effectively in the event that they do happen. Without 
further action, this could mean longer than expected unavailability of clinical services. 

Half of the audited Local Health Districts do not test their cyber security response plans, or 
develop playbooks to assign roles, responsibilities and actions to respond to cyber security 
incidents 

Two of the four audited Local Health Districts tested their cyber security response plans in the last 
three years. The lack of relevant, regularly tested and updated plans is a critical gap in Local Health 
District cyber security defences. In other words, audited Local Health Districts are not testing their 
capabilities, or the strength of their planned responses to cyber security incidents, by simulating a 
cyber incident to understand how they can learn and improve to ensure effective responses to cyber 
security incidents.    

Without regular testing, audited Local Health Districts do not know how robust their cyber security 
plans are. Consequently, Local Health Districts risk more negative and longer-lasting effects from 
cyber security incidents. 
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eHealth NSW conducted its first ever test of the overall NSW Health cyber security incident 
response plan in late 2024, but it did not include sufficient clinical involvement, nor test for likely 
scenarios such as a direct attack on a clinical service 

In October 2024, eHealth NSW conducted a desktop exercise to test the overall NSW Health cyber 
security incident response plan. This was the first time NSW Health had tested its response plan. 
Regular testing of cyber security incident response plans helps ensure that organisations are 
adequately prepared for a real cyber security incident. The NSW Cyber Security Policy requires that 
these exercises are conducted at least annually. eHealth NSW scoped the October 2024 test to focus 
on coordination between the Ministry of Health, eHealth NSW and NSW Health organisations, 
including Local Health Districts. The test scenario involved a data breach of a third party platform, 
including administrative and patient information.  

The post-exercise report found that there was room for improvement in how Local Health Districts 
coordinate with the Ministry of Health and eHealth NSW. For example, eHealth NSW did not provide 
the incident response playbooks and business continuity plan templates it had developed to Local 
Health Districts, leading to the inconsistent application of response processes. The report 
recommended eHealth NSW distribute its incident response templates to standardise and improve 
response procedures across NSW Health. It also made additional recommendations, including 
improving communication and role clarification, but there is no established mechanism to accept and 
then report back on recommendations from the exercise.  

Participants in the October 2024 exercise included chief information officers, cyber security 
specialists and technicians. Clinicians did not participate in the exercise and were not consulted on 
the findings or recommendations resulting from the exercise. This is an important gap, because while 
the participants should have a good understanding of health systems, clinicians can provide crucial 
validation of whether and to what extent the desktop exercise scenario might affect patient health and 
care. For the scenario tested – a data breach involving a third-party cloud platform – the absence of 
clinicians was appropriate. However, this low-stakes scenario that did not involve any potential direct 
consequences for patient care means that the robustness of the NSW Health cyber security incident 
plan has not been tested sufficiently with scenarios that could have significant detrimental effects on 
the community.   

Audited Local Health District disaster recovery planning and business continuity planning 
activities do not consider the impacts of cyber security incidents 

NSW Health policies require Local Health Districts to prepare a business continuity plan. Business 
continuity plans are important documents that set out how Local Health Districts can continue 
providing healthcare to people who need it when predictable events, such as floods, fire, storms and 
infrastructure failure (including cyber security incidents), occur. The NSW Cyber Security Policy 
includes a mandatory requirement for NSW Government entities to include cyber security in business 
continuity and disaster recovery planning.  

Local Health Districts have limited mention of cyber security in their business continuity and disaster 
recovery plans. However, these disaster recovery and business continuity plans do not include 
detailed actions that consider bringing systems back online, workarounds for continuing to deliver 
patient care, or diversion to other services, privacy and data breaches and notification schemes.   

In contrast with NSW Health’s cyber security incident response planning, the audited Local Health 
Districts were able to demonstrate a degree of clinical input into business continuity planning. There is 
thus a clear opportunity for Local Health Districts to share cyber intelligence and approaches and for 
eHealth NSW to demonstrate leadership to improve the standard of these documents with respect to 
cyber security.   

Local Health District disaster recovery plans complement business continuity plans. However, the 
audited Local Health Districts had incomplete or limited disaster recovery plans. Audited Local Health 
District disaster recovery plans did not clearly flow from or integrate with business continuity planning. 
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Appendix 1 – Response from entity 

Response from NSW Health 
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Appendix 2 – About the audit 

Audit objective and criteria 
This audit assessed whether NSW Health is effectively safeguarding the clinical systems that are 
required to support healthcare delivery in Local Health Districts from cyber threats. 

To address the audit objective, the following lines of inquiry and criteria were examined: 

1. Do relevant NSW Health organisations effectively manage cyber security risks to clinical 
systems? 
a) Relevant NSW Health organisations effectively consider the impact of a security incident 

on clinical systems and the subsequent effect on healthcare delivery when identifying 
critical data and information assets. 

b) Cyber security planning considers a comprehensive range of threats to Local Health 
District assets when developing plans. 

c) Local Health Districts’ management of cyber security risks does not disrupt access to the 
clinical systems that are required to support healthcare delivery. 

d) Local Health Districts demonstrate a strong culture of cyber security by ensuring that: 
i) clinical staff are aware of and responsive to cyber security considerations 
ii) clinical and non-clinical staff collaborate on cyber security issues. 

 

2. Do relevant NSW Health organisations effectively respond to cyber attacks that affect selected 
clinical systems that are essential for service delivery? 
a) Relevant NSW Health organisations effectively monitor the effectiveness of their cyber 

security controls. 
b) Relevant NSW Health organisations effectively detect cyber security incidents in a 

reasonable timeframe. 
c) Relevant NSW Health organisations effectively plan to respond to cyber incidents. 
d) Relevant NSW Health organisations continually update and evaluate response plans as 

required to ensure they are fit-for-purpose. 
 

Audit scope, focus and exclusions 
This audit focused on assessing the performance of four selected Local Health Districts – the audited 
Local Health Districts – through the lens of one selected clinical service that is delivered at four 
hospital facilities within those Local Health Districts. The audited Local Health Districts include one 
metropolitan location, one outer-metropolitan location and two regional locations.  

The audited clinical service was selected for its clinical importance. That is, any interruptions to the 
delivery of the selected clinical service could have detrimental impacts on patients if the issue is not 
resolved in 24 hours. Other factors were the accessibility of the selected service across NSW, the 
requirement to use clinical information and communication technology (ICT) systems to provide the 
service to patients, and services where Audit Office presence would not unduly elevate the risk of 
service disruption. 

Each audited Local Health District was selected according to the following criteria: whether its 
hospital facilities deliver the selected clinical service; whether hospital facilities rely upon staff from 
other jurisdictions in arrangements such as Visiting Medical Officers; and participation in research or 
medical trials to address potential weaknesses or strengths in cyber security management.  

The audited clinical service, hospital facilities and Local Health Districts remain confidential to ensure 
that risks, vulnerabilities and challenges can be identified and described within this audit report 
without placing impacted Local Health Districts at risk.  
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The audit did not question the merits of government policy objectives. 

Audit approach 
Our procedures included: 

1. Interviewing 
a) eHealth NSW staff: 

i) relevant executive officers 
ii) staff responsible for developing and providing cyber security-related guidance and 

advice to NSW Health entities. 
b) Audited Local Health District staff: 

i) relevant executive officers 
ii) ICT staff 
iii) clinical leaders and key clinical system users 
iv) operational staff at hospital facilities, including clinical and non-clinical staff who 

interact with clinical systems. 
2. Observing: 

a) staff interaction with clinical systems. 
3. Examining: 

a) relevant eHealth NSW and audited Local Health District cyber security and risk 
documents. 

  

The audit approach was complemented by quality assurance processes within the Audit Office to 
ensure compliance with professional standards.  

Audit methodology 
Our performance audit methodology is designed to satisfy Australian Auditing Standard ASAE 3500 
Performance Engagements and other professional standards. The standards require the audit team to 
comply with relevant ethical requirements, and plan and perform the audit to obtain reasonable 
assurance and draw a conclusion on the audit objective. Our processes have also been designed to 
comply with requirements specified in the Government Sector Audit Act 1983 and the Local 
Government Act 1993. 

Acknowledgements 
We gratefully acknowledge the cooperation and assistance provided by staff at eHealth NSW, the 
Ministry of Health and the audited Local Health Districts. 

Audit cost 
The estimated cost of the audit, including staff costs and overheads, is approximately $600,000. 
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Appendix 3 – Performance auditing 

What are performance audits? 
Performance audits assess whether the activities of state or local government entities are being 
carried out effectively, economically, efficiently and in compliance with relevant laws. 

The activities examined by a performance audit may include a government program, all or part of an 
audited entity, or more than one entity. They can also consider particular issues that affect the whole 
public sector and/or the whole local government sector. They cannot question the merits of 
government policy objectives. 

The Auditor-General’s mandate to undertake audits is set out in the Government Sector Audit Act 1983 
for state government entities, and in the Local Government Act 1993 for local government entities. 
This mandate includes audit of non-government-sector entities where these entities have received 
money or other resources (whether directly or indirectly) from or on behalf of a government entity for a 
particular purpose (follow-the-dollar). 

Why do we conduct performance audits? 
Performance audits provide independent assurance to the NSW Parliament and the public. 

Through their recommendations, performance audits seek to improve the value for money the 
community receives from government services. 

How are performance audits selected? 
When selecting and scoping topics, we aim to choose topics that reflect the interests of Parliament in 
holding the government to account. Performance audits are selected at the discretion of the 
Auditor-General based on our own research, suggestions from the public, and consultation with 
parliamentarians, agency heads and key government stakeholders. Our three-year performance audit 
program is published on our website and is reviewed annually to ensure it continues to address 
significant issues of interest to Parliament, aligns with government priorities, and reflects 
contemporary thinking on public sector management. Our program is sufficiently flexible to allow us 
to respond readily to any emerging issues. 

What happens during the phases of a performance audit? 
Performance audits have three key phases: planning, fieldwork and report writing.  

During the planning phase, the audit team develops an understanding of the audit topic and 
responsible entities, and defines the objective and scope of the audit. 

The planning phase also identifies the audit criteria. These are standards of performance against 
which the audited entity, program or activities are assessed. Criteria may be based on relevant 
legislation, internal policies and procedures, industry standards, best practice, government targets, 
benchmarks or published guidelines. 

During the fieldwork phase, audit teams require access to books, records or any documentation 
deemed necessary in the conduct of the audit, including confidential information which is either 
Cabinet information within the meaning of the Government Information (Public Access) Act 2009, or 
information that could be subject to a claim of privilege by the state or a public official in a court of 
law. Confidential information will not be disclosed, unless authorised by the Auditor-General. 

At the completion of fieldwork, the audit team meets with management representatives to discuss all 
significant matters arising from the audit. Following this, a draft performance audit report is prepared. 
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The audit team then meets with management representatives to check that facts presented in the 
draft report are accurate, and to seek input in developing practical recommendations on areas of 
improvement. 

A final report is then provided to the accountable authority of the audited entity(ies), who is invited to 
formally respond to the report. If the audit includes a follow-the-dollar component, the final report will 
also be provided to the governing body of the relevant entity. The report presented to the NSW 
Parliament includes any response from the accountable authority of the audited entity. The relevant 
Minister and the Treasurer are also provided with a copy of the final report for state government 
entities. For local government entities, the Secretary of the Department of Planning, Housing and 
Infrastructure, the Minister for Local Government and other responsible Ministers will also be provided 
with a copy of the report. In performance audits that involve multiple entities, there may be responses 
from more than one audited entity or from a nominated coordinating entity.  

Who checks to see if recommendations have been implemented? 
After the report is presented to the NSW Parliament, it is usual for the entity’s Audit and Risk 
Committee/Audit Risk and Improvement Committee to monitor progress in implementing 
recommendations. 

In addition, it is the practice of NSW Parliament’s Public Accounts Committee to conduct reviews or 
hold inquiries into matters raised in performance audit reports. The reviews and inquiries are usually 
held 12 months after the report is received by the NSW Parliament. These reports are available on the 
NSW Parliament website. 

Who audits the auditors? 
Our performance audits are subject to internal and external quality reviews against relevant Australian 
standards. 

The Public Accounts Committee appoints an independent reviewer to report on compliance with 
auditing practices and standards every four years. The reviewer’s report is presented to the NSW 
Parliament and is available on its website.  

Periodic peer reviews by other audit offices test our activities against relevant standards and better 
practice. 

Each audit is subject to internal review prior to its release. 

Who pays for performance audits? 
No fee is charged to entities for performance audits. Our performance audit services are funded by the 
NSW Parliament. 

Further information and copies of reports 
For further information, including copies of performance audit reports and a list of audits currently in 
progress, please see our website www.audit.nsw.gov.au or contact us on 9275 7100. 

http://www.audit.nsw.gov.au/
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