OOOOOOOOOOOOOOO

Data Breach
Management Policy

Version: 2.0
Date: Effective 6 January 2025
Review date: January 2027

®

‘ INSIGHTS FOR BETTER GOVERNMENT



U O

9.1
9.2
9.3
9.4
9.5
10.
10.1
10.2
10.3
1.
12.
13.
14.
15.

contents

Policy statement

Policy objective

Risk appetite statement

Policy scope

Legislative context and types of information
What is a data breach?

Types of notifications

Non-mandatory notifications

Mandatory notifications of eligible data breaches (personal information)
Other mandatory notifications

Preparing for a breach

Roles and responsibilities in responding to breaches
Responding to and reporting a data breach
Step 1. Contain the breach

Step 2. Assess the breach

Step 3. Evaluate the breach

Step 4. Identify who to notify

Step 5. Prevent a repeat.

Further guidance on notifications
Non-mandatory notifications

Mandatory notifications of ‘eligible’ breaches
Other mandatory notifications

Internal reporting

Record keeping requirements
Communication strategy

Contact point

Review

Document information

Document history

© ©W 00 00 N N O 6o & b D W W O DNDN 2 2@

11
11
11
12
12
13
13



auditoffice

Our insights inform and challenge government to improve outcomes for citizens OF NEW SOUTH WALES

1. Policy statement

In carrying out its statutory functions, the Audit Office has access to a significant amount of
information. Some of this is merely sighted during the course of an audit or other function, while other
data forms records retained by the Audit Office. Importantly, the information that the Audit Office holds
includes is sensitive information that must be protected in certain ways.

Data breaches need to be responded to quickly and assessed on a case-by-case basis depending on
the nature and context of the breach. A data breach can be due to one or several factors, such as
human error or a cyber security incident.

The purpose of this Data Breach Management Policy (the Policy) is to provide guidance to staff and
contractors of the Audit Office in the event of a data breach originating from the Audit Office, or third
parties contracted with the Audit Office.

2. Policy objective

This Policy aims to ensure that data breaches are contained, assessed, and responded to, as quickly
as possible. It also aims to ensure that our responses are effective in minimising risks to affected
parties and the Audit Office and are consistent with our legal obligations, including mandatory
notification requirements.

Detail on the steps to take when responding to data breaches are located in this Policy.

3. Risk appetite statement

The Audit Office has a low tolerance for the ineffective management of data breaches. The prompt
identification, containment, and mitigation of data breaches should be prioritised to minimise their
impact. Employees are expected to treat all incidents with the utmost importance and consult with
relevant parties within the Office when navigating and executing data breach response procedures.
Any potential breach will be addressed swiftly and diligently, and measures will be implemented to
prevent recurrence.

4. Policy scope

This Policy applies to all Audit Office employees (that is persons employed under the Award
conditions or on executive contract), and contingent workers.

This Policy covers requirements for responding to all types of data breaches as defined in section 5,
including but not limited to those where mandatory notification requirements apply.

Where a data breach is also a cyber security incident, the requirements of the Audit Office’s Cyber
Security Incident Management Policy also apply.

Note on third -party providers

The Audit Office has arrangements with third parties that hold or manage information on our behalf.
Arrangements include requirements that third party providers comply with privacy laws and provide
assurances to us with respect to notifying and cooperating with us in the event of a data breach.

Our Third Party Security Policy establishes control and mitigation processes to minimise risks
associated with potential security breaches. Our Audit Office’s Audit Service Provider (ASP) Manual
includes requirements on audit service providers in the event of a data breach.
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4.1 Legislative context and types of information

There are a number of legal requirements when it comes to the Audit Office’s handling of information
and our responses to data breaches. The requirements depend on the type(s) of information
breached.

Personal and health information

Personal Information is defined in section 4 of the Privacy and Personal Information Protection Act
1998 (NSW) (PPIP Act) as, information or an opinion about an individual whose identity is apparent or
can be reasonably ascertained. Formal identifiers such as Tax File Numbers are a form of personal
information. Under the PPIP Act, the Audit Office is required to manage personal information in
accordance with the Information Protection Principles.

Health information is defined in section 6 of the Health Records and Information Privacy Act 2002
(NSW) (HRIP Act) as personal information about an individual’s physical or mental health, disability,
and information connected to the provision of a health service. Under the HRIP Act the Audit Office is
required to manage health information in accordance with the Health Privacy Principles.

For further information on our obligations to protect personal and health information, refer to the Audit
Office’s Privacy Management Plan.

Personal and health information held by the Audit Office is a type of Official - Sensitive information.
Official including Sensitive — NSW Government and Confidential information

Most information that the Audit Office holds will be official information that has been created by and
that belongs to the Audit Office (corporate information), or information collected through our
audit-related functions.

Official information held by the Audit Office is often also Sensitive or Confidential information that
requires protection. This includes but is not limited to:

. Personal and health information, as above.

. ‘Audit -related’ information: Section 38 of the Government Sector Audit Act 1983 and section
425 of the Local Government Act 1993 require the preservation of secrecy of “all matters and
things” that come to our knowledge as a result of exercising audit functions.

. Other confidential information: The Audit Office holds confidential information such as
Cabinet-in-Confidence and Legal Professional Privilege information, which are sensitive and
may also be protected under our secrecy provisions if collected or received as part of an audit

Refer to the Audit Office’s Information Classification and Labelling Policy for more information.

5. What is a data breach?

A data breach occurs when an incident has caused or has the potential to cause unauthorised access
to, disclosure of, or loss of information (digital or hard copy) belonging to or held by the Audit Office.

Some examples of data breaches include:

. Unauthorised access such as cyber-attacks, or employees intentionally opening a file
containing information to which they don’t have access.

. Unauthorised disclosure such as human or technical errors, like sending an email to the
wrong recipient or uploading incorrect information to an external file share site or our website.

. Loss of information such as the accidental loss of a paper record, work device, or a

cyber-attack resulting in the loss of information.
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What can typically cause a data breach?

Data breaches can occur through a range of different means or channels and can be deliberate (such
as a hacker gaining access to the Audit Office’s systems), or accidental (such as inadvertently sending
an email to the wrong person or having incorrect permission settings on a folder with sensitive
information).

The most common types of data breaches are caused by human error, for example:

. inadvertently emailing the wrong person
. falling victim to phishing scams

. poor password security

. leaving sensitive documents unattended.

This list is not exhaustive but outlines the most common scenarios that result in data breaches.
6. Types of notifications

6.1 Non-mandatory notifications

The Audit Office may decide to notify an affected individual and/or agency about a data breach. This
can assist them and us to take steps to reduce risks related to the breach. It may also be considered
appropriate to notify individuals and/or agencies as a courtesy.

6.2 Mandatory notifications of eligible data breaches (personal information)

The Audit Office has an obligation under Part 6A of the PIPP Act (Division 3 of the Mandatory
Notification of Data Breach (MNDB) Scheme) to notify the NSW Privacy Commissioner and affected
individuals of an eligible data breach.

An eligible breach involves a breach of personal information where there is a likely risk of serious
harm to the individuals’ affected.

Two tests must be satisfied for an eligible data breach:

1. There is an unauthorised access or disclosure of personal information held by the Audit Office
or there is a loss of personal information held by the Audit Office in circumstances that are likely
to result in unauthorised access or disclosure of, the information, and

2. A reasonable person would conclude that the access or disclosure of the information would be
likely to result in serious harm to an individual to whom the information relates.

Serious harm occurs where the harm arising from the eligible data breach has, or may, result in a real
and substantial detrimental effect to the individual. The effect on the individual must be more than
mere irritation, annoyance, or inconvenience. Serious harm is ‘likely’ when it is more probable than
not, not merely possible.

Serious harm can include physical, financial, material, emotional, psychological, or reputational harm,
and other forms of serious harm that a reasonable person in the agency’s position would identify as a
possible outcome of the data breach. The impact of the harm can vary from person to person, but may
include:

. financial loss through fraud

. a likely risk of physical or psychological harm

. identity theft, which can affect your finances and/or credit record
. serious harm to an individual’s reputation.

There are requirements under Section 59M and 590 of the PPIP Act around the information that must
be provided to notifiable parties about the breach and reported on to the relevant oversight bodies.
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6.3 Other mandatory notifications

In some cases, such as where there is a Tax File Number is breached, the Audit Office will have
notification obligations under the MNBD Scheme (above) and the Commonwealth Notifiable Data
Breach Scheme. Depending on the cause or nature of the breach, notifications may also be required
to be made to Cyber Security NSW, law enforcement agencies and other bodies.

See Section 10.3 for further guidance on these other types of notifications and how they interact with
the MNBD Scheme.

7. Preparing for a breach

The Audit Office is committed to maintaining and continually improving its Information Security
Management System, including by aligning with the ISO/IEC 27001 standard, and incorporating
relevant elements of the Essential 8 cyber security mitigation strategies and NIST Cyber Security
Framework.

The Audit Office has a Privacy Management Plan, as required under the PPIP Act. In addition, the
Audit Office has established a range of policies and processes that are relevant to minimising the risk
of data breaches and/or enabling effective responses. These include:

. Use of Artificial Intelligence Policy

Business Continuity Plan
. Code of Conduct

Cyber Security Incident Management Policy
. ICT Acceptable Use Policy

. Identity and Access Management Policy
. Information Classification and Labelling Policy
Information Security Management System Framework and Objectives
. Mobile Device and Remote Working Policy
. Office Access Policy
. Secure Deletion and Disposal Policy

. Third Party Security Policy.

The Audit Office has two nominated Privacy Officers, whose role it is to raise awareness of and
manage day to day privacy matters, and who are involved in coordinating the response to data
breaches.

The Audit Office utilises an Audit Communication Portal (ACP) to enhance security measures to
protect audit information, and to provide one centralised location for the exchange of this information
to occur.

The Audit Office has pop-up warnings in place on all staff and official email accounts to alert users
when an email containing an attachment is about to be sent to an external party — providing them with
an opportunity to check the recipients and content before the email is transmitted.

Cyber training is provided to Audit Office staff annually. The Audit Office will continue to review the
training needs of staff with respect to data breaches and provide training in reporting, managing, and
responding to data breaches.

8. Roles and responsibilities in responding to breaches

All Audit Office employees have a responsibility for immediately reporting a suspected data breach in
accordance with this Policy, and supporting containment, response and reporting activities.

Data Breach Management Policy — version 2.0 - Effective January 2025



Our insights inform and challenge government to improve outcomes for citizens

auditoffice

OF NEW SOUTH WALES

Role

Deputy Auditor-
General

Interim Response
Coordinator

Response
Coordinator

Data Breach
Response Team

Office Executive

Privacy Officers
(Director,
Legislation and
Assurance and
Governance
Officer)

Responsibility

» Is responsible for oversight of data breach management, including the
implementation of this Policy and delegated decisions in response to eligible
breaches.

+ Following a notification of an actual or suspected data breach
- assigns the Response Coordinator

- approves the assessment of whether a breach is an ‘eligible breach’ that
triggers mandatory notification requirements

- approves the scope and approach to non-mandatory data breach notifications.
Is a Director (or equivalent) responsible for the area where the data breach originated

and is responsible for taking the initial steps to contain the breach (as soon as
practicable and within 24 hours) and for notifying the:

+  Deputy Auditor-General

+  Chief Information Officer

* Information & Security Architect

»  Executive Director — Quality, Improvement and Performance

«  Executive Director — Corporate, Experience and Strategy

»  Privacy officers: Director, Legislation and Assurance and Governance Officer

» relevant Assistant Auditor-General or Executive Director in the relevant branch

»  Service Desk.

Is responsible for coordinating the implementation of response steps 2, 3, 4 and 5. This
is done with support of the Data Breach Response Team, advice from the Governance

team, and the oversight of the Deputy Auditor-General. Further details of each of these
steps are in section 9 of this Policy.

The Response Coordinators must prepare a brief on the breach and response to the
Office Executive. The template for this brief is included on the Audit Office intranet
(Alfie).

Consists of the:

* Relevant Branch/Neighbourhood head

*  Chief Information Officer

»  Privacy Officer, Governance Officer or Director Governance, Legislation and
Assurance, or both, depending on the nature and context of the breach.

The role of the Data Breach Response team will depend on the nature and context of
the breach, as led by the Response Coordinator.

Other staff may also form part of the Data Breach Response team, again depending on
the nature and context of the breach.

Support the Deputy Auditor-General by overseeing the Audit Office’s response to data
breaches and determining steps to prevent future breaches.

Have arole in:

*  supporting the coordination of the response

« ensuring that accurate and timely reporting is provided to the Office Executive

»  providing advice to the Deputy Auditor-General on whether a breach is an eligible
breach, and other risks or issues related to the breach, response and notification
requirements

* reviewing information for mandatory data breach notifications to individuals,
agencies, NSW Privacy Commissioner and the OIAC

*  preparing information for statutory reporting requirements.
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9. Responding to and reporting a data breach

There is no single method of responding to a data breach. Data breaches must be dealt with swiftly on
a case -by -case basis, by undertaking an assessment on the nature of the breach and type of data
involved and using this information to evaluate the associated risks to determine the appropriate
course of action.

There are five steps required in responding to a data breach:

Step 1. Make all reasonable efforts to contain the breach and make an initial report to relevant
internal parties.

Step 2. Assess and determine the nature of the breach and type of data involved.
Step 3. Evaluate the associated risks.

Step 4. Identify who to notify — confirm any mandatory notification requirements, consider non-
mandatory notifications to other parties.

Step 5. Prevent a repeat.

Each step is set out in further detail below.

9.1 Step 1. Contain the breach

Make all reasonable efforts to contain the breach and make an initial report to relevant internal
parties.

The Audit Office will prioritise containment of a suspected or actual data breach. All reasonable efforts
must be taken to contain the breach and mitigate any resulting harm.

Initial containment action

Containment actions can include:

. shutting down the system that has been breached

. revoking or changing access codes or passwords

. restricting access rights to Audit Office systems and data

. contacting third-party recipients to request any data that they received in error (e.g., email or

attachment) has been permanently deleted, and requesting written confirmation of this.

Informing internal parties

If it is suspected that a data breach has occurred any employee of the Audit Office must immediately
report the suspected breach to their People Manager and relevant Director, if different, so that the
Interim Response Coordinator can be nominated. Similarly, third-party service providers must
immediately notify the Director or Manager responsible for managing the contract.

The Interim Response Coordinator must in turn inform the Deputy Auditor-General of the data breach
or suspected data breach as soon as practicably possible (no later than within 24 hours). When doing
so, the Interim Response Coordinator should provide information about the nature and type of breach,
and any initial containment action taken.

An internal ‘data breach notification’ group email has been established to enable the Interim Response
Coordinator to rapidly and in a streamlined way notify the relevant officers and the Service Desk. The
Service Desk is included in the internal ‘data breach notification” email group so that any containment
action under the Cyber Security Incident Management Policy can occur rapidly, if relevant.

In practice this means that the Interim Response Coordinator should email the data breach notification
group PLUS the relevant Assistant Auditor-General or Executive Director in the branch where the
breach occurred.
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The Response Coordinator is appointed by the Deputy Auditor-General and is responsible for steps 2
to 5 below, with the support of the Data Breach Response Team.

In some circumstances, the Deputy Auditor-General may decide to call a meeting of the Crisis
Management Team.

9.2 Step 2. Assess the breach

Assess and determine the nature of the breach and type of data involved.

The Response Coordinator makes an assessment of the data breach, determining the nature in which
the breach occurred, the severity of the breach, the type of data affected (Auditee, Staff, or Corporate)
and its sensitivity.

Depending on the context of the breach, the Response Coordinator should consider including
additional Response team members as appropriate:

. Cyber Security Manager

. Executive Director, Corporate, Experience and Strategy

. Executive Director, Quality, Improvement and Performance
. Director responsible for the auditee/audit

. Director, People and Culture

. Information Systems Manager.

The Response Coordinator is responsible for completing the data breach response checklist, located
on Alfie.

9.3 Step 3. Evaluate the breach

Evaluate associated risks and determine remedial action.

To determine what other steps are needed, there must be clarity around the risks for harm associated
with the data breach. Some types of data are more likely to cause serious harm if compromised. A
combination of data will typically create a greater potential for harm than a single piece of data.

Factors to consider in evaluating the associated risks include:

. What type of data is involved in the breach?

. What is the (current and possible) extent of the breach? Have actions to contain the breach
been successful?

. Who is affected by the breach? What is the foreseeable harm to the affected
individual(s)/organisation(s)?

. What was the cause of the breach?

The Response Coordinator in consultation with the Privacy Officer and the Director, Legislation and
Assurance will assess whether the breach is an eligible breach that requires mandatory notifications.
This advice will be provided to the Deputy Auditor-General for review and confirmation as part of Step
4 (below).

The Information Privacy Commission (IPC) has released a ‘Self-assessment tool for Mandatory
Notification of Data Breach Guidelines’ which is designed to assist agencies to make assessments on
whether an ‘eligible data breach’ has occurred. The Data Breach Response Team will use this tool,
along with the Audit Office’s ‘Assessment of Eligible Breaches’ guidance document to make the
relevant assessment.
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Take remedial action

The Response Coordinator, in consultation with the Data Breach Response Team, should consider if
there are any additional steps (after the initial containment action) that can/should be taken to reduce
any potential harm to individuals/organisations.

The Audit Office’s Cyber Security Incident Management Policy sets out remediation actions that
should be followed where the data breach is deemed to be caused by malicious parties, presents an
ongoing risk, or is an active cyber incident.

9.4 Step 4. Identify who to notify

Confirm any mandatory notification requirements, consider other non-mandatory notifications.

The Audit Office recognises that notifications to individuals or organisations (such as other agencies)
affected by a data breach can assist in mitigating risks or damage related to the breach. This is in
addition to any initial notification or advice that occurs as part of initial containment activity.

The method of notifying affected parties will depend in large part on the type of data breach and the
nature of the data involved. Whether the breach triggers a mandatory notification requirement or not, if
notification is considered appropriate it should be done promptly to help to avoid or lessen any
potential damage by enabling the affected parties to take steps to protect themselves.

If there is no mandatory requirement to notify affected parties, the Deputy Auditor-General will confirm
the approach and scope of non-mandatory notifications.

If an eligible data breach has occurred, the notification process under Division 3 of the Mandatory
Notification of Data Breach Scheme is triggered. In this case, the Deputy Auditor-General under
delegation confirms the assessment of the breach as an eligible breach based on advice from the
Privacy Officer and the Director, Legislation and Assurance, in consultation with the Response
Coordinator.

The Deputy Auditor-General, with support from the Privacy Officers, including the Director Legislation
and Assurance, and relevant Response team members must:

. immediately notify the Privacy Commissioner about the breach

. determine whether an exemption applies in relation to an eligible data breach that may not
require notification to affected individuals

. notify affected individuals or their authorised representative as soon as practicable (unless an
exemption applies)

. provide additional information to the Privacy Commissioner (if required)

. update the Audit Office’s public notification register with information about the eligible breach

. lodge a notification with the OIAC using the required form, for eligible breaches involving tax file
numbers.

See section 10 of this Policy for further guidance on notifications.

9.5 Step 5. Prevent a repeat.

Investigate causes and consider measures to prevent a reoccurrence.

The Data Breach Response Team will further investigate the breach to determine all relevant causes
and consider what short or long-term measures could be taken to prevent a reoccurrence.

Preventative actions could include a:

. review of the Audit Office’s IT systems and remedial actions to prevent future data breaches
. security audit of both physical and technical security controls
. review of policies and procedures
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. review of staff/contractor training practices
. review of contractual obligations with contracted service providers.

A report of the incident, including measures to prevent a reoccurrence, should be prepared and tabled
at the next meeting of the Office Executive unless otherwise determined by the Deputy
Auditor-General. See the template briefing note on Alfie.

10. Further guidance on notifications

The following provides additional guidance in those instances where:

. a decision has been made that non-mandatory notification is appropriate and warranted to
support affected parties to minimise the risk of harm, or if otherwise considered as a courtesy
. notification is mandatory

- where the breach involves personal information and is classified as an eligible breach (as
defined in section 4.1 of this Policy) and is likely to result in serious harm

- in the case of a data breach involving a tax file number
- where other mandatory notification requirements overlap with the breach.

10.1 Non-mandatory notifications

In general, individuals and organisations (such as other agencies) affected by a breach should be
notified as soon as practicable, after consultation with the Data Breach Response Team and approval
of the Deputy Auditor-General.

Circumstances where it may be appropriate to delay notification include where notification would
compromise an investigation into the cause of the breach or reveal a software vulnerability.

Affected parties should be notified directly — by telephone, letter, email or in person.

Notifications should provide recipients with an accurate sense of what risks may arise for them and
what practical measures they can take to protect themselves.

10.2 Mandatory notifications of ‘eligible’ breaches

The Audit Office must notify the NSW Privacy Commissioner and affected individuals of eligible
breaches i.e., data breaches involving personal information that is likely to result in serious harm.

Once the Deputy Auditor-General determines that an eligible data breach has occurred, they must:

. immediately notify the Privacy Commissioner using the form approved by the Privacy
Commissioner, and
. as soon as practicable notify certain individuals.

A notification to individuals must include certain minimum details under the PPIP Act, such as
information about the Audit Office, the data breach, the impact on individuals and mitigation steps
available to individuals.

If the Audit Office is unable to notify or it is not reasonably practicable for any or all the affected
individuals to be notified, the Audit Office will publish a notification and take all reasonable steps to
publicise this notification. The notification will remain on the Audit Office’s public notification register
for a minimum period of 12 months. See our Communications Strategy (section 13) for further
information.
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Exemptions from notification requirements under the MNDB Scheme

The Division 4 of the MNDB Scheme allows some exemptions from mandatory notification
requirements to individuals.

It is possible that, depending on the context and the personal information breached, the Audit Office is
not required to notify the individual, or is not required to provide all of the standard notification
information items outlined in section 59N(1) of the PPIP Act.

For example, the Audit Office may not be required to notify an individual of an eligible data breach, or
not be required to provide all of the information items, if:

. the breach involves more than one public sector agency (including the Audit Office) and another
agency involved in the same breach notifies the Audit Office of the breach

. the notification would likely prejudice any investigation or legal proceedings

. the Audit Office successfully contains the breach and limits the likelihood that an individual will
experience serious harm

. there are overriding secrecy provisions in other laws that prohibit or regulate the use or

disclosure of the relevant information, such as secrecy protecting audit-related information
under section 38 of the Government Sector Audit Act 1983 (GSA Act).

. notification would create a serious risk of harm to an individual's health or safety
. notification would worsen the Audit Office’s cybersecurity or lead to further data breaches.

The Deputy Auditor-General (under delegation), with advice from the Privacy Officers including the
Director Legislation and Assurance, whether one of these exemptions to notifying individuals applies.

The PPIP Act does not establish exemptions from notifying the NSW Privacy Commissioner of eligible
data breaches. Section 59M of the PPIP Act requires that the requested information is provided to the
NSW Privacy Commissioner unless it is not reasonably practical to do so.

10.3 Other mandatory notifications

The Audit Office’s Delegations Manual includes information on staff delegated to make certain other
types of notifications. The Deputy Auditor-General should be briefed on these notifications, and it may
be pertinent to consult with the Governance unit to guide decision-making regarding notifications.
Interaction with the Commonwealth Notifiable Data Breach (NDB) Scheme

In some cases, the Audit Office will have notification obligations under both the MNDB Scheme and
under the Commonwealth’s Notifiable Data Breach (NDB) scheme, contained in Part IlIC of the
Privacy Act 1988.

A data breach at the Audit Office that involves Tax File Numbers (TFN) and is likely to result in serious
harm would be reportable to both the Office of the Australian Information Commissioner (OAIC) under
the Commonwealth NDB scheme, and to the NSW Privacy Commissioner under the MNDB scheme.

The MNDB and NDB schemes have the same thresholds for assessing and notifying data breaches.

Where required, notification of an eligible data breach involving a tax file number must also be sent to
the Australian Privacy Commissioner (part of the OAIC) as soon as practicable. The OAIC has an
electronic form for reporting data breaches. The OAIC can also be contacted by telephone on 1300
363 992.

Notifications to Cyber Security NSW

For incoming technology cyber intrusions or breaches, the Chief Information Officer, should follow the
Notification and Support guidance of section 6.1 of the Audit Office’s Cyber Security Incident
Management Policy, to determine if the Audit Office must notify Cyber Security NSW to ensure the
integrity and protection of other state agencies who may be susceptible to similar attacks. This
notification should not reveal the data breached but may reveal details on the means of the intrusion.
Notifications can only be made with the approval of the Deputy Auditor-General under delegation.
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Other reporting obligations

The Audit Office may be required, by other laws or administrative arrangements, or by contract, to
take specific steps in response to a data breach. These may include taking specific containment or
remediation actions or notifying external stakeholders (in addition to the IPC, OAIC, or Cyber Security
NSW) when a data breach occurs. Depending on the circumstances of the data breach and the
categories of data involved, agencies may need to engage with:

. NSW Department of Customer Service

. NSW Police Force

. Australian Federal Police

. The Australian Taxation Office

. NSW Health

. The Australian Cyber Security Centre

. Professional associations, regulatory bodies or insurers

. Financial services providers

. Any third-party organisations or agencies whose data may be affected.

11. Internal reporting

The Privacy Officer/s within the Governance unit are responsible for reporting to the Office Executive
on matters relating to data breaches managed under this Policy. This includes but is not limited to
reporting about:

. individual data breaches
. statistics relating to data breaches
. remedial actions / lessons learned from breaches

The Chief Information Officer also reports to the Office Executive on data breaches and information
security risks as part of quarterly cyber security reporting.

12. Record keeping requirements

The Privacy Officer is responsible for maintaining appropriate records that provide evidence of how
actual and suspected breaches are managed, including those not escalated to the response team or
notified to the Privacy Commissioner.

In compliance with its obligations under the PPIP Act, the Audit Office maintains:

. a public data breach management policy,
. an internal register for eligible data breaches, and
. a public notifications register published on our website for all eligible data breaches.

The Audit Office also maintains an internal register of all data breaches.

13. Communication strategy

The Executive Director, Corporate, Experience and Strategy will be responsible the coordinating the
implementation of public communications issued under this Policy, such as publicizing the notification
of an eligible data breach to affected individuals.

The Audit Office’s Business Continuity Plan contains a crisis communications strategy and template
for messaging external stakeholders in crisis situations, such as cyber security incidents.

11
Data Breach Management Policy — version 2.0 - Effective January 2025


https://www.nsw.gov.au/departments-and-agencies/customer-service
https://www.police.nsw.gov.au/
https://www.afp.gov.au/
https://www.ato.gov.au/
https://www.health.nsw.gov.au/
https://www.cyber.gov.au/

auditoffice

Our insights inform and challenge government to improve outcomes for citizens OF NEW SOUTH WALES

14. Contact point

Any inquiries concerning the Policy, or its application should be directed to the Audit Office’s Privacy
Officer by sending an email to governance@audit.nsw.gov.au.

15. Review

This Policy will be reviewed every two years or earlier if any significant new information, legislative or
organisational change warrants an update in this document.

12
Data Breach Management Policy — version 2.0 - Effective January 2025


mailto:governance@audit.nsw.gov.au

Our insights inform and challenge government to improve outcomes for citizens

auditoffice

OF NEW SOUTH WALES

Document information

Title: Data Breach Management Policy

Owner: Governance

Person responsible: Executive Director, Quality, Improvement and Performance
Approver: Office Executive

Last updated: 19/12/2024, Effective 01/2025

Next review date: 01/2027

Document reference: R012-1761212392-32782

Document history

Version Date Reason for Amendment

1.4 28/11/2023 Substantive update of the Audit Office’s existing Data Breach
Management Policy to incorporate requirements of the Mandatory
Notification of Data Breach (MNBD) Scheme following amendments
to the Privacy and Personal Information Protection Act 1998.

Approved by the Office Executive.

2.0 18/12/2024 Scheduled policy review, one year post implementation of the
MNDB Scheme. Minor (non-substantive) amendments to clarify and
guidance and simplify the structure of the document. Minor
amendments approved by the Executive Director, Quality,

Improvement and Performance.
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