Appendix 4 — About the audit

Audit objective and criteria

This audit assessed how effectively the NSW Department of Education and NSW public schools
protect the security and privacy of student information.

NSW public schools are part of the NSW Department of Education. In this audit we use the term ‘the
department’ when referring solely to the department as the agency with strategic, policy, regulatory
and administrative functions to support statewide public education services delivered through NSW
public schools. The term ‘schools’ refers to NSW public schools.

We addressed the audit objective by examining the following criteria and lines of inquiry:

1. Are security and privacy risks to student information effectively identified and managed by the
department?

a) The department has effective governance to manage security and privacy risks to student
information.

b) The department identifies and assesses risks to the security and privacy of student
information at regular intervals.

c) Departmental policies, procedures and controls to manage security and privacy risks to
student information are in line with relevant legislation and guidance.

d) Departmental guidance and actions are effective in addressing security and privacy risks
to student information.

2. Is the department ensuring security and privacy of student information at the school level and
when shared with third parties?

a) Adequate supports and resources are provided to schools to effectively assess and
manage risks to the security and privacy of student information, and schools use these to
effectively assess and manage risks to the security and privacy of student information.

b) Student information is securely managed within schools in line with departmental
policies and procedures.

c) Risks associated with sharing student information with third-party products or other
external parties are identified and processes are in place to adequately manage these
risks.

d) Processes and mechanisms are in place to detect, report and address policy breaches

when these occur at the school level or with third-party vendors.

Audit scope, focus and exclusions

This audit focused on calendar years between 2023 and 2025 and included the NSW Department of
Education and NSW public schools. The audit also looked at the use of third-party digital products by
the department and schools.

The audit excluded:

. a detailed assessment of the department’s ability to prevent, detect and respond to
cybersecurity incidents using Cyber Security NSW mechanisms and frameworks and specific
testing

. an examination of the department’s protocols and practices for sharing student data with other
NSW Government agencies and approved research partners

. the department’s and schools’ systems and processes to manage staff information

. policies and practices at non-government schools, early childhood education and care, outside

school hours care services and vocational education and training services
. third-party in-person service provision.
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As per section 27B of the Government Sector Audit Act 1983, the audit did not question the merits of
government policy objectives.

Audit approach

Our procedures included:

1. Interviewing:
. NSW Department of Education staff responsible for:
- the management, storage and protection of student information

- the design, implementation, and evaluation of security and privacy policies and
procedures for student data

- complaints handling and incident response related to data breaches or privacy
concerns

- communication and engagement with stakeholders regarding student information
security and privacy.

. Principals and other staff from a sample of 37 NSW public schools responsible for:
- protecting student information
- selecting and managing third-party digital products

- reporting and responding to data breaches.

This included site visits to 3 schools and structured interviews with the principals of 34 other schools.
The audit used a stratified sampling approach to select schools based on:

. school size (small, medium and large schools)
. school type (primary, secondary, and central/community schools)
. location (metropolitan, regional and rural schools).

While this approach provides representative insights at the school level, the results may not fully
reflect school practices outside of the stratification factors and therefore should not be interpreted as
definitive for the entire population of schools across the state.

. Representatives of third-party vendors that run the products used in schools

. Relevant external stakeholders from government, academia, advocacy groups and
representative organisations.

2. Examining and analysing information from the department including:
. department and school policies and procedures for the collection, storage, use and
sharing of student information with third-party vendors
. incident registers, risk registers, and breach notification logs and data
. a sample of school policies, procedures and guidelines for handling student information
including when sharing information with third-party vendors
. a sample of de-identified complaints and incident reports related to student information
security and privacy
. professional learning modules relevant to security and privacy of student information
. data on reported data breaches, privacy complaints, and incidents involving student
information.
3. Understanding, analysing and testing:
. IT controls and procedures designed to protect student information in a sample of

departmental systems, schools, and third-party digital products

. a sample of audit logs and monitoring data for access to student records.

The audit approach was complemented by quality assurance processes within the Audit Office to
ensure compliance with professional standards.
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Audit methodology

Our performance audit methodology is designed to satisfy Australian Auditing Standard ASAE 3500
Performance Engagements and other professional standards.

The standards require the audit team to comply with relevant ethical requirements and plan and
perform the audit to obtain reasonable assurance and draw a conclusion on the audit objective.

Our processes have also been designed to comply with requirements specified in the Government
Sector Audit Act 1983 and the Local Government Act 1993.

Acknowledgements
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Audit cost

The estimated cost of the audit, including staff costs and overheads, is approximately $680,000.
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