Appendix 2 — Relevant governance groups

This appendix outlines the department’s governance groups with remits relevant to student

information.

Entity

Membership

Relevant remit

Audit and Risk
Committee

Executive
Committee

Education
Support
Services sub-
Executive
Committee

Three independent members and no more
than 5 members, appointed by the
Department Secretary.

The members should collectively develop,
possess and maintain a broad range of skills
and experience relevant to the operations,
governance and financial management of the
department and its environment.

Chaired by the Department Secretary,
attended by all deputy secretaries, operates
like a board.

Chief Operating Officer, Chief Data Officer,
Chief People Officer and executive directors
from the department’s business units
responsible for the operation of public
schools, the school workforce and the
shared services function.

Brings together senior executives from
different functional areas of the department
involved in managing student information
(noting that the Chief Information Officer,
Chief Risk Officer and Director responsible
for records each report to the Chief
Operating Officer; the General Counsel
responsible for legal services and the privacy
management function reports to the Chief
People Officer).

Established under NSW Treasury whole-of-
government policy, itis responsible for
providing independent advice

and assistance to the Secretary on the
organisation’s governance processes, risk
management and external accountability
obligations.

Receives biannual updates from the
department’s Chief Information Officer,
receives all completed cyber security audits,
and can request Chief Information Officer
advice and provide feedback regarding
specific matters at other times. It receives an
annual report from the department’s General
Counsel on the legal compliance framework
and legal claims, including relevant privacy
matters.

Strategic oversight, executive-level
compliance with legal and government
obligations, and overall delivery of the core
departmental commitments: the NSW Plan
for Public Education, the Plan for Early
Childhood, and Skills outcomes and
commitments.

Ultimate responsibility for the department’s
relevant policies, strategies and governance
for cyber security, enterprise risk
management, privacy, records management
and legislative compliance.

Priorities under the department’s strategic
plans including items where cross-divisional
input at the executive level would elevate the
outcomes, and a decision cannot be made
appropriately within the accountability of a
single Deputy Secretary.

The committee’s Plan on a Page in 2025
included data strategy and risk, cyber
strategy/uplift, digital strategy enablement
and legacy IT risk management, technology
asset management, and the strategy for
records management.

Receives quarterly reports on the
department’s Cyber Security Policy and
Enterprise Risk Management Framework, and
considers/endorses departmental strategies
for digital services, data governance, data
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Entity

Membership

Relevant remit

Information
Governance
Group

Cyber
Security
Working
Group

Statistical
Standards
Committee

IT Directorate
Risk and
Assurance
Governance
Forum

Steering
committees
for relevant
initiatives

State
Education
Research
Applications
Process

Chaired by the department’s Chief Data
Officer, its members are executive directors
who oversee data functions in the different
business units, and functional leaders across
the organisation.

Chaired by the Chief Information Officer,
members are senior executives from each
division of the department, expected to
ensure linkages between their work and
cyber-related initiatives.

Centre for Education Statistics and
Evaluation

Sponsored by the Chief Information Officer,
members are the executive directors for the
different IT Directorate business units.

Varies depending on initiative. For example:

The Al Steering Committee brought together
the Chief Information Officer and the Chief
Data Officer (when they were jointly
appointed Co-Chief Al Officers) with
executives from the Operations Group and
the Teaching, Learning and Student
Wellbeing division to guide the department’s
Al initiatives.

The Steering Committee for Online Learning
Tools Marketplace brings together
department staff responsible for cyber
security, finance, procurement, curriculum
and educational standards along with
representatives from the public school
principals’ peak bodies, to guide the
department’s implementation of this
marketplace.

Department Research and Partnership team
in its Centre for Education Statistics and
Evaluation

loss prevention, disaster recover, cyber
security and records management.

Manages enterprise data risk under
delegation from the Secretary (who is the
custodian of education data on behalf of
NSW). This includes overseeing department-
wide data governance practices and ensuring
accountability for the quality, accessibility,
availability and security of strategic data
assets across the organisation.

Supports the department in uplifting its cyber
security maturity through contributing to key
compliance activities required under the
NSW Cyber Security Policy and monitoring
the department’s cyber security risks.

Drives standardisation of data practices and
reduces duplication by overseeing data
definitions, metadata standards, indicators
and statistical disclosure controls.

Monitors organisation-wide risks that relate
to the IT Directorate, which include
unauthorised access to information.

Varies depending on relevant initiative.

Provides authorisation for research projects
conducted in schools and/or involving
participants or data accessed through
schools. Ensures research proposals align
with departmental priorities and comply with
legislative, privacy and ethical requirements,
including duty of care obligations.

NSW Auditor-General's Report to Parliament | Security and privacy of student information | Appendix 2 — Relevant governance groups

43



	1. Report snapshot
	2. Executive summary
	3. Introduction
	3.1. About this report
	3.2. Context 

	4. Audit findings
	4.1. Accountability for managing student information 
	4.2. Departmental guidance and support for schools
	4.3. Access to student information 
	4.4. Schools’ use of third-party digital products 
	4.5. Departmental oversight of third-party digital products 
	4.6. Information provided to parents 
	4.7. Detecting and addressing data and privacy breaches
	4.8. Detecting and addressing cyber incidents

	Appendix 1 – Response from entity
	Appendix 2 – Relevant governance groups
	Appendix 3 – Key departmental policies
	Appendix 4 – About the audit
	Appendix 5 – Performance auditing


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice





