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NSW Department of Education mﬁﬂ

Ref: DGL26/465
16 June 2026

Mr Bola Oyetuniji

Auditor-General for New South Wales
GPO Box 12

SYDNEY NSW 2001

Email: mail@audit.nsw.gov.au

Dear Mr Oyetuniji,

Thank you for your correspondence of 29 May 2028, sharing the final report of the performance
audit on the Security and Privacy of Student Information.

The Department of Education takes its responsibilities with respect to the security and privacy of
student information extremely seriously.

The department has carefully considered the findings and recommendations contained in the
report. The department supports all recommendations and is committed to implementing them in a
manner that is practical, proportionate and aligned to the operational realities of NSW public
schools while continuing to safeguard student information.

The department has already commenced work in several areas identified by the audit and will
strengthen its governance, oversight and assurance arrangements relating to the management of
student information across departmental, school and third-party environments. The department is
committed to completing these reforms by July 2027, consistent with the Auditor-General’s
timeframe.

| would like to thank the Audit Office of NSWV for its professional and collaborative approach to
conducting this performance audit, which has involved working with officers across the department.
The outcomes of this process will strengthen how the department can continue to rigorously secure
and protect sensitive student data across all platforms and ensure it continues to fulfill its
responsibilities to public education students and their families across NSWV.

Sincerely,

A %tr'
Murat Dizdar

SECRETARY
DEPARTMENT OF EDUCATION

Phone: 1300 679 332 | Darug Country | 105 Phillip Street, Parramatta NSW 2150 | GPO Box 33 Sydney NSW 2001 |
education.nsw.gov.au
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Recommendations — Departmental Responses
By July 2027, the Department of Education should:

Audit recommendation

Department response Comments

1. Ensure it has oversight and control of student information management across departmental, school and third-party environments by:

a) clarifying department and
school level responsibilities,
including centralising the
functions which require
technical or legal expertise
within the department and
identifying those that are best
placed with principals

b) identifying and addressing
risks arising from school level
practices, and risks associated
with third-party apps and
services used by schools

c) establishing assurance
mechanisms to support
departmental understanding of
controls implementation at the
school level

d) strengthening breach
detection, and using |

learned to inform the
Department's preventative
actions across schools

The department The department will clarify roles and responsibilities for principals and data-related
supports this activities in schools.
recommendation.

The department will establish a clearer operating and support model for the management
of student information, including:
* clarifying the roles, responsibilities and delineations between key Education
Support Office teams, including data, legal and IT teams
e identifying which functions require specialist expertise and should be led by the
department’s Education Support Office, as opposed to those activities to be led
by schools.

The department will strengthen its oversight of third-party apps and services used by
schools by:

* enhancing policies and procedures

* enhancing governance arrangements

e ensuring appropriate support is in place to support schools.

In additional, the department will:

e identify risks at a school-level, including risks arising from school-level practices
and risks associated with third-party apps and services through an appropriate
and supported risk assessment process

+ identify current and potential controls to address school-level risks and their
current effectiveness

* manage these risks in accordance with the department’s risk management
framework.

The department will conduct regular audits of its data breach register to identify trends
and determine lessons learnt to inform and implement detective and preventative
measures across schools.

2. Provide schools with
practical guidance on school
level responsibilities, and
deliver proactive specialist

The department The department will
supports this * review and update relevant policies and procedures to provide clear, strong
recommendation. support and guidance for all staff
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Audit recommendation Department response Comments

support, to ensure schools
have the capability to
effectively manage the risks to
student information for which
they are accountable

* assess key roles across the department and schools to enhance system-wide
support for school communities

+ create well-defined, centralised support structures to better assist schools

* improve existing or create new targeted professional learning programs to better
support schools in managing student data confidently and effectively

3. Improve controls for The department The department will:
managing the risks of access to | supports this * analyse existing access controls and their effectiveness in crown jewel third-party
student information by recommendation. student administration systems

ensuring access to student
information in department
systems and third-party apps is
restricted, role-based and
regularly reviewed, and
promptly removed when staff
leave or change roles.

+ determine appropriate mechanisms to ensure controls over these crown jewel
third-party systems are understood and applied consistently from the centre,
where possible

* create a formal specification for role-based access to student information and
plan its implementation

* investigate the implementation of centrally-managed access controls in crown
jewel third-party student administration applications

* investigate any deficiencies in the automated removal of access when staff leave
or change roles and develop a plan to address these deficiencies

* create and implement new guidance and training for school leadership staff to
support them in their responsibility to grant student information access to general
school staff in accordance with the department’s Identity and Access
Management Standard.

4. Improve assurance and oversight of third-party apps that manage student information by:

a) monitoring schools’ use of | The department The department will:

third-party systems and apps to | supports this + address monitoring and observability, and improve governance of the crown
ensure departmental controls recommendation. jewel third-party student administration systems in line with technology policy
apply to those holding student update

information

* require that schools use only department-approved IT products and services,
even when those products and services are free of charge

* investigate the feasibility of and timeframe for implementation of the Logging and
Monitoring standard for crown jewel third-party student management products

» establish a process for reviewing security event data from high-risk third-party
systems containing student information.

b) establishing independent The department The department will engage internal audit to review the approach to independent
assurance over third-party supports this assurance over third-party vendor risk management and compliance for those in the
vendor risk management and recommendation department’s marketplaces to meet department standards. In addition, the department

compliance for those in the

will clarify and, where appropriate, improve existing vendor contractual controls in
relevant areas.

department’s mar

OFFICIAL Sensitive - NSW Government

NSW Auditor-General's Report to Parliament | Security and privacy of student information | Appendix 1 - Response from entity

40



OFFICIAL Sensitive - NSW Government

Audit recommendation Department response Comments
c) establishing a risk-based The department The department will develop a risk-based framework for assessing the required threshold
approach to determine which supports this for Privacy Impact Assessments and implement.

department systems and third- | recommendation
party vendors are to be subject

to a privacy impact assessment

and conducting these

nents accordingly
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