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1 Policy statement 
The Audit Office of New South Wales is committed to minimising the incidence of fraud by 
implementing and regularly reviewing a range of strategies that aim to prevent, detect and respond to 
fraud. 

Fraud is defined as dishonestly obtaining a financial or other benefit (either directly or indirectly) by 
deception. Fraud includes deliberate and premeditated deception to gain advantage from a position of 
trust and authority. This includes acts of omission, theft, making false statements, evasion, 
manipulation of information and numerous other acts of deception. 

 
 

2 Fraud control 
The Audit Office’s approach to fraud control is based on ten attributes of fraud control within the 
themes of prevention, detection and response: 

The ten attributes of fraud control 

Attribute  Theme 

Attribute one Leadership Prevention 

Attribute two Ethical framework Prevention, Detection, Response 

Attribute three Responsibility structures Prevention, Detection, Response 

Attribute four Policy Prevention 

Attribute five Prevention systems Prevention 

Attribute six Fraud awareness Prevention, Response 

Attribute seven Third party management systems Prevention, Response 

Attribute eight Notification systems Detection, Response 

Attribute nine Detection systems Detection 

Attribute ten Investigation systems Response 
 

2.1 Attribute one: leadership 
A successful fraud control framework is led by a committed and accountable executive.  

The Auditor-General has ultimate responsibility for fraud control framework and endorses the fraud 
control activities within the Audit Office. The Auditor-General is supported by senior management (the 
Office Executive), the Audit and Risk Committee and the Governance.  
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The Office Executive are accountable for monitoring the implementation of fraud control framework. 

2.2 Attribute two: ethical framework 
The Audit Office has clear policies setting out acceptable standards of ethical behaviour and these are 
available to staff in one central location on the intranet on the ‘Ethical and Lawful Framework’ page. 
These policies are reviewed regularly to ensure they are up to date and in line with the relevant 
standards. 

Staff are required to annually evidence their commitment to acceptable standards of ethical behaviour 
by signing the Code of Conduct and Conflict of Interest and Professional Independence Declaration. 

2.3 Attribute three: responsibility structures 
2.3.1 Responsibilities within the Audit Office 

The Auditor-General has ultimate responsibility for the fraud control framework and is authorised to 
receive reports of fraud.  

The Office Executive is responsible for approving the Fraud Control Policy, demonstrating ethical 
behaviour and supporting the Auditor-General. 

The Executive Director, Professional Services has a central role in dealing with reports made by 
staff and: 

• is authorised to receive reports of fraud 
• assesses reports of fraud and refers them within the Audit Office 
• ensures outside agencies (for example NSW Police Force and the Independent Commission 

Against Corruption (ICAC)) are advised about fraud committed by the staff when required 
• advises the Executive Manager Human Resources of allegations of fraud 
• ensures investigations are conducted thoroughly. 
 

The Executive Manager, Governance: 

• administers the Fraud Control Policy 
• ensures the Fraud Control Policy is reviewed and updated every two years 
• reviews and updates the Fraud Risk Assessment every two years 
• conducts a Fraud Control Health Check every two years 
• oversees the implementation of a fraud education program 
• ensures key developments in fraud control are incorporated into Audit Office processes 
• provides an annual status report to the Office Executive and Audit and Risk Committee on the 

fraud strategy and details of any fraud investigations conducted during the year 
• maintains the Fraud Database and provides a summary to be included in the annual report 
• maintains a Fraud Control Plan to ensure that key actions, responsibilities and timeframes are 

identified and reported on. 
 

The Executive Manager Human Resources is responsible for ensuring the welfare of staff involved 
in an allegation of fraud and that any breaches of conduct and behaviour are properly managed within 
the HR disciplinary system. 

Directors, Executive Managers, Executive Directors, Assistant Auditors-General: 

• should be aware that fraud does happen and may occur within their area of responsibility 
• must report known or suspected fraud to the Executive Director, Professional Services; 

Auditor-General or Executive Manager, Governance as soon as possible 
• must ensure internal controls are operating in their areas 
• must be aware of their responsibilities for managing fraud risks.  
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All staff have a role in preventing and detecting fraud and must report known or suspected fraud to the 
Executive Director, Professional Services; Auditor-General or Executive Manager, Governance as 
soon as possible. 

2.3.2 Audit and Risk Committee responsibilities 

The Audit and Risk Committee provides independent assistance to the Auditor-General by monitoring 
and providing advice on the adequacy of the fraud control framework and the processes and systems 
in place to capture and effectively investigate fraud related information. This includes periodically 
reviewing the fraud control framework and other strategies and their implementation. 

2.3.3 Internal Audit 

Internal audit must be alert to the possibility of fraud within the Audit Office. Internal audit assists in 
deterring fraud by examining and evaluating the adequacy and effectiveness of internal controls. It is 
also expected to evaluate whether the senior management is properly overseeing the fraud control 
policies and practices. 

Internal audit is not specifically responsible for detecting fraud but is expected to obtain assurance that 
any material control deficiencies are detected. Internal audit must report known or suspected fraud to 
the Auditor-General; Executive Director, Professional Services or the Executive Manager, Governance 
if they detect it. 

High risk fraud areas, such as procurement and payroll, are included in the three-year internal audit 
plan. 

2.4 Attribute four: fraud control policy 
The Fraud Control Policy does not operate in isolation and has strong links to the Code of Conduct 
and the Statement of Business Ethics. It sets out the system of fraud control and covers the 
responsibilities for managing fraud within the Audit Office.  

An additional policy about managing incidents of fraud within the NSW Government agencies and 
local councils we audit is included on the Audit and Assurance section of the intranet. 

The ‘Ethical and Lawful Framework’ page on the intranet lists the ethical behaviour policies. These 
policies are proportionate to the internal and external fraud risks faced by the Audit Office. 

2.5 Attribute five: prevention systems 
The Audit Office’s prevention systems contain a number of components including: 
2.5.1 Fraud Risk Assessment  

The Fraud Risk Assessment is a proactive effort: 

• to identify areas where fraud risks exist 
• to evaluate how effective controls are to mitigate those risks 
• determine actions necessary to eliminate any gaps.  
 

The Fraud Risk Assessment includes responsibilities and timeframes for action and reporting. 

The Fraud Risk Assessment is carried out when there is a substantial change in the function, structure 
or activities of the Audit Office and at least every two years.  

The Executive Manager, Governance is responsible for monitoring the results over time and for 
reporting the results of the Fraud Risk Assessment to the Office Executive and the Audit and Risk 
Committee. 
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2.5.2 Fraud Control Plan 

The Fraud Control Plan contains all the key fraud control activities of the Audit Office, responsibilities 
and timeframes for action and information on review mechanisms. It is linked to the Fraud Risk 
Assessment and other fraud control activities (such as Fraud Control Health Check and training 
program) and contains details of the risks requiring treatment, controls and mitigation strategies in 
place. The Fraud Control Plan is regularly reviewed and updated, and its outcomes and results 
reported to Office Executive and the Audit and Risk Committee. 

2.5.3 Fraud Database 

The Fraud Database has been set up to record all incidents of fraud affecting the Audit Office, 
including actions taken and the outcomes. It is regularly reviewed to identify any systemic issues that 
need attention.  

The Audit Office will analyse reports of fraud to help identify potential weaknesses in internal controls 
and publish de-identified reports on the website to demonstrate the action taken in response to fraud. 

2.5.4 Ethical workforce 

The Audit Office is committed to employing staff that support our ethical values. Pre-employment 
screening is used to verify information supplied by candidates on their resumes and applications, and 
includes two reference checks prior to a position being offered and NSW Police check prior to the start 
of employment. 

2.5.5 IT Security strategy 

The Information and Security Policy supports the interests of the Audit Office by defining management 
requirements for safeguarding its information assets and assuring the continued delivery of services. 

2.6 Attribute six: fraud awareness 
A key element of the fraud control strategy is: 

• creating awareness about the different parts of the strategy among staff, stakeholders and 
suppliers 

• creating awareness about what activities are considered fraudulent  
• providing information on how to respond if fraud is suspected. 
 

2.6.1 Staff awareness 

Staff need to understand fraud is not tolerated and the consequences of committing fraud. They need 
to be aware of: 

• what fraud is 
• common types of fraud they may encounter 
• their responsibilities 
• how to report suspected frauds.  
 

Staff have a responsibility to contribute to eliminating fraud and corruption. 

2.6.1.1 Staff training 

The ‘Behaving Ethically and the Code of Conduct’ training module is provided to assist staff in 
understanding the expected standards of ethical behaviour. It includes an overview of the fraud control 
framework to raise awareness of fraud control by staff. The training module is linked to the Code of 
Conduct sign off.  
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2.6.1.2 Ethical behaviour policies 

The Audit Office has a range of ethical behaviour policies and other policies/guidance to support staff 
which are available on the intranet including: 

• Examples of what constitutes fraud 
• Internal Public Interest Disclosure Policy 
• External Public Interest Disclosure Policy 
• Gifts, Benefits and Hospitality Policy 
• Code of Conduct 
• Conflict of Interest and Professional Independence Policy 
• Acceptable Use of ICT Resources Policy 
• Grievance Policy 
• Probation Policy. 
 

2.6.1.3 Awareness raising 

The Governance conducts a Fraud Risk Assessment and a Fraud Control Health Check every two 
years. Staff are asked to get involved with the Fraud Control Health Check, and provide views on their 
understanding of the Fraud Control Policy and how the Audit Office is managing fraud. It is used to 
identify areas of concern. The results of the risk assessment and health check are published on the 
intranet and promoted to all staff. 

Guidance material is available to staff: 

• on the intranet in the form of examples of fraud 
• as part of the ‘Behaving Ethically and the Code of Conduct’ training module which contains 

training on fraud control. 
 

This material includes practical scenarios and deals with real life situations, conflicts and fraud risks 
staff may face in their work areas. 

2.6.1.4 Induction  

Staff online induction and the Audit Office graduate induction program includes a module on: 

• ‘Behaving Ethically and the Code of Conduct’ 
• ‘Fraud controls and Gifts and Benefits’. 
 

All new staff are required to sign the Code of Conduct at the start of their employment and annually 
thereafter.  

2.6.1.5 Post induction 

To ensure all staff are kept up to date and continue to be reminded of their responsibilities regarding 
fraud, the following approaches are taken: 

• release of periodic news alerts on the intranet to include the results of the latest Fraud Risk 
Assessment and Fraud Control Health Check, Fraud Control Policy updates, responsibility 
reminders 

• all staff are required to sign the Code of Conduct annually 
• the competency framework includes the competency of ethics and values. It applies equally to 

all roles. 
• audit staff receive training on fraud awareness as part of their professional studies. In addition, it 

is built into the Audit Methodology Training as part of ‘professional scepticism’. Fraud is 
discussed at the planning stages of every financial audit. 

• regular awareness raising initiatives are undertaken regarding what constitutes fraud, 
responsibilities for fraud control and awareness of policies and procedures. For example, the 

http://www.audit.nsw.gov.au/about-us/accessing-information/open-access-information
http://www.audit.nsw.gov.au/about-us/accessing-information/open-access-information
http://www.audit.nsw.gov.au/about-us/accessing-information/open-access-information
http://www.audit.nsw.gov.au/about-us/accessing-information/open-access-information
http://www.audit.nsw.gov.au/about-us/accessing-information/open-access-information
http://www.audit.nsw.gov.au/about-us/accessing-information/open-access-information
http://www.audit.nsw.gov.au/about-us/accessing-information/open-access-information
http://www.audit.nsw.gov.au/about-us/accessing-information/open-access-information
http://www.audit.nsw.gov.au/about-us/accessing-information/open-access-information
http://www.audit.nsw.gov.au/about-us/accessing-information/open-access-information
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results of the Fraud Control Health Check questionnaire and the Fraud Risk Assessment are 
promoted to staff and used as an opportunity to raise awareness about fraud. 

• the Governance page on the intranet contains information about the approach to fraud control 
including links to this policy. 

 

2.6.2 Stakeholder and supplier awareness 

The Audit Office is committed to ensuring our stakeholders and suppliers are aware of our 
commitment to ethical behaviour. The Statement of Business Ethics sets out our position on fraud and 
expected standards of behaviour in business relationships with external parties. It is published on our 
website, along with the Fraud Control Policy and Gifts, Benefits and Hospitality Policy.  

The Audit Office stakeholders include: 

• Parliament of NSW 
• NSW councils 
• NSW Government entities 
• NSW universities 
• the people of NSW. 
 

The Audit Office reports on the implementation of the fraud control framework in the annual report. 
This includes broad details of any identified fraud that has occurred and actions that have been taken 
to prevent similar incidents occurring again. 

2.7 Attribute seven: third party management systems 
The Audit Office ensures specific internal controls relating to third parties, such as segregation of 
duties, are in place to manage our dealings with third parties. We provide a copy of the Statement of 
Business Ethics, setting out expected standards of behaviour and mutual obligations of all parties, to 
our stakeholders and suppliers. 

The Audit Office is committed to complying with PBD-2017- 07 Procurement Board 
Direction - Conduct by Suppliers (‘direction’) by ensuring that: 

• our tendering processes require tenderers to: 
- comply with the relevant policies and guidelines as listed in the direction and 
- provide information concerning any findings of dishonest, unfair, unconscionable, corrupt 

or illegal conduct against the tenderer, its directors or management 
• we are aware of any adverse findings against our supplier and report such findings to the NSW 

Procurement Board when such findings become known to us. 
 

Third party management also covers managing staff conflicts of interest. The Code of Conduct and the 
Conflict of Interest and Professional Independence Policy set out how staff should manage conflicts of 
interest, including secondary employment. All staff are required to complete a Conflict of Interest 
declaration annually as part of the ‘Behaving Ethically and the Code of Conduct’ training module. In 
addition, all existing secondary employment is reapproved on an annual basis. 

2.8 Attribute eight: notification systems 
The Audit Office requires staff and encourages its stakeholders and suppliers to report known or 
suspected fraud or unethical behaviour. 

Staff should be aware of the provision in section 316(1) of the Crimes Act 1900 which says that a 
failure to report a serious offence, including fraud, is an offence.  

http://www.audit.nsw.gov.au/ArticleDocuments/100/Statement_Of_Business_Ethics_Audit_Office_NSW.pdf.aspx?Embed=Y
http://www.audit.nsw.gov.au/ArticleDocuments/100/Statement_Of_Business_Ethics_Audit_Office_NSW.pdf.aspx?Embed=Y
https://arp.nsw.gov.au/pbd-2017-07-draft-conduct-suppliers
https://arp.nsw.gov.au/pbd-2017-07-draft-conduct-suppliers
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2.8.1 Fraud allegations made by a staff member 

If a staff member knows or suspects another staff member has defrauded the Audit Office, they must 
report it to either the: 

• Executive Manager, Governance  
• Executive Director, Professional Services 
• Auditor-General. 
 

For guidance on how to report suspected or actual fraud refer to the Internal Public Interest 
Disclosures Policy. Staff are encouraged to make a report in writing, as this helps to avoid any 
confusion or misinterpretation, but reports can be made orally.  

In most instances, reports of fraud can be dealt with internally. However, if staff have concerns that 
their report of fraud will not be dealt with appropriately then they have the option of reporting directly to 
the ICAC. 

If staff suspect that another organisation or person is defrauding the Audit Office, the suspicion can be 
discussed with their manager in the first instance or directly with an Executive Manager, Governance; 
Executive Director, Professional Services or the Auditor-General. 

2.8.2 Public interest disclosures 

In addition to the above notification on fraud allegations, a staff member can make a public interest 
disclosure in respect of internal corrupt conduct, maladministration, or serious and substantial waste of 
public money. For more detailed information refer to the Internal Public Interest Disclosures Policy 
which includes details of all the categories of behaviour covered by the Public Interest Disclosures Act 
1994. 

2.8.3 Fraud allegations about the Audit Office made by our stakeholders and suppliers 

Our stakeholders and suppliers and members of the public are encouraged to report suspected cases 
of fraud, misconduct or unethical behaviour by staff members of the Audit Office. The Complaints 
Management Policy which is available on our website outlines how to make reports. 

Any substantial fraud will be referred to the relevant external body, the NSW Police Force, the Crown 
Solicitor, the Director of Public Prosecutions, the NSW Ombudsman or the ICAC. Where, on 
reasonable grounds, there is suspicion that corrupt conduct has occurred, the Auditor-General has a 
duty under section 11 of the Independent Commission against Corruption Act 1988 to report it to the 
ICAC as soon as the suspicion arises. This is irrespective of the how insignificant or minor the 
allegation. 

2.9 Attribute nine: detection systems 
Internal controls are effective at detecting fraud. The Audit Office maintains appropriate controls 
including:  

• segregation of duties 
• approvals and authorisation 
• verification 
• reconciliations 
• management reviews 
• data mining tools 
• risk assessments 
• physical security 
• job rotation 
• independence reviews like internal and external audits and peer reviews. 
 
  

http://www.audit.nsw.gov.au/about-us/accessing-information/open-access-information
http://www.audit.nsw.gov.au/about-us/accessing-information/open-access-information
https://www.icac.nsw.gov.au/
http://www.audit.nsw.gov.au/about-us/accessing-information/open-access-information
http://www.audit.nsw.gov.au/about-us/complaints/other-complaints-handling-agencies
http://www.audit.nsw.gov.au/about-us/complaints/other-complaints-handling-agencies
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2.9.1 Risk-based internal audit program 

Internal audit regularly examines risk processes across the Audit Office to detect irregularities. Internal 
audit recommendations are recorded in the recommendations register and are followed up regularly, 
with responsibility assigned to individuals and clear time tables set for response. Outcomes of reviews 
are reported to the senior management and the Audit and Risk Committee on a quarterly basis. 
Management uses internal audit findings as an opportunity to improve processes. 

The Office Executive and the Audit and Risk Committee regularly review the internal audit program. 

2.9.2 Protection against reprisals  

The Audit Office will not tolerate any reprisal action against staff and will ensure appropriate action is 
taken to protect staff who report suspected fraud (‘internal reporter’).  

If someone believes detrimental action has been or is being taken against them, or the internal 
reporter, they should tell: 

• their manager 
• the Executive Manager Human Resources 
• the Executive Director, Professional Services or  
• the Auditor-General immediately. 
 

The Audit Office will make sure that internal reporters are supported and encouraged to access the 
professional support services they may need as a result of the reporting process – such as stress 
management, counselling services or legal advice. 

2.10 Attribute 10: investigation systems 
2.10.1   Preliminary assessment  

When an allegation of fraud is made against a member of staff (‘the alleged perpetrator’), the 
Executive Director, Professional Services; the Executive Manager Human Resources or the 
Auditor-General will discuss the matter with the internal reporter. The internal reporter may be asked 
to make a written statement regarding the allegations. 

The alleged perpetrator may be interviewed during this preliminary stage and can be accompanied by 
their manager or other nominated staff member staff during the interview. 

The Executive Director Professional Services:  

• will acknowledge the report of fraud within ten working days of receipt (and no later than 45 
days), providing the name and contact details of the people who can provide further updates or 
information 

• will organise a preliminary assessment of the allegations and provide details to the internal 
reporter of any decisions and how the allegations will be progressed 

• may, if the allegation is serious and the evidence is compelling, recommend to the 
Auditor-General that the matter be immediately referred to an external body. A full investigation 
may still be undertaken even though another agency, such as the NSW Police Force or the 
ICAC, is also investigating. 

 

2.10.2   Full investigation 

Following the preliminary assessment, the Executive Director, Professional Services may recommend 
to the Auditor-General a full investigation be conducted by an appropriately qualified external 
investigator. Any internal investigation should be conducted in accordance with the ICAC’s Fact Finder 
– ‘A guide to conducting internal investigations (March 2012)’ where considered appropriate. 

The internal reporter will be advised of the decision and any actions that will be taken. When further 
action is to be taken, the alleged perpetrator may also be notified. 

http://www.icac.nsw.gov.au/documents/preventing-corruption/cp-publications-guidelines/3223-fact-finder-a-guide-to-conducting-internal-investigations/file
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During the investigation the Executive Manager Human Resources will be involved to ensure the 
disciplinary policies are properly followed and to ensure that any personnel issues affecting the staff 
members involved are properly addressed. 

Proper and full records will be kept during the investigation and any evidence gathered will be secured 
and preserved. 

2.10.3   Conduct standards 

The standards of personal conduct expected of staff are clearly set out in the Code of Conduct. The 
Code requires that staff act with professionalism, respect and are courteous, honest, fair and 
compassionate. 

2.10.4   Disciplinary standards 

Where the allegation is proved because of an admission by the staff or as a result of an investigation, 
the Executive Director, Professional Services will make a recommendation to the Auditor-General 
regarding disciplinary action or referral to an external body. 

The Auditor-General will determine the nature of any disciplinary action. 

2.10.5   Maintaining confidentiality 

Every endeavour will be made to ensure that any allegations of fraud and subsequent investigations 
are handled confidentially. This is designed to help prevent any action being taken against internal 
reporters. However, there may be situations where confidentiality may not be possible or appropriate. 
This will be discussed with the internal reporter. 

While anonymous reports are not encouraged, there may be situations where someone may not want 
to identify themselves. The Audit Office will accept anonymous reports, however anonymity may limit 
our ability to seek further information to assess the report adequately. When the identity of the internal 
reporter is known, the Audit Office is able to obtain any further necessary information, provide the 
person with protection and support and give feedback about the outcome of any investigation into the 
allegations. 

2.10.6   Making vexatious, frivolous or misleading allegations  

Any report that turns out to be vexatious, frivolous or misleading will result in disciplinary action 
against the internal reporter. 

2.10.7   Documenting reporting fraud 

The Executive Manager, Governance will maintain a database of all reports of suspected fraud. The 
Executive Director, Professional Services and Auditor-General are responsible for providing the 
Executive Manager, Governance with the details of all reports of suspected fraud. The database will 
help the Audit Office determine where it should focus its efforts and where changes to controls, 
policies or procedures are required.  

The results of any investigation will be reported to the Office Executive and the Auditor-General will 
decide on the appropriate communication and action required. 

3 Scope 
This policy is part of the Audit Office’s Fraud Control Framework and applies to all staff1. 

This policy should be read in conjunction with the other ethical behaviour policies published on the 
intranet. The Audit Office has zero tolerance to fraud, and disciplinary and/or legal action will be taken 
against those who commit fraud. 

                                                      
 
1 Staff includes permanent, temporary and contingent workforce staff. 
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3.1 Legislative context 
This policy is based on the Audit Office’s ‘Better Practice Guide, Managing your fraud control 
obligations 2015’.  

The Better Practice Guide itself was developed with reference to: 

• Australian Standard 8001-2008 Fraud and Corruption Controls 
• Public Interest Disclosure Act 1994  
• ICAC’s Fact Finder – a guide to conducting internal investigations (March 2012) 
• Independent Commission Against Corruption Act 1988 
• ICAC Fighting Fraud: Guidelines for State and Local Government (2002) 
• International Professional Practices Framework (2013 edition) – Internal Auditing and Fraud. 
 

4 Contact point 
The Executive Manager, Governance is the contact for this policy, governance@audit.nsw.gov.au. 
See section 3.8 on who to contact and how to report suspected or actual fraud or unethical behaviour. 

5 Review 
The policy is reviewed every two years, or earlier if significant new information, legislative or 
organisational change warrants an update. 

http://www.audit.nsw.gov.au/ArticleDocuments/197/D1506583%20%20FINAL%20Fraud_Control_Improvement_Kit_February_2015%20whole%20kit.pdf-updated%20August2015.pdf.aspx?Embed=Y
http://www.audit.nsw.gov.au/ArticleDocuments/197/D1506583%20%20FINAL%20Fraud_Control_Improvement_Kit_February_2015%20whole%20kit.pdf-updated%20August2015.pdf.aspx?Embed=Y
mailto:governance@audit.nsw.gov.au
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